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Chapter1Introduction1.1MultiplePrecisionArithmetic1.1.1WhatisMultiplePrecisionArithmetic?Whenwethinkoflong-handarithmeticsuchasadditionormultiplicationwerarelyconsiderthefactthatweinstinctivelyraiseorlowertheprecisionofthenumberswearedealingwith.Forexample,indecimalwealmostimmediatecanreasonthat7times6is42.However,42hastwodigitsofprecisionasopposedtoonedigitwestartedwith.Furthermultiplicationsofsay3resultinalargerprecisionresult126.Inthesefewexampleswehavemultipleprecisionsforthenumbersweareworkingwith.Despitethevariouslevelsofprecisionasinglesubset1ofalgorithmscanbedesignedtoaccomodatethem.Bywayofcomparisonafixedorsingleprecisionoperationwouldlosepre-cisiononvariousoperations.Forexample,inthedecimalsystemwithfixedprecision6·7=2.Essentiallyattheheartofcomputerbasedmultipleprecisionarithmeticarethesamelong-handalgorithmstaughtinschoolstomanuallyadd,subtract,multiplyanddivide.1.1.2TheNeedforMultiplePrecisionArithmeticThemostprevalentneedformultipleprecisionarithmetic,oftenreferredtoas“bignum”math,iswithintheimplementationofpublic-keycryptography1Withtheoccasionaloptimization.1



2CHAPTER1.INTRODUCTIONalgorithms.AlgorithmssuchasRSA[11]andDiffie-Hellman[12]requireintegersofsignificantmagnitudetoresistknowncryptanalyticattacks.Forexample,atthetimeofthiswritingatypicalRSAmoduluswouldbeatleastgreaterthan10309.However,modernprogramminglanguagessuchasISOC[18]andJava[19]onlyprovideinstrinsicsupportforintegerswhicharerelativelysmallandsingleprecision.DataTypeRangechar−128...127short−32768...32767long−2147483648...2147483647longlong−9223372036854775808...9223372036854775807Figure1.1:TypicalDataTypesfortheCProgrammingLanguageThelargestdatatypeguaranteedtobeprovidedbytheISOCprogramminglanguage2canonlyrepresentvaluesupto1019asshowninfigure1.1.OnitsowntheClanguageisinsufficienttoaccomodatethemagnituderequiredfortheproblemathand.AnRSAmodulusofmagnitude1019couldbetriviallyfactored3ontheaveragedesktopcomputer,renderinganyprotocolbasedonthealgorithminsecure.Multipleprecisionalgorithmssolvethisveryproblembyextendingtherangeofrepresentableintegerswhileusingsingleprecisiondatatypes.Mostadvancementsinfastmultipleprecisionarithmeticstemfromtheneedforfasterandmoreefficientcryptographicprimitives.FastermodularreductionandexponentiationalgorithmssuchasBarrett’salgorithm,whichhaveappearedinvariouscryptographicjournals,canrenderalgorithmssuchasRSAandDiffie-Hellmanmoreefficient.Infact,severalmajorcompaniessuchasRSASecurity,CerticomandEntrusthavebuiltentireproductlinesontheimplementationanddeploymentofefficientalgorithms.However,cryptographyisnottheonlyfieldofstudythatcanbenefitfromfastmultipleprecisionintegerroutines.Anotherauxiliaryuseofmultiplepre-cisionintegersishighprecisionfloatingpointdatatypes.ThebasicIEEE[13]standardfloatingpointtypeismadeupofanintegermantissaq,anexponenteandasignbits.Numbersaregivenintheformn=q·be·−1swhereb=22AspertheISOCstandard.However,eachcompilervendorisallowedtoaugmenttheprecisionastheyseefit.3APollard-Rhofactoringwouldtakeonly216time.



1.1.MULTIPLEPRECISIONARITHMETIC3isthemostcommonbaseforIEEE.SinceIEEEfloatingpointismeanttobeimplementedinhardwaretheprecisionofthemantissaisoftenfairlysmall(23,48and64bits).Themantissaismerelyanintegerandamultipleprecisionin-tegercouldbeusedtocreateamantissaofmuchlargerprecisionthanhardwarealonecanefficientlysupport.Thisapproachcouldbeusefulwherescientificapplicationsmustminimizethetotaloutputerroroverlongcalculations.Yetanotheruseforlargeintegersiswithinarithmeticonpolynomialsoflargecharacteristic(i.e.GF(p)[x]forlargep).Infactthelibrarydiscussedwithinthistexthasalreadybeenusedtoformapolynomialbasislibrary4.1.1.3BenefitsofMultiplePrecisionArithmeticThebenefitofmultipleprecisionrepresentationsoversingleorfixedprecisionrepresentationsisthatnoprecisionislostwhilerepresentingtheresultofanoperationwhichrequiresexcessprecision.Forexample,theproductoftwon-bitintegersrequiresatleast2nbitsofprecisiontoberepresentedfaithfully.Amultipleprecisionalgorithmwouldaugmenttheprecisionofthedestinationtoaccomodatetheresultwhileasingleprecisionsystemwouldtruncateexcessbitstomaintainafixedlevelofprecision.Itispossibletoimplementalgorithmswhichrequirelargeintegerswithfixedprecisionalgorithms.Forexample,ellipticcurvecryptography(ECC)isoftenimplementedonsmartcardsbyfixingtheprecisionoftheintegerstothemaxi-mumsizethesystemwilleverneed.Suchanapproachcanleadtovastlysimpleralgorithmswhichcanaccomodatetheintegersrequiredevenifthehostplatformcannotnativelyaccomodatethem5.However,asefficientassuchanapproachmaybe,theresultingsourcecodeisnotnormallyveryflexible.Itcannot,atruntime,accomodateinputsofhighermagnitudethanthedesigneranticipated.Multipleprecisionalgorithmshavethemostoverheadofanystyleofarith-metic.Forthethemostparttheoverheadcanbekepttoaminimumwithcarefulplanning,butoverall,itisnotwellsuitedformostmemorystarvedplat-forms.However,multipleprecisionalgorithmsdoofferthemostflexibilityintermsofthemagnitudeoftheinputs.Thatis,thesamealgorithmsbasedonmultipleprecisionintegerscanaccomodateanyreasonablesizeinputwithoutthedesigner’sexplicitforethought.Thisleadstolowercostofownershipforthecodeasitonlyhastobewrittenandtestedonce.4Seehttp://poly.libtomcrypt.orgformoredetails.5Forexample,theaveragesmartcardprocessorhasan8bitaccumulator.
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4CHAPTER1.INTRODUCTION1.2PurposeofThisTextThepurposeofthistextistoinstructthereaderregardinghowtoimplementefficientmultipleprecisionalgorithms.Thatistonotonlyexplainalimitedsubsetofthecoretheorybehindthealgorithmsbutalsothevarious“housekeeping”elementsthatareneglectedbyauthorsofothertextsonthesubject.Severalwellreknownedtexts[1,2]giveconsiderablydetailedexplanationsofthetheoreticalaspectsofalgorithmsandoftenverylittleinformationregardingthepracticalimplementationaspects.Inmostcaseshowanalgorithmisexplainedandhowitisactuallyimple-mentedaretwoverydifferentconcepts.Forexample,theHandbookofAppliedCryptography(HAC),algorithm14.7onpage594,givesarelativelysimplealgorithmforperformingmultipleprecisionintegeraddition.However,thede-scriptionlacksanydiscussionconcerningthefactthatthetwointegerinputsmaybeofdifferingmagnitudes.Asaresulttheimplementationisnotassimpleasthetextwouldleadpeopletobelieve.Similarlythedivisionroutine(al-gorithm14.20,pp.598)doesnotdiscusshowtohandlesignorhandlethedividend’sdecreasingmagnitudeinthemainloop(step#3).Bothtextsalsodonotdiscussseveralkeyoptimalalgorithmsrequiredsuchas“Comba”andKaratsubamultipliersandfastmodularinversion,whichweconsiderpracticaloversights.Theseoptimalalgorithmsarevitaltoachieveanyformofusefulperformanceinnon-trivialapplications.Tosolvethisproblemthefocusofthistextisonthepracticalaspectsofim-plementingamultipleprecisionintegerpackage.Asacasestudythe“LibTom-Math”6packageisusedtodemonstratealgorithmswithrealimplementations7thathavebeenfieldtestedandworkverywell.TheLibTomMathlibraryisfreelyavailableontheInternetforallusesandthistextdiscussesaverylargeportionoftheinnerworkingsofthelibrary.Thealgorithmsthatarepresentedwillalwaysincludeatleastone“pseudo-code”descriptionfollowedbytheactualCsourcecodethatimplementsthealgorithm.Thepseudo-codecanbeusedtoimplementthesamealgorithminotherprogramminglanguagesasthereaderseesfit.Thistextshallalsoserveasawalkthroughofthecreationofmultiplepreci-sionalgorithmsfromscratch.Showingthereaderhowthealgorithmsfittogetheraswellaswheretostartonvarioustaskings.6Availableathttp://math.libtomcrypt.com7IntheISOCprogramminglanguage.
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1.3.DISCUSSIONANDNOTATION51.3DiscussionandNotation1.3.1NotationAmultipleprecisionintegerofn-digitsshallbedenotedasx=(xn−1,...,x1,x0)βandrepresenttheintegerx≡∑n−1i=0xiβi.Theelementsofthearrayxaresaidtobetheradixβdigitsoftheinteger.Forexample,x=(1,2,3)10wouldrepresenttheinteger1·102+2·101+3·100=123.Theterm“mpint”shallrefertoacompositestructurewhichcontainsthedigitsoftheintegeritrepresents,aswellasauxilarydatarequiredtomanipulatethedata.Theseadditionalmembersarediscussedfurtherinsection2.2.1.Forthepurposesofthistexta“multipleprecisioninteger”andan“mpint”areassumedtobesynonymous.Whenanalgorithmisspecifiedtoacceptanmpintvariableitisassumedthevariousauxliarydatamembersarepresentaswell.Anexpressionofthetypevariablename.itemimpliesthatitshouldevaluatetothemembernamed“item”ofthevariable.Forexample,astringofcharactersmayhaveamember“length”whichwouldevaluatetothenumberofcharactersinthestring.Ifthestringaequals“hello”thenitfollowsthata.length=5.Forcertaindiscussionsmoregenericalgorithmsarepresentedtohelpthereaderunderstandthefinalalgorithmusedtosolveagivenproblem.Whenanalgorithmisdescribedasacceptinganintegerinputitisassumedtheinputisaplainintegerwithnoadditionalmultiple-precisionmembers.Thatis,algorithmsthatuseintegersasopposedtompintsasinputsdonotconcernthemselveswiththehousekeepingoperationsrequiredsuchasmemorymanagement.Thesealgorithmswillbeusedtoestablishtherelevanttheorywhichwillsubsequentlybeusedtodescribeamultipleprecisionalgorithmtosolvethesameproblem.1.3.2PrecisionNotationThevariableβrepresentstheradixofasingledigitofamultipleprecisionintegerandmustbeoftheformqpforq,p∈Z+.Asingleprecisionvariablemustbeabletorepresentintegersintherange0≤x<qβwhileadoubleprecisionvariablemustbeabletorepresentintegersintherange0≤x<qβ2.Theextraradix-qfactorallowsadditionsandsubtractionstoproceedwithouttruncationofthecarry.Sinceallmoderncomputersarebinary,itisassumedthatqistwo.Withinthesourcecodethatwillbepresentedforeachalgorithm,thedatatypempdigitwillrepresentasingleprecisionintegertype,while,thedatatypempwordwillrepresentadoubleprecisionintegertype.Inseveralalgorithms



6CHAPTER1.INTRODUCTION(notablytheCombaroutines)temporaryresultswillbestoredinarraysofdoubleprecisionmpwords.Forthepurposesofthistextxjwillrefertothej’thdigitofasingleprecisionarrayandˆxjwillrefertothej’thdigitofadoubleprecisionarray.Wheneveranexpressionistobeassignedtoadoubleprecisionvariableitisassumedthatallsingleprecisionvariablesarepromotedtodoubleprecisionduringtheevaluation.Expressionsthatareassignedtoasingleprecisionvariablearetruncatedtofitwithintheprecisionofasingleprecisiondatatype.Forexample,ifβ=102asingleprecisiondatatypemayrepresentavalueintherange0≤x<103,whileadoubleprecisiondatatypemayrepresentavalueintherange0≤x<105.Leta=23andb=49representtwosingleprecisionvariables.Thesingleprecisionproductshallbewrittenasc←a·bwhilethedoubleprecisionproductshallbewrittenasˆc←a·b.Inthisparticularcase,ˆc=1127andc=127.Themostsignificantdigitoftheproductwouldnotfitinasingleprecisiondatatypeandasaresultc6=ˆc.1.3.3AlgorithmInputsandOutputsWithinthealgorithmdescriptionsallvariablesareassumedtobescalarsofeithersingleordoubleprecisionasindicated.Theonlyexceptiontothisruleiswhenvariableshavebeenindicatedtobeoftypempint.Thisdistinctionisimportantasscalarsareoftenusedasarrayindiciesandvariousothercounters.1.3.4MathematicalExpressionsThe⌊⌋bracketsimplyanexpressiontruncatedtoanintegernotgreaterthantheexpressionitself.Forexample,⌊5.7⌋=5.Similarlythe⌈⌉bracketsimplyanexpressionroundedtoanintegernotlessthantheexpressionitself.Forexample,⌈5.1⌉=6.Typicallywhenthe/divisionsymbolisusedtheintentionistoperformanintegerdivisionwithtruncation.Forexample,5/2=2whichwilloftenbewrittenas⌊5/2⌋=2forclarity.Whenanexpressioniswrittenasafractionarealvaluedivisionisimplied,forexample52=2.5.Thenormofamultipleprecisioninteger,forexample||x||,willbeusedtorepresentthenumberofdigitsintherepresentationoftheinteger.Forexample,||123||=3and||79452||=5.



1.4.EXERCISES71.3.5WorkEffortTomeasuretheefficiencyofthespecifiedalgorithms,amodifiedbig-Ohnotationisused.Inthissystemallsingleprecisionoperationsareconsideredtohavethesamecost8.Thatisasingleprecisionaddition,multiplicationanddivisionareassumedtotakethesametimetocomplete.Whilethisisgenerallynottrueinpractice,itwillsimplifythediscussionsconsiderably.Somealgorithmshaveslightadvantagesoverotherswhichiswhysomecon-stantswillnotberemovedinthenotation.Forexample,anormalbaselinemultiplication(section5.2.1)requiresO(n2)workwhileabaselinesquaring(section5.3)requiresO(n2+n2)work.Instandardbig-OhnotationthesewouldbothbesaidtobeequivalenttoO(n2).However,inthecontextofthethistextthisisnotthecaseasthemagnitudeoftheinputswilltypicallyberathersmall.Asaresultsmallconstantfactorsintheworkeffortwillmakeanobservabledifferenceinalgorithmefficiency.Allofthealgorithmspresentedinthistexthaveapolynomialtimeworklevel.Thatis,oftheformO(nk)forn,k∈Z+.Thiswillhelpmakeusefulcomparisonsintermsofthespeedofthealgorithmsandhowvariousoptimizationswillhelppayoffinthelongrun.1.4ExercisesWithinthemoreadvancedchaptersasectionwillbesetasidetogivethereadersomechallengingexercisesrelatedtothediscussionathand.Theseexercisesarenotdesignedtobeprizewinningproblems,butinsteadtobethoughtprovoking.Whereverpossibletheproblemsareforwardminded,statingproblemsthatwillbeansweredinsubsequentchapters.Thereaderisencouragedtofinishtheexercisesastheyappeartogetabetterunderstandingofthesubjectmaterial.Thatbeingsaid,theproblemsaredesignedtoaffirmknowledgeofapartic-ularsubjectmatter.Studentsinparticularareencouragedtoverifytheycananswertheproblemscorrectlybeforemovingon.Similartotheexercisesof[1,pp.ix]theseexercisesaregivenascoringsystembasedonthedifficultyoftheproblem.However,unlike[1]theproblemsdonotgetnearlyashard.Thescoringoftheseexercisesrangesfromone(theeasiest)tofive(thehardest).Thefollowingtablesumarizesthescoringsystemused.8Exceptwhereexplicitlynoted.



8CHAPTER1.INTRODUCTION[1]Aneasyproblemthatshouldonlytakethereaderamannerofminutestosolve.Usuallydoesnotinvolvemuchcomputertimetosolve.[2]Aneasyproblemthatinvolvesamarginalamountofcomputertimeusage.Usuallyrequiresaprogramtobewrittentosolvetheproblem.[3]Amoderatelyhardproblemthatrequiresanon-trivialamountofwork.Usuallyinvolvestrivialresearchanddevelopmentofnewtheoryfromtheperspectiveofastudent.[4]Amoderatelyhardproblemthatinvolvesanon-trivialamountofworkandresearch,thesolutiontowhichwilldemonstrateahighermasteryofthesubjectmatter.[5]Ahardproblemthatinvolvesconceptsthataredifficultforanovicetosolve.Solutionstotheseproblemswilldemonstrateacompletemasteryofthegivensubject.Figure1.2:ExerciseScoringSystemProblemsatthefirstlevelaremeanttobesimplequestionsthatthereadercananswerquicklywithoutprogrammingasolutionordevisingnewtheory.Theseproblemsarequickteststoseeifthematerialisunderstood.Problemsatthesecondlevelarealsodesignedtobeeasybutwillrequireaprogramoralgorithmtobeimplementedtoarriveattheanswer.Thesetwolevelsareessentiallyentrylevelquestions.Problemsatthethirdlevelaremeanttobeabitmoredifficultthanthefirsttwolevels.Theanswerisoftenfairlyobviousbutarrivingatanexactingsolutionrequiressomethoughtandskill.Theseproblemswillalmostalwaysinvolvedevisinganewalgorithmorimplementingavariationofanotheralgo-rithmpreviouslypresented.Readerswhocananswerthesequestionswillfeelcomfortablewiththeconceptsbehindthetopicathand.Problemsatthefourthlevelaremeanttobesimilartothoseofthelevelthreequestionsexcepttheywillrequireadditionalresearchtobecompleted.Thereaderwillmostlikelynotknowtheanswerrightaway,norwillthetextprovidetheexactdetailsoftheansweruntilasubsequentchapter.Problemsatthefifthlevelaremeanttobethehardestproblemsrelativetoalltheotherproblemsinthechapter.Peoplewhocancorrectlyanswerfifthlevelproblemshaveamasteryofthesubjectmatterathand.Oftenproblemswillbetiedtogether.Thepurposeofthisistostartachain



1.5.INTRODUCTIONTOLIBTOMMATH9ofthoughtthatwillbediscussedinfuturechapters.Thereaderisencouragedtoanswerthefollow-upproblemsandtrytodrawtherelevanceofproblems.1.5IntroductiontoLibTomMath1.5.1WhatisLibTomMath?LibTomMathisafreeandopensourcemultipleprecisionintegerlibrarywrittenentirelyinportableISOC.Byportableitismeantthatthelibrarydoesnotcontainanycodethatiscomputerplatformdependentorotherwiseproblematictouseonanygivenplatform.ThelibraryhasbeensuccessfullytestedundernumerousoperatingsystemsincludingUnix9,MacOS,Windows,Linux,PalmOSandonstandalonehardwaresuchastheGameboyAdvance.Thelibraryisdesignedtocontainenoughfunctionalitytobeabletodevelopapplicationssuchaspublickeycryptosystemsandstillmaintainarelativelysmallfootprint.1.5.2GoalsofLibTomMathLibrarieswhichobtainthemostefficiencyarerarelywritteninahighlevelprogramminglanguagesuchasC.However,eventhoughthislibraryiswrittenentirelyinISOC,considerablecarehasbeentakentooptimizethealgorithmimplementationswithinthelibrary.SpecificallythecodehasbeenwrittentoworkwellwiththeGNUCCompiler(GCC)onbothx86andARMprocessors.Whereverpossible,highlyefficientalgorithms,suchasKaratsubamultiplication,slidingwindowexponentiationandMontgomeryreductionhavebeenprovidedtomakethelibrarymoreefficient.Evenwiththenearlyoptimalandspecializedalgorithmsthathavebeenin-cludedtheApplicationProgramingInterface(API)hasbeenkeptassimpleaspossible.Oftengenericplaceholderroutineswillmakeuseofspecializedalgorithmsautomaticallywithoutthedeveloper’sspecificattention.Onesuchexampleisthegenericmultiplicationalgorithmmpmul()whichwillautomat-icallyuseToom–Cook,Karatsuba,Combaorbaselinemultiplicationbasedonthemagnitudeoftheinputsandtheconfigurationofthelibrary.MakingLibTomMathasefficientaspossibleisnottheonlygoaloftheLibTomMathproject.Ideallythelibraryshouldbesourcecompatiblewithanotherpopularlibrarywhichmakesitmoreattractivefordeveloperstouse.9Allofthesetrademarksbelongtotheirrespectiverightfulowners.



10CHAPTER1.INTRODUCTIONInthiscasetheMPIlibrarywasusedasaAPItemplateforallthebasicfunc-tions.MPIwaschosenbecauseitisanotherlibrarythatfitsinthesamenicheasLibTomMath.EventhoughLibTomMathusesMPIasthetemplateforthefunctionnamesandargumentpassingconventions,ithasbeenwrittenfromscratchbyTomStDenis.Theprojectisalsomeanttoactasalearningtoolforstudents,thelogicbeingthatnoeasy-to-follow“bignum”libraryexistswhichcanbeusedtoteachcomputersciencestudentshowtoperformfastandreliablemultipleprecisionintegerarithmetic.Tothisendthesourcecodehasbeengivenquiteafewcommentsandalgorithmdiscussionpoints.1.6ChoiceofLibTomMathLibTomMathwaschosenasthecasestudyofthistextnotonlybecausetheauthorofbothprojectsisoneandthesamebutformoreworthyreasons.OtherlibrariessuchasGMP[14],MPI[15],LIP[17]andOpenSSL[16]havemultipleprecisionintegerarithmeticroutinesbutwouldnotbeidealforthistextforreasonsthatwillbeexplainedinthefollowingsub-sections.1.6.1CodeBaseTheLibTomMathcodebaseisallportableISOCsourcecode.Thismeansthattherearenoplatformdependentconditionalsegmentsofcodelitteredthrough-outthesource.Thiscleanandunclutteredapproachtothelibrarymeansthatadevelopercanmorereadilydiscernthetrueintentofagivensectionofsourcecodewithouttryingtokeeptrackofwhatconditionalcodewillbeused.ThecodebaseofLibTomMathiswellorganized.Eachfunctionisinitsownseparatesourcecodefilewhichallowsthereadertofindagivenfunctionveryquickly.Onaveragethereare76linesofcodepersourcefilewhichmakesthesourceveryeasilytofollow.BycomparisonMPIandLIParesinglefileprojectsmakingcodetracingveryhard.GMPhasmanyconditionalcodesegmentswhichalsohindertracing.WhencompiledwithGCCforthex86processorandoptimizedforspeedtheentirelibraryisapproximately100KiB10whichisfairlysmallcomparedtoGMP(over250KiB).LibTomMathisslightlylargerthanMPI(whichcompilestoabout50KiB)butLibTomMathisalsomuchfasterandmorecompletethanMPI.10Thenotation“KiB”means210octets,similarly“MiB”means220octets.



1.6.CHOICEOFLIBTOMMATH111.6.2APISimplicityLibTomMathisdesignedaftertheMPIlibraryandsharestheAPIdesign.QuiteoftenprogramsthatuseMPIwillbuildwithLibTomMathwithoutchange.Thefunctionnamescorrelatedirectlytotheactiontheyperform.Almostallofthefunctionssharethesameparameterpassingconvention.ThelearningcurveisfairlyshallowwiththeAPIprovidedwhichisanextremelyvaluablebenefitforthestudentanddeveloperalike.TheLIPlibraryisanexampleofalibrarywithanAPIthatisawkwardtoworkwith.LIPusesfunctionnamesthatareoften“compressed”toillegibleshorthand.LibTomMathdoesnotsharethischaracteristic.TheGMPlibraryalsodoesnotreturnerrorcodes.InsteaditusesaPOSIX.1[?]signalsystemwhereerrorsaresignaledtothehostapplication.Thishappenstobethefastestapproachbutdefinitelynotthemostversatile.Ineffectamatherror(i.e.invalidinput,heaperror,etc)cancauseaprogramtostopfunctioningwhichisdefinitelyundersireableinmanysituations.1.6.3OptimizationsWhileLibTomMathiscertainlynotthefastestlibrary(GMPoftenbeatsLibTom-Mathbyafactoroftwo)itdoesfeatureasetofoptimalalgorithmsfortaskssuchasmodularreduction,exponentiation,multiplicationandsquaring.GMPandLIPalsofeaturesuchoptimizationswhileMPIonlyusesbaselinealgorithmswithnooptimizations.GMPlacksafewoftheadditionalmodularreductionoptimizationsthatLibTomMathfeatures11.LibTomMathisalmostalwaysanorderofmagnitudefasterthantheMPIlibraryatcomputationallyexpensivetaskssuchasmodularexponentiation.Inthegrandschemeof“bignum”librariesLibTomMathisfasterthantheaveragelibraryandusuallyslowerthanthebestlibrariessuchasGMPandOpenSSLbyonlyasmallfactor.1.6.4PortabilityandStabilityLibTomMathwillbuild“outofthebox”onanyplatformequippedwithamod-ernversionoftheGNUCCompiler(GCC).Thismeansthatwithoutchangesthelibrarywillbuildwithoutconfigurationorsettingupanyvariables.LIPandMPIwillbuild“outofthebox”aswellbuthavenumerousknownbugs.Most11AtthetimeofthiswritingGMPonlyhadBarrettandMontgomerymodularreductionalgorithms.



12CHAPTER1.INTRODUCTIONnotablytheauthorofMPIhasrecentlystoppedworkingonhislibraryandLIPhaslongsincebeendiscontinued.GMPrequiresaconfigurationscripttorunandwillnotbuildoutofthebox.GMPandLibTomMatharestillinactivedevelopmentandareverystableacrossavarietyofplatforms.1.6.5ChoiceLibTomMathisarelativelycompact,welldocumented,highlyoptimizedandportablelibrarywhichseemsonlynaturalforthecasestudyofthistext.VarioussourcefilesfromtheLibTomMathprojectwillbeincludedwithinthetext.However,thereaderisencouragedtodownloadtheirowncopyofthelibrarytoactuallybeabletoworkwiththelibrary.



Chapter2GettingStarted2.1LibraryBasicsThetricktowritinganyusefullibraryofsourcecodeistobuildasolidfounda-tionandworkoutwardsfromit.First,aproblemalongwithallowablesolutionparametersshouldbeidentifiedandanalyzed.Inthisparticularcasethein-abilitytoaccomodatemultipleprecisionintegersistheproblem.Futhermore,thesolutionmustbewrittenasportablesourcecodethatisreasonablyefficientacrossseveraldifferentcomputerplatforms.Afterafoundationisformedtheremainderofthelibrarycanbedesignedandimplementedinahierarchicalfashion.Thatis,toimplementthelowestleveldependenciesfirstandworktowardsthemostabstractfunctionslast.Forexample,beforeimplementingamodularexponentiationalgorithmonewouldimplementamodularreductionalgorithm.Bybuildingoutwardsfromabasefoundationinsteadofusingaparalleldesignmethodologytheresultingprojectishighlymodular.Beinghighlymodularisadesirablepropertyofanyprojectasitoftenmeanstheresultingproducthasasmallfootprintandupdatesareeasytoperform.UsuallywhenIstartaprojectIwillbeginwiththeheaderfiles.IdefinethedatatypesIthinkIwillneedandprototypetheinitialfunctionsthatarenotdependentonotherfunctions(withinthelibrary).AfterIimplementthesebasefunctionsIprototypemoredependentfunctionsandimplementthem.TheprocessrepeatsuntilIimplementallofthefunctionsIrequire.Forexample,inthecaseofLibTomMathIimplementedfunctionssuchasmpinit()wellbefore13



14CHAPTER2.GETTINGSTARTEDIimplementedmpmul()andevenfurtherbeforeIimplementedmpexptmod().AsanexampleastowhythisdesignworksnotethattheKaratsubaandToom-Cookmultiplierswerewrittenafterthedependentfunctionmpexptmod()waswritten.Addingthenewmultiplicationalgorithmsdidnotrequirechangestothempexptmod()functionitselfandloweredthetotalcostofownership(sotospeak)andofdevelopmentfornewalgorithms.Thismethodologyallowsnewalgorithmstobetestedinacompleteframeworkwithrelativeease.Figure2.1:DesignFlowoftheFirstFewOriginalLibTomMathFunctions.OnlyafterthemajorityofthefunctionswereinplacedidIpursuealesshierarchicalapproachtoauditingandoptimizingthesourcecode.Forexample,onedayImayauditthemultipliersandthenextdaythepolynomialbasisfunctions.Itonlymakessensetobeginthetextwiththepreliminarydatatypesandsupportalgorithmsrequiredaswell.Thischapterdiscussesthecorealgorithmsofthelibrarywhicharethedependentsforeveryotheralgorithm.2.2WhatisaMultiplePrecisionInteger?Recallthatmostprogramminglanguages,inparticularISOC[18],onlyhavefixedprecisiondatatypesthatontheirowncannotbeusedtorepresentvalues



2.2.WHATISAMULTIPLEPRECISIONINTEGER?15largerthantheirprecisionwillallow.Thepurposeofmultipleprecisionalgo-rithmsistousefixedprecisiondatatypestocreateandmanipulatemultipleprecisionintegerswhichmayrepresentvaluesthatareverylarge.Asawellknownanalogy,schoolchildrenaretaughthowtoformnumberslargerthanninebyprependingmoreradixtendigits.Inthedecimalsystemthelargestsingledigitvalueis9.However,byconcatenatingdigitstogetherlargernumbersmayberepresented.Newlyprependeddigits(totheleft)aresaidtobeinadifferentpoweroftencolumn.Thatis,thenumber123canbedescribedashavinga1inthehundredscolumn,2inthetenscolumnand3intheonescolumn.Ormoreformally123=1·102+2·101+3·100.Computerbasedmultipleprecisionarithmeticisessentiallythesameconcept.Largerintegersarerepresentedbyadjoiningfixedprecisioncomputerwordswiththeexceptionthatadifferentradixisused.Whatmostpeopleprobablydonotthinkaboutexplicitlyarethevariousotherattributesthatdescribeamultipleprecisioninteger.Forexample,theinteger15410hastwoimmediatelyobviousproperties.First,theintegerispositive,thatisthesignofthisparticularintegerispositiveasopposedtonegative.Second,theintegerhasthreedigitsinitsrepresentation.Thereisanadditionalpropertythattheintegerposessesthatdoesnotconcernpencil-and-paperarithmetic.Thethirdpropertyishowmanydigitsplaceholdersareavailabletoholdtheinteger.Thehumananalogyofthisthirdpropertyisensuringthereisenoughspaceonthepapertowritetheinteger.Forexample,ifonestartswritingalargenumbertoofartotherightonapieceofpapertheywillhavetoeraseitandmoveleft.Similarly,computeralgorithmsmustmaintainstrictcontrolovermemoryusagetoensurethatthedigitsofanintegerwillnotexceedtheal-lowedboundaries.Thesethreepropertiesmakeupwhatisknownasamultipleprecisionintegerormpintforshort.2.2.1ThempintStructureThempintstructureistheISOCbasedmanifestationofwhatrepresentsamul-tipleprecisioninteger.TheISOCstandarddoesnotprovideforanysuchdatatypebutitdoesprovideformakingcompositedatatypesknownasstructures.ThefollowingisthestructuredefinitionusedwithinLibTomMath.Thempintstructure(fig.2.2)canbebrokendownasfollows.1.Theusedparameterdenoteshowmanydigitsofthearraydpcontainthedigitsusedtorepresentagiveninteger.Theusedcountmustbepositive



16CHAPTER2.GETTINGSTARTEDtypedefstruct{intused,alloc,sign;mpdigit*dp;}mpint;Figure2.2:ThempintStructure(orzero)andmaynotexceedthealloccount.2.Theallocparameterdenoteshowmanydigitsareavailableinthearraytousebyfunctionsbeforeithastoincreaseinsize.Whentheusedcountofaresultwouldexceedthealloccountallofthealgorithmswillautomaticallyincreasethesizeofthearraytoaccommodatetheprecisionoftheresult.3.Thepointerdppointstoadynamicallyallocatedarrayofdigitsthatrepresentthegivenmultipleprecisioninteger.Itispaddedwith(alloc−used)zerodigits.Thearrayismaintainedinaleastsignificantdigitorder.Asapencilandpaperanalogythearrayisorganizedsuchthattherightmostdigitsarestoredfirststartingatthelocationindexedbyzero1inthearray.Forexample,ifdpcontains{a,b,c,...}wheredp0=a,dp1=b,dp2=c,...thenitwouldrepresenttheintegera+bβ+cβ2+...4.Thesignparameterdenotesthesignaseitherzero/positive(MPZPOS)ornegative(MPNEG).ValidmpintStructuresSeveralrulesareplacedonthestateofanmpintstructureandareassumedtobefollowedforreasonsofefficiency.Theonlyexceptionsarewhenthestructureispassedtoinitializationfunctionssuchasmpinit()andmpinitcopy().1.Thevalueofallocmaynotbelessthanone.Thatisdpalwayspointstoapreviouslyallocatedarrayofdigits.2.Thevalueofusedmaynotexceedallocandmustbegreaterthanorequaltozero.1InCallarraysbeginatzero.



2.3.ARGUMENTPASSING173.Thevalueofusedimpliesthedigitatindex(used−1)ofthedparrayisnon-zero.Thatis,leadingzerodigitsinthemostsignificantpositionsmustbetrimmed.(a)Digitsinthedparrayatandabovetheusedlocationmustbezero.4.ThevalueofsignmustbeMPZPOSifusediszero;thisrepresentsthempintvalueofzero.2.3ArgumentPassingAconventionofargumentpassingmustbeadoptedearlyoninthedevelopmentofanylibrary.Makingthefunctionprototypesconsistentwillhelpeliminatemanyheadachesinthefutureasthelibrarygrowstosignificantcomplexity.InLibTomMaththemultipleprecisionintegerfunctionsacceptparametersfromlefttorightaspointerstompintstructures.Thatmeansthatthesource(input)operandsareplacedontheleftandthedestination(output)ontheright.Considerthefollowingexamples.mp_mul(&a,&b,&c);/*c=a*b*/mp_add(&a,&b,&a);/*a=a+b*/mp_sqr(&a,&b);/*b=a*a*/Thelefttorightorderisafairlynaturalwaytoimplementthefunctionssinceitletsthedeveloperreadaloudthefunctionsandmakesenseofthem.Forexample,thefirstfunctionwouldread“multiplyaandbandstoreinc”.Certainlibraries(LIPbyLenstraforinstance)acceptparameterstheotherwayaround,tomimictheorderofassignmentexpressions.Thatis,thedesti-nation(output)isontheleftandarguments(inputs)areontheright.Intruth,itisentirelyamatterofpreference.InthecaseofLibTomMaththeconventionfromtheMPIlibraryhasbeenadopted.Anotherveryusefuldesignconsideration,providedforinLibTomMath,iswhethertoallowargumentsourcestoalsobeadestination.Forexample,thesecondexample(mpadd)addsatobandstoresina.Thisisanimportantfeaturetoimplementsinceitallowsthecallingfunctionstocutdownonthenumberofvariablesitmustmaintain.However,toimplementthisfeaturespe-cificcarehastobegiventoensurethedestinationisnotmodifiedbeforethesourceisfullyread.



18CHAPTER2.GETTINGSTARTED2.4ReturnValuesAwellimplementedapplication,nomatterwhatitspurpose,shouldtrapasmanyruntimeerrorsaspossibleandreturnthemtothecaller.Bycatchingruntimeerrorsalibrarycanbeguaranteedtopreventundefinedbehaviour.However,theenddevelopercanstillmanagetocausealibrarytocrash.Forexample,bypassinganinvalidpointeranapplicationmayfaultbydereferencingmemorynotownedbytheapplication.InthecaseofLibTomMaththeonlyerrorsthatarecheckedforarerelatedtoinappropriateinputs(divisionbyzeroforinstance)andmemoryallocationerrors.Itwillnotcheckthatthempintpassedtoanyfunctionisvalidnorwillitcheckpointersforvalidity.Anyfunctionthatcancausearuntimeerrorwillreturnanerrorcodeasanintdatatypewithoneofthefollowingvalues(fig2.3).ValueMeaningMPOKAYThefunctionwassuccessfulMPVALOneoftheinputvalue(s)wasinvalidMPMEMThefunctionranoutofheapmemoryFigure2.3:LibTomMathErrorCodesWhenanerrorisdetectedwithinafunctionitshouldfreeanymemoryitallocated,oftenduringtheinitializationoftemporarympints,andreturnassoonaspossible.Thegoalistoleavethesysteminthesamestateitwaswhenthefunctionwascalled.ErrorcheckingwiththisstyleofAPIisfairlysimple.interr;if((err=mp_add(&a,&b,&c))!=MP_OKAY){printf("Error:%s\n",mp_error_to_string(err));exit(EXIT_FAILURE);}TheGMP[14]libraryusesCstylesignalstoflagerrorswhichisofques-tionableuse.NotallerrorsarefatalanditwasnotdeemedidealbytheauthorofLibTomMathtoforcedeveloperstohavesignalhandlersforsuchcases.



2.5.INITIALIZATIONANDCLEARING192.5InitializationandClearingThelogicalstartingpointwhenactuallywritingmultipleprecisionintegerfunc-tionsistheinitializationandclearingofthempintstructures.Thesetwoalgorithmswillbeusedbythemajorityofthehigherlevelalgorithms.Giventhebasicmpintstructureaninitializationroutinemustfirstallocatememorytoholdthedigitsoftheinteger.Oftenitisoptimaltoallocateasufficientlylargepre-setnumberofdigitseventhoughtheinitialintegerwillrepresentzero.Ifonlyasingledigitwereallocatedquiteafewsubsequentre-allocationswouldoccurwhenoperationsareperformedontheintegers.Thereisatradeoffbetweenhowmanydefaultdigitstoallocateandhowmanyre-allocationsaretolerable.Obviouslyallocatinganexcessiveamountofdigitsinitiallywillwastememoryandbecomeunmanageable.Ifthememoryforthedigitshasbeensuccessfullyallocatedthentherestofthemembersofthestructuremustbeinitialized.Sincetheinitialstateofanmpintistorepresentthezerointeger,theallocateddigitsmustbesettozero.TheusedcountsettozeroandsignsettoMPZPOS.2.5.1InitializinganmpintAnmpintissaidtobeinitializedifitissettoavalid,preferablydefault,statesuchthatallofthemembersofthestructurearesettovalidvalues.Thempinitalgorithmwillperformsuchanaction.Algorithmmpinit.Input.AnmpintaOutput.Allocatememoryandinitializeatoaknownvalidmpintstate.1.AllocatememoryforMPPRECdigits.2.Iftheallocationfailedreturn(MPMEM)3.fornfrom0toMPPREC−1do3.1an←04.a.sign←MPZPOS5.a.used←06.a.alloc←MPPREC7.Return(MPOKAY)Figure2.4:Algorithmmpinit



20CHAPTER2.GETTINGSTARTEDAlgorithmmpinit.Thepurposeofthisfunctionistoinitializeanmpintstructuresothattherestofthelibrarycanproperlymanipulteit.Itisassumedthattheinputmaynothavehadanyofitsmemberspreviouslyinitializedwhichiscertainlyavalidassumptioniftheinputresidesonthestack.Beforeanyofthememberssuchassign,usedorallocareinitializedthememoryforthedigitsisallocated.Ifthisfailsthefunctionreturnsbeforesettinganyoftheothermembers.TheMPPRECnamerepresentsaconstant2usedtodictatetheminimumprecisionofnewlyinitializedmpintintegers.Ideally,itisatleastequaltothesmallestprecisionnumberyou’llbeworkingwith.Allocatingablockofdigitsatfirstinsteadofasingledigithasthebenefitofloweringthenumberofusuallyslowheapoperationslaterfunctionswillhavetoperforminthefuture.IfMPPRECissetcorrectlytheslackmemoryandthenumberofheapoperationswillbetrivial.Oncetheallocationhasbeenmadethedigitshavetobesettozeroaswellastheused,signandallocmembersinitialized.Thisensuresthatthempintwillalwaysrepresentthedefaultstateofzeroregardlessoftheoriginalconditionoftheinput.Remark.Thisfunctionintroducestheidiosyncrasythatalliterativeloops,commonlyinitiatedwiththe“for”keyword,iterateincrementallywhenthe“to”keywordisplacedbetweentwoexpressions.Forexample,“forafrombtocdo”meansthatasubsequentexpression(orbodyofexpressions)aretobeevaluateduptoc−btimessolongasb≤c.Ineachiterationthevariableaissubstitutedforanewintegerthatliesinclusivelybetweenbandc.Ifb>coccuredtheloopwouldnotiterate.Bycontrastifthe“downto”keywordwereusedinplaceof“to”theloopwoulditeratedecrementally.File:bnmpinit.cOneimmediateobservationofthisinitializtionfunctionisthatitdoesnotreturnapointertoampintstructure.Itisassumedthatthecallerhasalreadyallocatedmemoryforthempintstructure,typicallyontheapplicationstack.Thecalltompinit()isusedonlytoinitializethemembersofthestructuretoaknowndefaultstate.Herewesee(line24)thememoryallocationisperformedfirst.Thisallowsustoexitcleanlyandquicklyifthereisanerror.IftheallocationfailstheroutinewillreturnMPMEMtothecallertoindicatetherewasamemoryerror.ThefunctionXMALLOCiswhatactuallyallocatesthememory.Technically2Definedinthe“tommath.h”headerfilewithinLibTomMath.



2.5.INITIALIZATIONANDCLEARING21XMALLOCisnotafunctionbutamacrodefinedin“tommath.h“.Bydefault,XMALLOCwillevaluatetomalloc()whichistheClibrary’sbuilt–inmemoryallocationroutine.Inordertoassurethempintisinaknownstatethedigitsmustbesettozero.Onmostplatformsthiscouldhavebeenaccomplishedbyusingcalloc()insteadofmalloc().However,tocorrectlyinitializeaintegertypetoagivenvalueinaportablefashionyouhavetoactuallyassignthevalue.Theforloop(line30)performsthisrequiredoperation.Afterthememoryhasbeensuccessfullyinitializedtheremainderofthemem-bersareinitialized(lines34through35)totheirrespectivedefaultstates.Atthispointthealgorithmhassucceededandasuccesscodeisreturnedtothecallingfunction.IfthisfunctionreturnsMPOKAYitissafetoassumethempintstructurehasbeenproperlyinitializedandissafetousewithotherfunctionswithinthelibrary.2.5.2ClearinganmpintWhenanmpintisnolongerrequiredbytheapplication,thememorythathasbeenallocatedforitsdigitsmustbereturnedtotheapplication’smemorypoolwiththempclearalgorithm.Algorithmmpclear.Input.AnmpintaOutput.Thememoryforashallbedeallocated.1.Ifahasbeenpreviouslyfreedthenreturn(MPOKAY).2.fornfrom0toa.used−1do2.1an←03.Freethememoryallocatedforthedigitsofa.4.a.used←05.a.alloc←06.a.sign←MPZPOS7.Return(MPOKAY).Figure2.5:AlgorithmmpclearAlgorithmmpclear.Thisalgorithmaccomplishestwogoals.First,itclearsthedigitsandtheothermpintmembers.Thisensuresthatifadeveloper



22CHAPTER2.GETTINGSTARTEDaccidentallyre-usesaclearedstructureitislesslikelytocauseproblems.Thesecondgoalistofreetheallocatedmemory.Thelogicbehindthealgorithmisextendedbymarkingclearedmpintstruc-turessothatsubsequentcallstothisalgorithmwillnottrytofreethememorymultipletimes.Clearedmpintsaredetectablebyhavingapre-definedinvaliddigitpointerdpsetting.Onceanmpinthasbeenclearedthempintstructureisnolongerinavalidstateforanyotheralgorithmwiththeexceptionofalgorithmsmpinit,mpinitcopy,mpinitsizeandmpclear.File:bnmpclear.cThealgorithmonlyoperatesonthempintifithasn’tbeenpreviouslycleared.Theifstatement(line25)checkstoseeifthedpmemberisnotNULL.IfthempintisavalidmpintthendpcannotbeNULLinwhichcasetheifstatementwillevaluatetotrue.Thedigitsofthempintareclearedbytheforloop(line27)whichassignsazerotoeverydigit.Similartompinit()thedigitsareassignedzeroinsteadofusingblockmemoryoperations(suchasmemset())sincethisismoreportable.ThedigitsaredeallocatedofftheheapviatheXFREEmacro.SimilartoXMALLOCtheXFREEmacroactuallyevaluatestoastandardClibraryfunction.Inthiscasethefree()function.Sincefree()onlydeallocatesthememorythepointerstillhastoberesettoNULLmanually(line35).Nowthatthedigitshavebeenclearedanddeallocatedtheothermembersaresettotheirfinalvalues(lines36and37).2.6MaintenanceAlgorithmsTheprevioussectionsdescribeshowtoinitializeandclearanmpintstructure.Tofurthersupportoperationsthataretobeperformedonmpintstructures(suchasadditionandmultiplication)thedependentalgorithmsmustbeabletoaugmenttheprecisionofanmpintandinitializempintswithdifferinginitialconditions.Thesealgorithmscompletethesetoflowlevelalgorithmsrequiredtoworkwithmpintstructuresinthehigherlevelalgorithmssuchasaddition,multipli-cationandmodularexponentiation.



2.6.MAINTENANCEALGORITHMS232.6.1Augmentinganmpint’sPrecisionWhenstoringavalueinanmpintstructure,asufficientnumberofdigitsmustbeavailabletoaccomodatetheentireresultofanoperationwithoutlossofprecision.Quiteoftenthesizeofthearraygivenbytheallocmemberislargeenoughtosimplyincreasetheuseddigitcount.However,whenthesizeofthearrayistoosmallitmustbere-sizedappropriatelytoaccomodatetheresult.Thempgrowalgorithmwillprovidethisfunctionality.



24CHAPTER2.GETTINGSTARTEDAlgorithmmpgrow.Input.Anmpintaandanintegerb.Output.aisexpandedtoaccomodatebdigits.1.ifa.alloc≥bthenreturn(MPOKAY)2.u←b(modMPPREC)3.v←b+2·MPPREC−u4.Re-allocatethearrayofdigitsatosizev5.Iftheallocationfailedthenreturn(MPMEM).6.fornfroma.alloctov−1do6.1an←07.a.alloc←v8.Return(MPOKAY)Figure2.6:AlgorithmmpgrowAlgorithmmpgrow.Itisidealtopreventre-allocationsfrombeingper-formediftheyarenotrequired(stepone).Thisisusefultopreventmpintsfromgrowingexcessivelyincodethaterroneouslycallsmpgrow.TherequesteddigitcountispaddeduptonextmultipleofMPPRECplusanadditionalMPPREC(stepstwoandthree).Thishelpspreventmanytrivialreallocationsthatwouldgrowanmpintbytriviallysmallvalues.Itisassumedthatthereallocation(stepfour)leavesthelowera.allocdigitsofthempintintact.ThisismuchakintohowthereallocfunctionfromthestandardClibraryworks.Sincethenewlyallocateddigitsareassumedtocontainundefinedvaluestheyareinitiallysettozero.File:bnmpgrow.cAquickoptimizationistofirstdetermineifamemoryre-allocationisre-quiredatall.Theifstatement(line24)checksiftheallocmemberofthempintissmallerthantherequesteddigitcount.Ifthecountisnotlargerthanallocthefunctionskipsthere-allocationpartthussavingtime.Whenare-allocationisperformeditisturnedintoanoptimalrequesttosavetimeinthefuture.Therequesteddigitcountispaddedupwardsto2ndmultipleofMPPREClargerthanalloc(line25).TheXREALLOCfunctionisusedtore-allocatethememory.AspertheotherfunctionsXREALLOCisactuallyamacrowhichevaluatestoreallocbydefault.Thereallocfunction



2.6.MAINTENANCEALGORITHMS25leavesthebaseoftheallocationintactwhichmeansthefirstallocdigitsofthempintarethesameasbeforethere-allocation.Allthatisleftistoclearthenewlyallocateddigitsandreturn.Notethatthere-allocationresultisactuallystoredinatemporarypointertmp.Thisistoallowthisfunctiontoreturnanerrorwithavalidpointer.EarlierreleasesofthelibrarystoredtheresultofXREALLOCintothempinta.ThatwouldresultinamemoryleakifXREALLOCeverfailed.2.6.2InitializingVariablePrecisionmpintsOccasionallythenumberofdigitsrequiredwillbeknowninadvanceofanini-tialization,basedon,forexample,thesizeofinputmpintstoagivenalgorithm.Thepurposeofalgorithmmpinitsizeissimilartompinitexceptthatitwillallocateatleastaspecifiednumberofdigits.Algorithmmpinitsize.Input.Anmpintaandtherequestednumberofdigitsb.Output.aisinitializedtoholdatleastbdigits.1.u←b(modMPPREC)2.v←b+2·MPPREC−u3.Allocatevdigits.4.fornfrom0tov−1do4.1an←05.a.sign←MPZPOS6.a.used←07.a.alloc←v8.Return(MPOKAY)Figure2.7:AlgorithmmpinitsizeAlgorithmmpinitsize.Thisalgorithmwillinitializeanmpintstructurealikealgorithmmpinitwiththeexceptionthatthenumberofdigitsallocatedcanbecontrolledbythesecondinputargumentb.TheinputsizeispaddedupwardssoitisamultipleofMPPRECplusanadditionalMPPRECdigits.Thispaddingisusedtopreventtrivialallocationsfrombecomingabottleneckintherestofthealgorithms.Likealgorithmmpinit,thempintstructureisinitializedtoadefaultstaterepresentingtheintegerzero.Thisparticularalgorithmisusefulifitisknown



26CHAPTER2.GETTINGSTARTEDaheadoftimetheapproximatesizeoftheinput.Iftheapproximationiscorrectnofurthermemoryre-allocationsarerequiredtoworkwiththempint.File:bnmpinitsize.cThenumberofdigitsbrequestedispadded(line24)byfirstaugmentingittothenextmultipleofMPPRECandthenaddingMPPRECtotheresult.Ifthememorycanbesuccessfullyallocatedthempintisplacedinadefaultstaterepresentingtheintegerzero.Otherwise,theerrorcodeMPMEMwillbereturned(line29).Thedigitsareallocatedandsettozeroatthesametimewiththecalloc()function(line@25,XCALLOC@).Theusedcountissettozero,thealloccountsettothepaddeddigitcountandthesignflagsettoMPZPOStoachieveadefaultvalidmpintstate(lines33,34and35).Ifthefunctionreturnssuccesfullythenitiscorrecttoassumethatthempintstructureisinavalidstatefortheremainderofthefunctionstoworkwith.2.6.3MultipleIntegerInitializationsandClearingsOccasionallyafunctionwillrequireaseriesofmpintdatatypestobemadeavailablesimultaneously.Thepurposeofalgorithmmpinitmultiistoinitializeavariablelengtharrayofmpintstructuresinasinglestatement.Itisessentiallyashortcuttomultipleinitializations.



2.6.MAINTENANCEALGORITHMS27Algorithmmpinitmulti.Input.VariablelengtharrayVkofmpintvariablesoflengthk.Output.ThearrayisinitializedsuchthateachmpintofVkisreadytouse.1.fornfrom0tok−1do1.1.InitializethempintVn(mpinit)1.2.Ifinitializationfailedthendo1.2.1.forjfrom0tondo1.2.1.1.FreethempintVj(mpclear)1.2.2.Return(MPMEM)2.Return(MPOKAY)Figure2.8:AlgorithmmpinitmultiAlgorithmmpinitmulti.Thealgorithmwillinitializethearrayofmpintvariablesoneatatime.Ifaruntimeerrorhasbeendetected(step1.2)allofthepreviouslyinitializedvariablesarecleared.Thegoalisan“allornothing”initializationwhichallowsforquickrecoveryfromruntimeerrors.File:bnmpinitmulti.cThisfunctionintializesavariablelengthlistofmpintstructurepointers.However,insteadofhavingthempintstructuresinanactualCarraytheyaresimplypassedasargumentstothefunction.Thisfunctionmakesuseofthe“...”argumentsyntaxoftheCprogramminglanguage.ThelististerminatedwithafinalNULLargumentappendedontheright.Thefunctionusesthe“stdarg.h”vafunctionstostepportablythroughtheargumentstothefunction.Acountnofsuccesfullyinitializedmpintstructuresismaintained(line48)suchthatifafailuredoesoccur,thealgorithmcanbacktrackandfreethepreviouslyinitializedstructures(lines28to47).2.6.4ClampingExcessDigitsWhenafunctionanticipatesaresultwillbendigitsitissimplertoassumethisistruewithinthebodyofthefunctioninsteadofcheckingduringthecomputation.Forexample,amultiplicationofaidigitnumberbyajdigitproducesaresultofatmosti+jdigits.Itisentirelypossiblethattheresultisi+j−1though,withnofinalcarryintothelastposition.However,supposethedestinationhad



28CHAPTER2.GETTINGSTARTEDtobefirstexpanded(viampgrow)toaccomodatei+j−1digitsthanfurtherexpandedtoaccomodatethefinalcarry.Thatwouldbeaconsiderablewasteoftimesinceheapoperationsarerelativelyslow.Theidealsolutionistoalwaysassumetheresultisi+jandfixuptheusedcountafterthefunctionterminates.Thiswayasingleheapoperation(atmost)isrequired.However,iftheresultwasnotcheckedtherewouldbeanexcesshighorderzerodigit.Forexample,supposetheproductoftwointegerswasxn=(0xn−1xn−2...x0)β.Theleadingzerodigitwillnotcontributetotheprecisionoftheresult.Infact,throughsubsequentoperationsmoreleadingzerodigitswouldaccumulatetothepointthesizeoftheintegerwouldbeprohibitive.Asaresulteventhoughtheprecisionisverylowtherepresentationisexcessivelylarge.Thempclampalgorithmisdesignedtosolvethisveryproblem.Itwilltrimhigh-orderzerosbydecrementingtheusedcountuntilanon-zeromostsignificantdigitisfound.Alsointhissystem,zeroisconsideredtobeapositivenumberwhichmeansthatiftheusedcountisdecrementedtozero,thesignmustbesettoMPZPOS.Algorithmmpclamp.Input.AnmpintaOutput.Anyexcessleadingzerodigitsofaareremoved1.whilea.used>0andaa.used−1=0do1.1a.used←a.used−12.ifa.used=0thendo2.1a.sign←MPZPOSFigure2.9:AlgorithmmpclampAlgorithmmpclamp.Ascanbeexpectedthisalgorithmisverysimple.Thelooponsteponeisexpectedtoiterateonlyonceortwiceatthemost.Forexample,thiswillhappenincaseswherethereisnotacarrytofillthelastposition.Steptwofixesthesignforwhenallofthedigitsarezerotoensurethatthempintisvalidatalltimes.File:bnmpclamp.c



2.6.MAINTENANCEALGORITHMS29Noteonline28howtotestfortheusedcountismadeontheleftofthe&&operator.IntheCprogramminglanguagethetermsto&&areevaluatedlefttorightwithabooleanshort-circuitifanyconditionfails.Thisisimportantsinceiftheusediszerothetestontherightwouldfetchbelowthearray.Thatisobviouslyundesirable.Theparenthesisonline31isusedtomakesuretheusedcountisdecrementedandnotthepointer“a”.Exercises[1]Discusstherelevanceoftheusedmemberofthempintstructure.[1]Discusstheconsequencesofnotusingpaddingwhenperformingallocations.[2]EstimateanidealvalueforMPPRECwhenperforming1024-bitRSAencryptionwhenβ=228.[1]Discusstherelevanceofthealgorithmmpclamp.Whatdoesitprevent?[1]Giveanexampleofwhenthealgorithmmpinitcopymightbeuseful.



30CHAPTER2.GETTINGSTARTED



Chapter3BasicOperations3.1IntroductionInthepreviouschapteraseriesoflowlevelalgorithmswereestablishedthatdealtwithinitializingandmaintainingmpintstructures.Thischapterwilldiscussanothersetofseeminglynon-algebraicalgorithmswhichwillformthelowlevelbasisoftheentirelibrary.Whilethesealgorithmarerelativelytrivialitisimportanttounderstandhowtheyworkbeforeproceedingsincethesealgorithmswillbeusedalmostintrinsicallyinthefollowingchapters.Thealgorithmsinthischapterdealprimarilywithmore“programmer”re-latedtaskssuchascreatingcopiesofmpintstructures,assigningsmallvaluestompintstructuresandcomparisonsofthevaluesmpintstructuresrepresent.3.2AssigningValuestompintStructures3.2.1CopyinganmpintAssigningthevaluethatagivenmpintstructurerepresentstoanothermpintstructureshallbeknownasmakingacopyforthepurposesofthistext.Thecopyofthempintwillbeaseparateentitythatrepresentsthesamevalueasthempintitwascopiedfrom.Thempcopyalgorithmprovidesthisfunctionality.31



32CHAPTER3.BASICOPERATIONSAlgorithmmpcopy.Input.Anmpintaandb.Output.Storeacopyofainb.1.Ifb.alloc<a.usedthengrowbtoa.useddigits.(mpgrow)2.fornfrom0toa.used−1do2.1bn←an3.fornfroma.usedtob.used−1do3.1bn←04.b.used←a.used5.b.sign←a.sign6.return(MPOKAY)Figure3.1:AlgorithmmpcopyAlgorithmmpcopy.Thisalgorithmcopiesthempintasuchthatuponsuccesfulterminationofthealgorithmthempintbwillrepresentthesameintegerasthempinta.Thempintbshallbeacompleteanddistinctcopyofthempintameaingthatthempintacanbemodifiedanditshallnotaffectthevalueofthempintb.Ifbdoesnothaveenoughroomforthedigitsofaitmustfirsthaveitsprecisionaugmentedviathempgrowalgorithm.Thedigitsofaarecopiedoverthedigitsofbandanyexcessdigitsofbaresettozero(steptwoandthree).Theusedandsignmembersofaarefinallycopiedovertherespectivemembersofb.Remark.Thisalgorithmalsointroducesanewidiosyncrasythatwillbeusedthroughouttherestofthetext.Theerrorreturncodesofotheralgorithmsarenotexplicitlycheckedinthepseudo-codepresented.Forexample,insteponeofthempcopyalgorithmthereturnofmpgrowisnotexplicitlycheckedtoensureitsucceeded.Textspaceislimitedsoitisassumedthatifaalgorithmfailsitwillclearalltemporarilyallocatedmpintsandreturntheerrorcodeitself.However,theCcodepresentedwilldemonstratealloftheerrorhandlinglogicrequiredtoimplementthepseudo-code.File:bnmpcopy.cOccasionallyadependentalgorithmmaycopyanmpinteffectivelyintoitselfsuchaswhentheinputandoutputmpintstructurespassedtoafunctionare



3.2.ASSIGNINGVALUESTOMPINTSTRUCTURES33oneandthesame.Forthiscaseitisoptimaltoreturnimmediatelywithoutcopyingdigits(line25).Thempintbmusthaveenoughdigitstoaccomodatetheuseddigitsofthempinta.Ifb.allocislessthana.usedthealgorithmmpgrowisusedtoaugmenttheprecisionofb(lines30to33).Inordertosimplifytheinnerloopthatcopiesthedigitsfromatob,twoaliasestmpaandtmpbpointdirectlyatthedigitsofthempintsaandbrespectively.Thesealiases(lines43and46)allowthecompilertoaccessthedigitswithoutfirstdereferencingthempintpointersandthensubsequentlythepointertothedigits.Afterthealiasesareestablishedthedigitsfromaarecopiedintob(lines49to51)andthentheexcessdigitsofbaresettozero(lines54to56).Both“for”loopsmakeuseofthepointeraliasesandinfactthealiasforbiscarriedthroughintothesecond“for”looptocleartheexcessdigits.Thisoptimizationallowsthealiastostayinamachineregisterfairlyeasybetweenthetwoloops.Remarks.Theuseofpointeraliasesisanimplementationmethodologyfirstintroducedinthisfunctionthatwillbeusedconsiderablyinotherfunctions.Technically,apointeraliasissimplyashorthandaliasusedtolowerthenumberofpointerdereferencingoperationsrequiredtoaccessdata.Forexample,aforloopmayresemblefor(x=0;x<100;x++){a->num[4]->dp[x]=0;}Thiscouldbere-writtenusingaliasesasmp_digit*tmpa;a=a->num[4]->dp;for(x=0;x<100;x++){*a++=0;}Inthiscaseanaliasisusedtoaccessthearrayofdigitswithinanmpintstructuredirectly.Itmayseemthatapointeraliasisstrictlynotrequiredasacompilermayoptimizeouttheredundantpointeroperations.However,therearetwodominantreasonstousealiases.Thefirstreasonisthatmostcompilerswillnoteffectivelyoptimizepointerarithmetic.Forexample,someoptimizationsmayworkfortheMicrosoftVisualC++compiler(MSVC)andnotfortheGNUCCompiler(GCC).AlsosomeoptimizationsmayworkforGCCandnotMSVC.Assuchitisidealtofinda



34CHAPTER3.BASICOPERATIONScommongroundforasmanycompilersaspossible.Pointeraliasesoptimizethecodeconsiderablybeforethecompilerevenreadsthesourcecodewhichmeanstheendcompiledcodestandsabetterchanceofbeingfaster.Thesecondreasonisthatpointeraliasesoftencanmakeanalgorithmsimplertoread.Considerthefirst“for”loopofthefunctionmpcopy()re-writtentonotusepointeraliases./*copyallthedigits*/for(n=0;n<a->used;n++){b->dp[n]=a->dp[n];}Whetherthiscodeishardertoreaddependsstronglyontheindividual.However,itisquantifiablyslightlymorecomplicatedastherearefourvariableswithinthestatementinsteadofjusttwo.NestedStatementsAnothercommonlyusedtechniqueinthesourceroutinesisthatcertainsectionsofcodearenested.Thisisusedinparticularwiththepointeraliasestohighlightcodephases.Forexample,aCombamultiplier(discussedinchaptersix)willtypicallyhavethreedifferentphases.Firstthetemporariesareinitialized,thenthecolumnscalculatedandfinallythecarriesarepropagated.Inthisexamplethemiddlecolumnproductionphasewilltypicallybenestedasitusestemporaryvariablesandaliasesthemost.Thenestingalsosimpliesthesourcecodeasvariablesthatarenestedareonlyvalidfortheirscope.Asaresultthevarioustemporaryvariablesrequireddonotpropagateintoothersectionsofcode.3.2.2CreatingaCloneAnothercommonoperationistomakealocaltemporarycopyofanmpintargument.Toinitializeanmpintandthencopyanotherexistingmpintintothenewlyintializedmpintwillbeknownascreatingaclone.Thisisusefulwithinfunctionsthatneedtomodifyanargumentbutdonotwishtoactuallymodifytheoriginalcopy.Thempinitcopyalgorithmhasbeendesignedtohelpperformthistask.Algorithmmpinitcopy.Thisalgorithmwillinitializeanmpintvariableandcopyanotherpreviouslyinitializedmpintvariableintoit.Assuchthisalgorithmwillperformtwooperationsinonestep.



3.3.ZEROINGANINTEGER35Algorithmmpinitcopy.Input.AnmpintaandbOutput.aisinitializedtobeacopyofb.1.Inita.(mpinit)2.Copybtoa.(mpcopy)3.Returnthestatusofthecopyoperation.Figure3.2:AlgorithmmpinitcopyFile:bnmpinitcopy.cThiswillinitializeaandmakeitaverbatimcopyofthecontentsofb.Notethatawillhaveitsownmemoryallocatedwhichmeansthatbmaybeclearedafterthecallandawillbeleftintact.3.3ZeroinganIntegerResetinganmpinttothedefaultstateisacommonstepinmanyalgorithms.Thempzeroalgorithmwillbethealgorithmusedtoperformthistask.Algorithmmpzero.Input.AnmpintaOutput.Zerothecontentsofa1.a.used←02.a.sign←MPZPOS3.fornfrom0toa.alloc−1do3.1an←0Figure3.3:AlgorithmmpzeroAlgorithmmpzero.Thisalgorithmsimplyresetsampinttothedefaultstate.File:bnmpzero.c



36CHAPTER3.BASICOPERATIONSAfterthefunctioniscompleted,allofthedigitsarezeroed,theusedcountiszeroedandthesignvariableissettoMPZPOS.3.4SignManipulation3.4.1AbsoluteValueWiththempintrepresentationofaninteger,calculatingtheabsolutevalueistrivial.Thempabsalgorithmwillcomputetheabsolutevalueofanmpint.Algorithmmpabs.Input.AnmpintaOutput.Computesb=|a|1.Copyatob.(mpcopy)2.Ifthecopyfailedreturn(MPMEM).3.b.sign←MPZPOS4.Return(MPOKAY)Figure3.4:AlgorithmmpabsAlgorithmmpabs.Thisalgorithmcomputestheabsoluteofanmpintinput.Firstitcopiesaoverb.Thisisanexampleofanalgorithmwherethecheckinmpcopythatdeterminesifthesourceanddestinationareequalprovesuseful.Thisallows,forinstance,thedevelopertopassthesamempintasthesourceanddestinationtothisfunctionwithoutadditionlogictohandleit.File:bnmpabs.cThisfairlytrivialalgorithmfirsteliminatesnon–requiredduplications(line28)andthensetsthesignflagtoMPZPOS.3.4.2IntegerNegationWiththempintrepresentationofaninteger,calculatingthenegationisalsotrivial.Thempnegalgorithmwillcomputethenegativeofanmpintinput.Algorithmmpneg.Thisalgorithmcomputesthenegationofaninput.Firstitcopiesaoverb.Ifahasnouseddigitsthenthealgorithmreturns



3.5.SMALLCONSTANTS37Algorithmmpneg.Input.AnmpintaOutput.Computesb=−a1.Copyatob.(mpcopy)2.Ifthecopyfailedreturn(MPMEM).3.Ifa.used=0thenreturn(MPOKAY).4.Ifa.sign=MPZPOSthendo4.1b.sign=MPNEG.5.elsedo5.1b.sign=MPZPOS.6.Return(MPOKAY)Figure3.5:Algorithmmpnegimmediately.Otherwiseitflipsthesignflagandstorestheresultinb.Notethatifahadnodigitsthenitmustbepositivebydefinition.Hadstepthreebeenomittedthenthealgorithmwouldreturnzeroasnegative.File:bnmpneg.cLikempabs()thisfunctionavoidsnon–requiredduplications(line22)andthensetsthesign.Wehavetomakesurethatonlynon–zerovaluesgetasignofMPNEG.Ifthempintiszerothanthesignishard–codedtoMPZPOS.3.5SmallConstants3.5.1SettingSmallConstantsOftenampintmustbesettoarelativelysmallvaluesuchas1or2.Forthesecasesthempsetalgorithmisuseful.



38CHAPTER3.BASICOPERATIONSAlgorithmmpset.Input.AnmpintaandadigitbOutput.Makeaequivalenttob1.Zeroa(mpzero).2.a0←b(modβ)3.a.used←{1ifa0>00ifa0=0Figure3.6:AlgorithmmpsetAlgorithmmpset.Thisalgorithmsetsampinttoasmallsingledigitvalue.Stepnumber1ensuresthattheintegerisresettothedefaultstate.Thesingledigitisset(moduloβ)andtheusedcountisadjustedaccordingly.File:bnmpset.cFirstwezero(line21)thempinttomakesurethattheothermembersareinitializedforasmallpositiveconstant.mpzero()ensuresthatthesignispositiveandtheusedcountiszero.Nextwesetthedigitandreduceitmoduloβ(line22).Afterthisstepwehavetocheckiftheresultingdigitiszeroornot.Ifitisnotthenwesettheusedcounttoone,otherwisetozero.Wecanquicklyreducemoduloβsinceitisoftheform2kandaquickbinaryANDoperationwith2k−1willperformthesameoperation.Oneimportantlimitationofthisfunctionisthatitwillonlysetonedigit.Thesizeofadigitisnotfixed,meaningsourcethatusesthisfunctionshouldtakethatintoaccount.Onlytriviallysmallconstantscanbesetusingthisfunction.3.5.2SettingLargeConstantsToovercomethelimitationsofthempsetalgorithmthempsetintalgorithmisideal.Itacceptsa“long”datatypeasinputandwillalwaystreatitasa32-bitinteger.Algorithmmpsetint.Thealgorithmperformseightiterationsofasim-pleloopwhereineachiterationfourbitsfromthesourceareaddedtothempint.Step2.1willmultiplythecurrentresultbysixteenmakingroomforfourmorebitsinthelesssignificantpositions.Instep2.2thenextfourbitsfrom



3.6.COMPARISONS39Algorithmmpsetint.Input.Anmpintaanda“long”integerbOutput.Makeaequivalenttob1.Zeroa(mpzero)2.fornfrom0to7do2.1a←a·16(mpmul2d)2.2u←⌊b/24(7−n)⌋(mod16)2.3a0←a0+u2.4a.used←a.used+13.Clampexcessuseddigits(mpclamp)Figure3.7:Algorithmmpsetintthesourceareextractedandareaddedtothempint.Theuseddigitcountisincrementedtoreflecttheaddition.Theuseddigitcounterisincrementedsinceifanyoftheleadingdigitswerezerothempintwouldhavezerodigitsusedandthenewlyaddedfourbitswouldbeignored.Excesszerodigitsaretrimmedinsteps2.1and3byusinghigherlevelalgorithmsmpmul2dandmpclamp.File:bnmpsetint.cThisfunctionsetsfourbitsofthenumberatatimetohandleallpracticalDIGITBITsizes.Theweirdadditiononline39ensuresthatthenewlyaddedinbitsareaddedtothenumberofdigits.Whileitmaynotseemobviousastowhythedigitcounterdoesnotgrowexceedinglylargeitisbecauseoftheshiftonline28aswellasthecalltompclamp()online41.Bothfunctionswillclampexcessleadingdigitswhichkeepsthenumberofuseddigitslow.3.6Comparisons3.6.1UnsignedComparisionsComparingamultipleprecisionintegerisperformedwiththeexactsameal-gorithmusedtocomparetwodecimalnumbers.Forexample,tocompare



40CHAPTER3.BASICOPERATIONS1,234to1,264thedigitsareextractedbytheirpositions.Thatiswecom-pare1·103+2·102+3·101+4·100to1·103+2·102+6·101+4·100bycomparingsingledigitsatatimestartingwiththehighestmagnitudepositions.Ifanyleadingdigitofoneintegerisgreaterthanadigitinthesamepositionofanotherintegerthenobviouslyitmustbegreater.Thefirstcomparisionroutinethatwillbedevelopedistheunsignedmagni-tudecomparewhichwillperformacomparisonbasedonthedigitsoftwompintvariablesalone.Itwillignorethesignofthetwoinputs.Suchafunctionisuse-fulwhenanabsolutecomparisonisrequiredorifthesignsareknowntoagreeinadvance.Tofacilitateworkingwiththeresultsofthecomparisonfunctionsthreecon-stantsarerequired.ConstantMeaningMPGTGreaterThanMPEQEqualToMPLTLessThanFigure3.8:ComparisonReturnCodesAlgorithmmpcmpmag.Input.Twompintsaandb.Output.Unsignedcomparisonresults(atotheleftofb).1.Ifa.used>b.usedthenreturn(MPGT)2.Ifa.used<b.usedthenreturn(MPLT)3.fornfroma.used−1to0do3.1ifan>bnthenreturn(MPGT)3.2ifan<bnthenreturn(MPLT)4.Return(MPEQ)Figure3.9:AlgorithmmpcmpmagAlgorithmmpcmpmag.Bysaying“atotheleftofb”itismeantthatthecomparisoniswithrespecttoa,thatisifaisgreaterthanbitwillreturnMPGTandsimilarwithrespecttowhena=banda<b.Thefirsttwostepscomparethenumberofdigitsusedinbothaandb.Obviouslyifthe



3.6.COMPARISONS41digitcountsdiffertherewouldbeanimaginaryzerodigitinthesmallernumberwheretheleadingdigitofthelargernumberis.Ifbothhavethesamenumberofdigitsthantheactualdigitsthemselvesmustbecomparedstartingattheleadingdigit.Bystepthreebothinputsmusthavethesamenumberofdigitssoitssafetostartfromeithera.used−1orb.used−1andcountdowntothezero’thdigit.Ifafterallofthedigitshavebeencompared,nodifferenceisfound,thealgorithmreturnsMPEQ.File:bnmpcmpmag.cThetwoifstatements(lines25and29)comparethenumberofdigitsinthetwoinputs.Thesetwoareperformedbeforeallofthedigitsarecomparedsinceitisaverycheaptesttoperformandcanpotentiallysaveconsiderabletime.Theimplementationgivenisalsonotvalidwithoutthosetwostatements.b.allocmaybesmallerthana.used,meaningthatundefinedvalueswillbereadfrombpasttheendofthearrayofdigits.3.6.2SignedComparisonsComparingwithsignconsiderationsisalsofairlycriticalinseveralroutines(divisionforexample).Basedonanunsignedmagnitudecomparisonatrivialsignedcomparisonalgorithmcanbewritten.Algorithmmpcmp.Input.TwompintsaandbOutput.SignedComparisonResults(atotheleftofb)1.ifa.sign=MPNEGandb.sign=MPZPOSthenreturn(MPLT)2.ifa.sign=MPZPOSandb.sign=MPNEGthenreturn(MPGT)3.ifa.sign=MPNEGthen3.1Returntheunsignedcomparisonofbanda(mpcmpmag)4Otherwise4.1ReturntheunsignedcomparisonofaandbFigure3.10:AlgorithmmpcmpAlgorithmmpcmp.Thefirsttwostepscomparethesignsofthetwoinputs.Ifthesignsdonotagreethenitcanreturnrightawaywiththeap-



42CHAPTER3.BASICOPERATIONSpropriatecomparisoncode.Whenthesignsareequalthedigitsoftheinputsmustbecomparedtodeterminethecorrectresult.Instepthreetheunsignedcomparisionflipstheorderoftheargumentssincetheyarebothnegative.Forinstance,if−a>−bthen|a|<|b|.Stepnumberfourwillcomparethetwowhentheyarebothpositive.File:bnmpcmp.cThetwoifstatements(lines23and24)performtheinitialsigncomparison.Ifthesignsarenottheequalthenwhicheverhasthepositivesignislarger.Theinputsarecompared(line32)basedonmagnitudes.Ifthesignswerebothnegativethentheunsignedcomparisonisperformedintheoppositedirection(line34).Otherwise,thesignsareassumedtobebothpositiveandaforwarddirectionunsignedcomparisonisperformed.Exercises[2]Modifyalgorithmmpsetinttoacceptasinputavariablelengtharrayofbits.[3]Givetheprobabilitythatalgorithmmpcmpmagwillhavetocomparekdigitsoftworandomdigits(ofequalmagnitude)beforeadifferenceisfound.[1]Suggestasimplemethodtospeeduptheimplementationofmpcmpmagbasedontheobservationsmadeinthepreviousproblem.



Chapter4BasicArithmetic4.1IntroductionAtthispointalgorithmsforinitialization,clearing,zeroing,copying,compar-ingandsettingsmallconstantshavebeenestablished.Thenextlogicalsetofalgorithmstodevelopareaddition,subtractionanddigitshiftingalgorithms.Thesealgorithmsmakeuseofthelowerlevelalgorithmsandarethecruicialbuildingblockforthemultiplicationalgorithms.Itisveryimportantthatthesealgorithmsarehighlyoptimized.OntheirowntheyaresimpleO(n)algorithmsbuttheycanbecalledfromhigherlevelalgorithmswhicheasilyplacesthematO(n2)orevenO(n3)worklevels.Allofthealgorithmswithinthischaptermakeuseofthelogicalbitshiftoperationsdenotedby<<and>>forleftandrightlogicalshiftsrespectively.Alogicalshiftisanalogoustoslidingthedecimalpointofradix-10representations.Forexample,therealnumber0.9345isequivalentto93.45%whichisfoundbyslidingthethedecimaltwoplacestotheright(multiplyingbyβ2=102).Algebraicallyabinarylogicalshiftisequivalenttoadivisionormultiplicationbyapoweroftwo.Forexample,a<<k=a·2kwhilea>>k=⌊a/2k⌋.Onesignificantdifferencebetweenalogicalshiftandthewaydecimalsareshiftedisthatdigitsbelowthezero’thpositionareremovedfromthenumber.Forexample,consider11012>>1usingdecimalnotationthiswouldproduce110.12.However,withalogicalshifttheresultis1102.43



44CHAPTER4.BASICARITHMETIC4.2AdditionandSubtractionIncommontwoscomplementfixedprecisionarithmeticnegativenumbersareeasilyrepresentedbysubtractionfromthemodulus.Forexample,with32-bitintegersa−b(mod232)isthesameasa+(232−b)(mod232)since232≡0(mod232).Asaresultsubtractioncanbeperformedwithatrivialseriesoflogicaloperationsandanaddition.However,inmultipleprecisionarithmeticnegativenumbersarenotrepre-sentedinthesameway.Insteadasignflagisusedtokeeptrackofthesignoftheinteger.Asaresultsignedadditionandsubtractionareactuallyimplementedasconditionalusageoflowerleveladditionorsubtractionalgorithmswiththesignfixedupappropriately.Thelowerlevelalgorithmswilladdorsubtractintegerswithoutregardtothesignflag.Thatistheywilladdorsubtractthemagnitudeoftheintegersrespectively.4.2.1LowLevelAdditionAnunsignedadditionofmultipleprecisionintegersisperformedwiththesamelong-handalgorithmusedtoadddecimalnumbers.Thatistoaddthetrailingdigitsfirstandpropagatetheresultingcarryupwards.Sincethisisalowerlevelalgorithmthenamewillhavea“s”prefix.HistoricallythatconventionstemsfromtheMPIlibrarywhere“s”stoodforstaticfunctionsthatwerehiddenfromthedeveloperentirely.



4.2.ADDITIONANDSUBTRACTION45Algorithmsmpadd.Input.TwompintsaandbOutput.Theunsignedadditionc=|a|+|b|.1.ifa.used>b.usedthen1.1min←b.used1.2max←a.used1.3x←a2.else2.1min←a.used2.2max←b.used2.3x←b3.Ifc.alloc<max+1thengrowctoholdatleastmax+1digits(mpgrow)4.oldused←c.used5.c.used←max+16.u←07.fornfrom0tomin−1do7.1cn←an+bn+u7.2u←cn>>lg(β)7.3cn←cn(modβ)8.ifmin6=maxthendo8.1fornfrommintomax−1do8.1.1cn←xn+u8.1.2u←cn>>lg(β)8.1.3cn←cn(modβ)9.cmax←u10.ifolduse>maxthen10.1fornfrommax+1tooldused−1do10.1.1cn←011.Clampexcessdigitsinc.(mpclamp)12.Return(MPOKAY)Figure4.1:AlgorithmsmpaddAlgorithmsmpadd.Thisalgorithmislooselybasedonalgorithm14.7ofHAC[2,pp.594]buthasbeenextendedtoallowtheinputstohavedifferentmagnitudes.CoincidentallythedescriptionofalgorithmAinKnuth[1,pp.266]sharesthesamedeficiencyasthealgorithmfrom[2].EventheMIXpseudomachinecodepresentedbyKnuth[1,pp.266-267]isincapableofhandlinginputswhichareofdifferentmagnitudes.Thefirstthingthathastobeaccomplishedistosortoutwhichofthetwo



46CHAPTER4.BASICARITHMETICinputsisthelargest.Theadditionlogicwillsimplyaddallofthesmallestinputtothelargestinputandstorethatfirstpartoftheresultinthedestination.Thenitwillapplyasimpleradditionlooptoexcessdigitsofthelargerinput.Thefirsttwostepswillhandlesortingtheinputssuchthatminandmaxholdthedigitcountsofthetwoinputs.Thevariablexwillbeanmpintaliasforthelargestinputorthesecondinputbiftheyhavethesamenumberofdigits.Aftertheinputsaresortedthedestinationcisgrownasrequiredtoaccomodatethesumofthetwoinputs.Theoriginalusedcountofciscopiedandsettothenewusedcount.Atthispointthefirstadditionloopwillgothroughasmanydigitpositionsthatbothinputshave.Thecarryvariableµissettozerooutsidetheloop.Insidetheloopan“addition”steprequiresthreestatementstoproduceonedigitofthesummand.Firsttwodigitsfromaandbareaddedtogetheralongwiththecarryµ.Thecarryofthisstepisextractedandstoredinµandfinallythedigitoftheresultcnistruncatedwithintherange0≤cn<β.Nowallofthedigitpositionsthatbothinputshaveincommonhavebeenexhausted.Ifmin6=maxthenxisanaliasforoneoftheinputsthathasmoredigits.Asimplifiedadditionloopisthenusedtoessentiallycopytheremainingdigitsandthecarrytothedestination.Thefinalcarryisstoredincmaxanddigitsabovemaxuptooldusedarezeroedwhichcompletestheaddition.File:bnsmpadd.cWefirstsort(lines28to36)theinputsbasedonmagnitudeanddeterminetheminandmaxvariables.Notethatxisapointertoanmpintassignedtothelargestinput,ineffectitisalocalalias.Nextwegrowthedestination(38to42)ensurethatitcanaccomodatetheresultoftheaddition.Similartotheimplementationofmpcopythisfunctionusesthebracedcodeandlocalaliasescodingstyle.Thethreealiasesthatareonlines56,59and62representthetwoinputsanddestinationvariablesrespectively.Thesealiasesareusedtoensurethecompilerdoesnothavetodereferencea,borc(respectively)toaccessthedigitsoftherespectivempint.Theinitialcarryuwillbecleared(line65),notethatuisoftypempdigitwhichensurestypecompatibilitywithintheimplementation.Theinitialaddi-tion(line66to75)addsdigitsfrombothinputsuntilthesmallestinputrunsoutofdigits.Similarlytheconditionaladditionloop(line81to90)addstheremainingdigitsfromthelargerofthetwoinputs.Theadditionisfinishedwiththefinalcarrybeingstoredintmpc(line94).Notethe“++”operatorwithin



4.2.ADDITIONANDSUBTRACTION47thesameexpression.Afterline94,tmpcwillpointtothec.used’thdigitofthempintc.Thisisusefulforthenextloop(line97to99)whichsetanyoldupperdigitstozero.4.2.2LowLevelSubtractionThelowlevelunsignedsubtractionalgorithmisverysimilartothelowlevelunsignedadditionalgorithm.Theprincipledifferenceisthattheunsignedsub-tractionalgorithmrequirestheresulttobepositive.Thatiswhencomputinga−bthecondition|a|≥|b|mustbemetforthisalgorithmtofunctionprop-erly.Keepinmindthislowlevelalgorithmisnotmeanttobeusedinhigherlevelalgorithmsdirectly.Thisalgorithmaswillbeshowncanbeusedtocreatefunctionalsignedadditionandsubtractionalgorithms.Forthisalgorithmanewvariableisrequiredtomakethedescriptionsimpler.Recallfromsection1.3.1thatampdigitmustbeabletorepresenttherange0≤x<2βforthealgorithmstoworkcorrectly.However,itisallowablethatampdigitrepresentalargerrangeofvalues.Forthisalgorithmwewillassumethatthevariableγrepresentsthenumberofbitsavailableinampdigit(thisimplies2γ>β).Forexample,thedefaultforLibTomMathistousea“unsignedlong”forthempdigit“type”whileβ=228.InISOCan“unsignedlong”datatypemustbeabletorepresent0≤x<232meaningthatinthiscaseγ≥32.



48CHAPTER4.BASICARITHMETICAlgorithmsmpsub.Input.Twompintsaandb(|a|≥|b|)Output.Theunsignedsubtractionc=|a|−|b|.1.min←b.used2.max←a.used3.Ifc.alloc<maxthengrowctoholdatleastmaxdigits.(mpgrow)4.oldused←c.used5.c.used←max6.u←07.fornfrom0tomin−1do7.1cn←an−bn−u7.2u←cn>>(γ−1)7.3cn←cn(modβ)8.ifmin<maxthendo8.1fornfrommintomax−1do8.1.1cn←an−u8.1.2u←cn>>(γ−1)8.1.3cn←cn(modβ)9.ifoldused>maxthendo9.1fornfrommaxtooldused−1do9.1.1cn←010.Clampexcessdigitsofc.(mpclamp).11.Return(MPOKAY).Figure4.2:AlgorithmsmpsubAlgorithmsmpsub.Thisalgorithmperformstheunsignedsubtractionoftwompintvariablesundertherestrictionthattheresultmustbepositive.Thatiswhenpassingvariablesaandbtheconditionthat|a|≥|b|mustbemetforthealgorithmtofunctioncorrectly.Thisalgorithmislooselybasedonalgorithm14.9[2,pp.595]andissimilartoalgorithmSin[1,pp.267]aswell.Aswasthecaseofthealgorithmsmpaddbothotherreferenceslackdiscussionconcerningvariouspracticaldetailssuchaswhentheinputsdifferinmagnitude.Theinitialsortingoftheinputsistrivialinthisalgorithmsinceaisguar-anteedtohaveatleastthesamemagnitudeofb.Steps1and2settheminandmaxvariables.Unliketheadditionroutinethereisguaranteedtobenocarrywhichmeansthatthefinalresultcanbeatmostmaxdigitsinlengthasopposedtomax+1.Similartotheadditionalgorithmtheusedcountofciscopiedlocallyandsettothemaximalcountfortheoperation.



4.2.ADDITIONANDSUBTRACTION49Thesubtractionloopthatbeginsonstepsevenisessentiallythesameastheadditionloopofalgorithmsmpaddexceptsingleprecisionsubtractionisusedinstead.Notetheuseoftheγvariabletoextractthecarry(alsoknownastheborrow)withinthesubtractionloops.Undertheassumptionthattwo’scomplementsingleprecisionarithmeticisusedthiswillsuccessfullyextractthedesiredcarry.Forexample,considersubtracting01012from01002whereγ=4andβ=2.Theleastsignificantbitwillforceacarryupwardstothethirdbitwhichwillbesettozeroaftertheborrow.Aftertheveryfirstbithasbeensubtracted4−1≡00112willremain,Whenthethirdbitof01012issubtractedfromtheresultitwillcauseanothercarry.Inthiscasethoughthecarrywillbeforcedtopropagateallthewaytothemostsignificantbit.Recallthatβ<2γ.Thismeansthatifacarrydoesoccurjustbeforethelg(β)’thbititwillpropagateallthewaytothemostsignificantbit.Thus,thehighorderbitsofthempdigitthatarenotpartoftheactualdigitwilleitherbeallzero,orallone.Allthatisneededisasinglezerooronebitforthecarry.Thereforeasinglelogicalshiftrightbyγ−1positionsissufficienttoextractthecarry.Thismethodofcarryextractionmayseemawkwardbutthereasonforitbecomesapparentwhentheimplementationisdiscussed.Ifbhasasmallermagnitudethanathenstep9willforcethecarryandcopyoperationtopropagatethroughthelargerinputaintoc.Step10willensurethatanyleadingdigitsofcabovethemax’thpositionarezeroed.File:bnsmpsub.cLikelowleveladditionwe“sort”theinputs.Exceptinthiscasethesortingishardcoded(lines25and26).Inrealitytheminandmaxvariablesareonlyaliasesandareonlyusedtomakethesourcecodeeasiertoread.Againthepointeraliasoptimizationisusedwithinthisalgorithm.Thealiasestmpa,tmpbandtmpcareinitialized(lines42,43and44)fora,bandcrespectively.Thefirstsubtractionloop(lines47through61)subtractdigitsfrombothinputsuntilthesmallerofthetwoinputshasbeenexhausted.Asremarkedearlierthereisanimplementationreasonforusingthe“awkward”methodofextractingthecarry(line57).Thetraditionalmethodforextractingthecarrywouldbetoshiftbylg(β)positionsandlogicallyANDtheleastsignificantbit.TheANDoperationisrequiredbecauseallofthebitsabovethelg(β)’thbitwillbesettooneafteracarryoccursfromsubtraction.Thiscarryextractionrequirestworelativelycheapoperationstoextractthecarry.Theothermethod



50CHAPTER4.BASICARITHMETICistosimplyshiftthemostsignificantbittotheleastsignificantbitthusex-tractingthecarrywithasinglecheapoperation.Thisoptimizationonlyworksontwoscomplimentmachineswhichisasafeassumptiontomake.Ifahasalargermagnitudethanbanadditionalloop(lines64through73)isrequiredtopropagatethecarrythroughaandcopytheresulttoc.4.2.3HighLevelAdditionNowthatbothlowerleveladditionandsubtractionalgorithmshavebeenestab-lishedaneffectivehighlevelsignedadditionalgorithmcanbeestablished.Thishighleveladditionalgorithmwillbewhatotheralgorithmsanddeveloperswillusetoperformadditionofmpintdatatypes.Recallfromsection5.2thatanmpintrepresentsanintegerwithanunsignedmantissa(thearrayofdigits)andasignflag.Ahighleveladditionisactuallyperformedasaseriesofeightseparatecaseswhichcanbeoptimizeddowntothreeuniquecases.Algorithmmpadd.Input.TwompintsaandbOutput.Thesignedadditionc=a+b.1.ifa.sign=b.signthendo1.1c.sign←a.sign1.2c←|a|+|b|(smpadd)2.elsedo2.1if|a|<|b|thendo(mpcmpmag)2.1.1c.sign←b.sign2.1.2c←|b|−|a|(smpsub)2.2elsedo2.2.1c.sign←a.sign2.2.2c←|a|−|b|3.Return(MPOKAY).Figure4.3:AlgorithmmpaddAlgorithmmpadd.Thisalgorithmperformsthesignedadditionoftwompintvariables.Thereisnoreferencealgorithmtodrawuponfromeither[1]or[2]sincetheybothonlyprovideunsignedoperations.Thealgorithmis



4.2.ADDITIONANDSUBTRACTION51fairlystraightforwardbutrestrictedsincesubtractioncanonlyproducepositiveresults.SignofaSignofb|a|>|b|UnsignedOperationResultSignFlag++Yesc=a+ba.sign++Noc=a+ba.sign−−Yesc=a+ba.sign−−Noc=a+ba.sign+−Noc=b−ab.sign−+Noc=b−ab.sign+−Yesc=a−ba.sign−+Yesc=a−ba.signFigure4.4:AdditionGuideChartFigure4.4listsalloftheeightpossibleinputcombinationsandissortedtoshowthatonlythreespecificcasesneedtobehandled.Thereturncodeoftheunsignedoperationsatstep1.2,2.1.2and2.2.2areforwardedtostepthreetocheckforerrors.Thissimplifiesthedescriptionofthealgorithmconsiderablyandbestfollowshowtheimplementationactuallywasachieved.Alsonotehowthesignissetbeforetheunsignedadditionorsubtrac-tionisperformed.Recallfromthedescriptionsofalgorithmssmpaddandsmpsubthatthempclampfunctionisusedattheendtotrimexcessdigits.ThempclampalgorithmwillsetthesigntoMPZPOSwhentheuseddigitcountreacheszero.Forexample,considerperforming−a+awithalgorithmmpadd.BythedescriptionofthealgorithmthesignissettoMPNEGwhichwouldproducearesultof−0.However,sincethesignissetfirstthentheunsignedadditionisperformedthesubsequentusageofalgorithmmpclampwithinalgorithmsmpaddwillforce−0tobecome0.File:bnmpadd.cThesourcecodefollowsthealgorithmfairlyclosely.Themostnotablenewsourcecodeadditionistheusageoftheresintegervariablewhichisusedtopassresultoftheunsignedoperationsforward.Unlikeinthealgorithm,thevariableresismerelyreturnedasiswithoutexplicitlycheckingitandreturning



52CHAPTER4.BASICARITHMETICtheconstantMPOKAY.Theobservationisthisalgorithmwillsucceedorfailonlyifthelowerlevelfunctionsdoso.Returningtheirreturncodeissufficient.4.2.4HighLevelSubtractionThehighlevelsignedsubtractionalgorithmisessentiallythesameasthehighlevelsignedadditionalgorithm.



4.2.ADDITIONANDSUBTRACTION53Algorithmmpsub.Input.TwompintsaandbOutput.Thesignedsubtractionc=a−b.1.ifa.sign6=b.signthendo1.1c.sign←a.sign1.2c←|a|+|b|(smpadd)2.elsedo2.1if|a|≥|b|thendo(mpcmpmag)2.1.1c.sign←a.sign2.1.2c←|a|−|b|(smpsub)2.2elsedo2.2.1c.sign←{MPZPOSifa.sign=MPNEGMPNEGotherwise2.2.2c←|b|−|a|3.Return(MPOKAY).Figure4.5:AlgorithmmpsubAlgorithmmpsub.Thisalgorithmperformsthesignedsubtractionoftwoinputs.Similartoalgorithmmpaddthereisnoreferenceineither[1]or[2].Alsothisalgorithmisrestrictedbyalgorithmsmpsub.Chart4.6liststheeightpossibleinputsandtheoperationsrequired.SignofaSignofb|a|≥|b|UnsignedOperationResultSignFlag+−Yesc=a+ba.sign+−Noc=a+ba.sign−+Yesc=a+ba.sign−+Noc=a+ba.sign++Yesc=a−ba.sign−−Yesc=a−ba.sign++Noc=b−aoppositeofa.sign−−Noc=b−aoppositeofa.signFigure4.6:SubtractionGuideChart



54CHAPTER4.BASICARITHMETICSimilartothecaseofalgorithmmpaddthesignissetfirstbeforetheun-signedadditionorsubtraction.Thatistopreventthealgorithmfromproducing−a−−a=−0asaresult.File:bnmpsub.cMuchliketheimplementationofalgorithmmpaddthevariableresisusedtocatchthereturncodeoftheunsignedadditionorsubtractionoperationsandforwardittotheendofthefunction.Online39the“notequalto”MPLTexpressionisusedtoemulatea“greaterthanorequalto”comparison.4.3BitandDigitShiftingItisquitecommontothinkofamultipleprecisionintegerasapolynomialinx,thatisy=f(β)wheref(x)=∑n−1i=0aixi.Thisnotationariseswithindis-cussionofMontgomeryandDiminishedRadixReductionaswellasKaratsubamultiplicationandsquaring.Inordertofacilitateoperationsonpolynomialsinxasaboveaseriesofsimple“digit”algorithmshavetobeestablished.Thatistoshiftthedigitsleftorrightaswelltoshiftindividualbitsofthedigitsleftandright.Itisimportanttonotethatnotall“shift”operationsareonradix-βdigits.4.3.1MultiplicationbyTwoInabinarysystemwheretheradixisapoweroftwomultiplicationbytwonotonlyarisesofteninotheralgorithmsitisafairlyefficientoperationtoperform.Asingleprecisionlogicalshiftleftissufficienttomultiplyasingledigitbytwo.



4.3.BITANDDIGITSHIFTING55Algorithmmpmul2.Input.OnempintaOutput.b=2a.1.Ifb.alloc<a.used+1thengrowbtoholda.used+1digits.(mpgrow)2.oldused←b.used3.b.used←a.used4.r←05.fornfrom0toa.used−1do5.1rr←an>>(lg(β)−1)5.2bn←(an<<1)+r(modβ)5.3r←rr6.Ifr6=0thendo6.1bn+1←r6.2b.used←b.used+17.Ifb.used<oldused−1thendo7.1fornfromb.usedtooldused−1do7.1.1bn←08.b.sign←a.sign9.Return(MPOKAY).Figure4.7:Algorithmmpmul2Algorithmmpmul2.Thisalgorithmwillquicklymultiplyampintbytwoprovidedβisapoweroftwo.Neither[1]nor[2]describesuchanalgorithmdespitethefactitarisesofteninotheralgorithms.Thealgorithmissetupmuchlikethelowerlevelalgorithmsmpaddsinceitisforallintentsandpurposesequivalenttotheoperationb=|a|+|a|.Step1and2growtheinputasrequiredtoaccomodatethemaximumnumberofuseddigitsintheresult.Theinitialusedcountissettoa.usedatstep4.Onlyifthereisafinalcarrywilltheusedcountrequireadjustment.Step6isanoptimizationimplementationoftheadditionloopforthisspecificcase.Thatissincethetwovaluesbeingaddedtogetherarethesamethereisnoneedtoperformtworeadsfromthedigitsofa.Step6.1performsasingleprecisionshiftonthecurrentdigitantoobtainwhatwillbethecarryforthenextiteration.Step6.2calculatesthen’thdigitoftheresultassingleprecisionshiftofanplusthepreviouscarry.Recallfromsection4.1thatan<<1isequivalenttoan·2.Aniterationoftheadditionloopisfinishedwithforwardingthecarrytothenextiteration.Step7takescareofanyfinalcarrybysettingthea.used’thdigitofthe



56CHAPTER4.BASICARITHMETICresulttothecarryandaugmentingtheusedcountofb.Step8clearsanyleadingdigitsofbincaseitoriginallyhadalargermagnitudethana.File:bnmpmul2.cThisimplementationisessentiallyanoptimizedimplementationofsmpaddforthecaseofdoublinganinput.Theonlynoteworthydifferenceistheuseofthelogicalshiftoperatoronline52toperformasingleprecisiondoubling.4.3.2DivisionbyTwoAdivisionbytwocanjustaseasilybeaccomplishedwithalogicalshiftrightasmultiplicationbytwocanbewithalogicalshiftleft.



4.4.POLYNOMIALBASISOPERATIONS57Algorithmmpdiv2.Input.OnempintaOutput.b=a/2.1.Ifb.alloc<a.usedthengrowbtoholda.useddigits.(mpgrow)2.Ifthereallocationfailedreturn(MPMEM).3.oldused←b.used4.b.used←a.used5.r←06.fornfromb.used−1to0do6.1rr←an(mod2)6.2bn←(an>>1)+(r<<(lg(β)−1))(modβ)6.3r←rr7.Ifb.used<oldused−1thendo7.1fornfromb.usedtooldused−1do7.1.1bn←08.b.sign←a.sign9.Clampexcessdigitsofb.(mpclamp)10.Return(MPOKAY).Figure4.8:Algorithmmpdiv2Algorithmmpdiv2.Thisalgorithmwilldivideanmpintbytwousinglogicalshiftstotheright.Likempmul2itusesamodifiedlowleveladditioncoreasthebasisofthealgorithm.Unlikempmul2theshiftoperationsworkfromtheleadingdigittothetrailingdigit.Thealgorithmcouldbewrittentoworkfromthetrailingdigittotheleadingdigithowever,itwouldhavetostoponeshortofa.used−1digitstopreventreadingpasttheendofthearrayofdigits.Essentiallytheloopatstep6issimilartothatofmpmul2exceptthelogicalshiftsgointheoppositedirectionandthecarryisattheleastsignificantbitnotthemostsignificantbit.File:bnmpdiv2.c4.4PolynomialBasisOperationsRecallfromsection4.3thatanyintegercanberepresentedasapolynomialinxasy=f(β).Sucharepresentationisalsoknownasthepolynomialbasis



58CHAPTER4.BASICARITHMETIC[3,pp.48].Givensuchanotationamultiplicationordivisionbyxamountstoshiftingwholedigitsasingleplace.TheneedforsuchoperationsarisesinseveralotherhigherlevelalgorithmssuchasBarrettandMontgomeryreduction,integerdivisionandKaratsubamultiplication.Convertingfromanarrayofdigitstopolynomialbasisisverysimple.Con-sidertheintegery≡(a2,a1,a0)βandrecallthaty=∑2i=0aiβi.Simplyreplaceβwithxandtheexpressionisinpolynomialbasis.Forexample,f(x)=8x+9isthepolynomialbasisrepresentationfor89usingradixten.Thatis,f(10)=8(10)+9=89.4.4.1MultiplicationbyxGivenapolynomialinxsuchasf(x)=anxn+an−1xn−1+...+a0multiplyingbyxamountstoshiftingthecoefficientsuponedegree.Inthiscasef(x)·x=anxn+1+an−1xn+...+a0x.Fromascalarbasispointofviewmultiplyingbyxisequivalenttomultiplyingbytheintegerβ.



4.4.POLYNOMIALBASISOPERATIONS59Algorithmmplshd.Input.OnempintaandanintegerbOutput.a←a·βb(equivalenttomultiplicationbyxb).1.Ifb≤0thenreturn(MPOKAY).2.Ifa.alloc<a.used+bthengrowatoatleasta.used+bdigits.(mpgrow).3.Ifthereallocationfailedreturn(MPMEM).4.a.used←a.used+b5.i←a.used−16.j←a.used−1−b7.fornfroma.used−1tobdo7.1ai←aj7.2i←i−17.3j←j−18.fornfrom0tob−1do8.1an←09.Return(MPOKAY).Figure4.9:AlgorithmmplshdAlgorithmmplshd.Thisalgorithmmultipliesanmpintbytheb’thpowerofx.Thisisequivalenttomultiplyingbyβb.Thealgorithmdiffersfromtheotheralgorithmspresentedsofarasitperformstheoperationinplaceinsteadstoringtheresultinaseparatelocation.Themotivationbehindthischangeisduetothewaythisfunctionistypicallyused.Algorithmssuchasmpaddstoretheresultinanoptionallydifferentthirdmpintbecausetheorig-inalinputsareoftenstillrequired.Algorithmmplshd(andsimilarlyalgorithmmprshd)istypicallyusedonvalueswheretheoriginalvalueisnolongerre-quired.Thealgorithmwillreturnsuccessimmediatelyifb≤0sincetherestofalgorithmisonlyvalidwhenb>0.Firstthedestinationaisgrownasrequiredtoaccomodatetheresult.Thecountersiandjareusedtoformaslidingwindowoverthedigitsofaoflengthb.Theheadoftheslidingwindowisati(theleadingdigit)andthetailatj(thetrailingdigit).Thelooponstep7copiesthedigitfromthetailtothehead.Ineachiterationthewindowismoveddownonedigit.Thelastlooponstep8setsthelowerbdigitstozero.



60CHAPTER4.BASICARITHMETICFigure4.10:SlidingWindowMovementFile:bnmplshd.cTheifstatement(line24)ensuresthatthebvariableisgreaterthanzerosincewedonotinterpretnegativeshiftcountsproperly.Theusedcountisincrementedbybbeforethecopyloopbegins.Thiselminatestheneedforanadditionalvariableintheforloop.Thevariabletop(line42)isanaliasfortheleadingdigitwhilebottom(line45)isanaliasforthetrailingedge.Thealiasesformawindowofexactlybdigitsovertheinput.4.4.2DivisionbyxDivisionbypowersofxiseasilyachievedbyshiftingthedigitsrightandremov-inganythatwillenduptotherightofthezero’thdigit.



4.4.POLYNOMIALBASISOPERATIONS61Algorithmmprshd.Input.OnempintaandanintegerbOutput.a←a/βb(Dividebyxb).1.Ifb≤0thenreturn.2.Ifa.used≤bthendo2.1Zeroa.(mpzero).2.2Return.3.i←04.j←b5.fornfrom0toa.used−b−1do5.1ai←aj5.2i←i+15.3j←j+16.fornfroma.used−btoa.used−1do6.1an←07.a.used←a.used−b8.Return.Figure4.11:AlgorithmmprshdAlgorithmmprshd.Thisalgorithmdividestheinputinplacebytheb’thpowerofx.Itisanalogoustodividingbyaβbbutmuchquickersinceitdoesnotrequiresingleprecisiondivision.Thisalgorithmdoesnotactuallyreturnanerrorcodeasitcannotfail.Iftheinputbislessthanonethealgorithmquicklyreturnswithoutper-forminganywork.Iftheusedcountislessthanorequaltotheshiftcountbthenitwillsimplyzerotheinputandreturn.Afterthetrivialcasesofinputshavebeenhandledtheslidingwindowissetup.Muchlikethecaseofalgorithmmplshdaslidingwindowthatisbdigitswideisusedtocopythedigits.Unlikemplshdthewindowslidesintheoppositedirectionfromthetrailingtotheleadingdigit.Alsothedigitsarecopiedfromtheleadingtothetrailingedge.Oncethewindowcopyiscompletetheupperdigitsmustbezeroedandtheusedcountdecremented.File:bnmprshd.cTheonlynoteworthyelementofthisroutineisthelackofareturntypesinceitcannotfail.Likemplshd()weformaslidingwindowexceptwecopyinthe



62CHAPTER4.BASICARITHMETICotherdirection.Afterthewindow(line60)wethenzerotheupperdigitsoftheinputtomakesuretheresultiscorrect.4.5PowersofTwoNowthatalgorithmsformovingsinglebitsaswellaswholedigitsexistalgo-rithmsformovingthe“inbetween”distancesarerequired.Forexample,toquicklymultiplyby2kforanykwithoutusingafullmultiplieralgorithmwouldproveuseful.Insteadofperformingsingleshiftsktimestoachieveamulti-plicationby2±kamixtureofwholedigitshiftingandpartialdigitshiftingisemployed.4.5.1MultiplicationbyPowerofTwo



4.5.POWERSOFTWO63Algorithmmpmul2d.Input.OnempintaandanintegerbOutput.c←a·2b.1.c←a.(mpcopy)2.Ifc.alloc<c.used+⌊b/lg(β)⌋+2thengrowcaccordingly.3.Ifthereallocationfailedreturn(MPMEM).4.Ifb≥lg(β)then4.1c←c·β⌊b/lg(β)⌋(mplshd).4.2Ifstep4.1failedreturn(MPMEM).5.d←b(modlg(β))6.Ifd6=0thendo6.1mask←2d6.2r←06.3fornfrom0toc.used−1do6.3.1rr←cn>>(lg(β)−d)(modmask)6.3.2cn←(cn<<d)+r(modβ)6.3.3r←rr6.4Ifr>0thendo6.4.1cc.used←r6.4.2c.used←c.used+17.Return(MPOKAY).Figure4.12:Algorithmmpmul2dAlgorithmmpmul2d.Thisalgorithmmultipliesaby2bandstorestheresultinc.Thealgorithmusesalgorithmmplshdandaderivativeofalgorithmmpmul2toquicklycomputetheproduct.Firstthealgorithmwillmultiplyabyx⌊b/lg(β)⌋whichwillensurethattheremaindermultiplicandislessthanβ.Forexample,ifb=37andβ=228thenthisstepwillmultiplybyxleavingamultiplicationby237−28=29left.Afterthedigitshavebeenshiftedappropriatelyatmostlg(β)−1shiftsarelefttoperform.Step5calculatesthenumberofremainingshiftsrequired.Ifitisnon-zeroamodifiedshiftloopisusedtocalculatetheremainingproduct.Essentiallytheloopisagenericversionofalgorithmmpmul2designedtohandleanyshiftcountintherange1≤x<lg(β).Themaskvariableisusedtoextracttheupperdbitstoformthecarryforthenextiteration.ThisalgorithmislooselymeasuredasaO(2n)algorithmwhichmeansthatiftheinputisn-digitsthatittakes2n“time”tocomplete.ItispossibletooptimizethisalgorithmdowntoaO(n)algorithmatacostofmakingthe



64CHAPTER4.BASICARITHMETICalgorithmslightlyhardertofollow.File:bnmpmul2d.cTheshiftingisperformedin–placewhichmeansthefirststep(line25)istocopytheinputtothedestination.Weavoidcallingmpcopy()bymakingsurethempintsaredifferent.Thedestinationthenhastobegrown(line32)toaccomodatetheresult.Iftheshiftcountbislargerthanlg(β)thenacalltomplshd()isusedtohandleallofthemultiplesoflg(β).Leavingonlyaremainingshiftoflg(β)−1orfewerbitsleft.Insidetheactualshiftloop(lines46to76)wemakeuseofpre–computedvaluesshiftandmask.Theseareusedtoextractthecarrybit(s)topassintothenextiterationoftheloop.Therandrrvariablesformachainbetweenconsecutiveiterationstopropagatethecarry.4.5.2DivisionbyPowerofTwo



4.5.POWERSOFTWO65Algorithmmpdiv2d.Input.OnempintaandanintegerbOutput.c←⌊a/2b⌋,d←a(mod2b).1.Ifb≤0thendo1.1c←a(mpcopy)1.2d←0(mpzero)1.3Return(MPOKAY).2.c←a3.d←a(mod2b)(mpmod2d)4.Ifb≥lg(β)thendo4.1c←⌊c/β⌊b/lg(β)⌋⌋(mprshd).5.k←b(modlg(β))6.Ifk6=0thendo6.1mask←2k6.2r←06.3fornfromc.used−1to0do6.3.1rr←cn(modmask)6.3.2cn←(cn>>k)+(r<<(lg(β)−k))6.3.3r←rr7.Clampexcessdigitsofc.(mpclamp)8.Return(MPOKAY).Figure4.13:Algorithmmpdiv2dAlgorithmmpdiv2d.Thisalgorithmwilldivideaninputaby2bandproducethequotientandremainder.Thealgorithmisdesignedmuchlikeal-gorithmmpmul2dbyfirstusingwholedigitshiftsthensingleprecisionshifts.Thisalgorithmwillalsoproducetheremainderofthedivisionbyusingalgo-rithmmpmod2d.File:bnmpdiv2d.cTheimplementationofalgorithmmpdiv2disslightlydifferentthanthealgorithmspecifies.TheremainderdmaybeoptionallyignoredbypassingNULLasthepointertothempintvariable.Thetemporarympintvariabletisusedtoholdtheresultoftheremainderoperationuntiltheend.Thisallowsdandatorepresentthesamempintwithoutmodifyingabeforethequotientisobtained.



66CHAPTER4.BASICARITHMETICTheremainderofthesourcecodeisessentiallythesameasthesourcecodeformpmul2d.Theonlysignificantdifferenceisthedirectionoftheshifts.4.5.3RemainderofDivisionbyPowerofTwoThelastalgorithmintheseriesofpolynomialbasispoweroftwoalgorithmsiscalculatingtheremainderofdivisionby2b.Thisalgorithmbenefitsfromthefactthatintwoscomplementarithmetica(mod2b)isthesameasaAND2b−1.Algorithmmpmod2d.Input.OnempintaandanintegerbOutput.c←a(mod2b).1.Ifb≤0thendo1.1c←0(mpzero)1.2Return(MPOKAY).2.Ifb>a.used·lg(β)thendo2.1c←a(mpcopy)2.2Returntheresultofstep2.1.3.c←a4.Ifstep3failedreturn(MPMEM).5.fornfrom⌈b/lg(β)⌉toc.useddo5.1cn←06.k←b(modlg(β))7.c⌊b/lg(β)⌋←c⌊b/lg(β)⌋(mod2k).8.Clampexcessdigitsofc.(mpclamp)9.Return(MPOKAY).Figure4.14:Algorithmmpmod2dAlgorithmmpmod2d.Thisalgorithmwillquicklycalculatethevalueofa(mod2b).Firstifbislessthanorequaltozerotheresultissettozero.Ifbisgreaterthanthenumberofbitsinathenitsimplycopiesatocandreturns.Otherwise,aiscopiedtob,leadingdigitsareremovedandtheremainingleadingdigitistrimedtotheexactbitcount.File:bnmpmod2d.c



4.5.POWERSOFTWO67Wefirstavoidcasesofb≤0bysimplympzero()’ingthedestinationinsuchcases.Nextif2bislargerthantheinputwejustmpcopy()theinputandreturnrightaway.Afterthispointweknowwemustactuallyperformsomeworktoproducetheremainder.Recallingthatreducingmodulo2kandabinary“and”with2k−1arenumericallyequivalentwecanquicklyreducethenumber.Firstwezeroanydigitsabovethelastdigitin2b(line42).Nextwereducetheleadingdigitofboth(line46)andthenmpclamp().Exercises[3]Deviseanalgorithmthatperformsa·2bforgenericvaluesofbinO(n)time.[3]Deviseanefficientalgorithmtomultiplybysmalllowhammingweightvaluessuchas3,5and9.Extendittohandleallvaluesupto64withahammingweightlessthanthree.[2]Modifytheprecedingalgorithmtohandlevaluesoftheform2k−1aswell.[3]Usingonlyalgorithmsmpmul2,mpdiv2andmpaddcreateanalgorithmtomultiplytwointegersinroughlyO(2n2)timeforanyn-bitinput.Notethatthetimeofadditionisignoredinthecalculation.[5]ImprovethepreviousalgorithmtohaveaworkingtimeofatmostO(2(k−1)n+(2n2k))foranappropriatechoiceofk.Againignorethecostofaddition.[2]Deviseacharttofindoptimalvaluesofkforthepreviousproblemforn=64...1024instepsof64.[2]Usingonlyalgorithmsmpabsandmpsubdeviseanothermethodforcalculatingtheresultofasignedcomparison.



68CHAPTER4.BASICARITHMETIC



Chapter5MultiplicationandSquaring5.1TheMultipliersFormostnumbertheoreticproblemsincludingcertainpublickeycryptographicalgorithms,the“multipliers”formthemostimportantsubsetofalgorithmsofanymultipleprecisionintegerpackage.Thesetofmultiplieralgorithmsincludeintegermultiplication,squaringandmodularreductionwhereineachofthealgorithmssingleprecisionmultiplicationisthedominantoperationperformed.Thischapterwilldiscussintegermultiplicationandsquaring,leavingmodularreductionsforthesubsequentchapter.Theimportanceofthemultiplieralgorithmsisforthemostpartdrivenbythefactthatcertainpopularpublickeyalgorithmsarebasedonmodularexponentiation,thatiscomputingd≡ab(modc)forsomearbitrarychoiceofa,b,candd.Duringamodularexponentiationthemajority1oftheprocessortimeisspentperformingsingleprecisionmultiplications.ForcenturiesgeneralpurposemultiplicationhasrequiredalengthlyO(n2)process,wherebyeachdigitofonemultiplicandhastobemultipliedagainsteverydigitoftheothermultiplicand.Traditionallong-handmultiplicationisbasedonthisprocess;whilethetechniquescandiffertheoverallalgorithmusedisessentiallythesame.Only“recently”havefasteralgorithmsbeenstudied.FirstKaratsubamultiplicationwasdiscoveredin1962.Thisalgorithmcan1Roughlyspeakingamodularexponentiationwillspendabout40%ofthetimeperformingmodularreductions,35%ofthetimeperformingsquaringand25%ofthetimeperformingmultiplications.69



70CHAPTER5.MULTIPLICATIONANDSQUARINGmultiplytwonumberswithconsiderablyfewersingleprecisionmultiplicationswhencomparedtothelong-handapproach.Thistechniqueledtothediscov-eryofpolynomialbasisalgorithms(goodreference?)andsubquentlyFourierTransformbasedsolutions.5.2Multiplication5.2.1TheBaselineMultiplicationComputingtheproductoftwointegersinsoftwarecanbeachievedusingatrivialadaptationofthestandardO(n2)long-handmultiplicationalgorithmthatschoolchildrenaretaught.ThealgorithmisconsideredanO(n2)algorithmsincefortwon-digitinputsn2singleprecisionmultiplicationsarerequired.Morespecificallyforamandndigitinputm·nsingleprecisionmultiplicationsarerequired.Tosimplifymostdiscussions,itwillbeassumedthattheinputshavecomparablenumberofdigits.The“baselinemultiplication”algorithmisdesignedtoactasthe“catch-all”algorithm,onlytobeusedwhenthefasteralgorithmscannotbeused.Thisalgorithmdoesnotuseanyparticularlyinterestingoptimizationsandshouldideallybeavoidedifpossible.Oneimportantfacetofthisalgorithm,isthatithasbeenmodifiedtoonlyproduceacertainamountofoutputdigitsasres-olution.TheimportanceofthismodificationwillbecomeevidentduringthediscussionofBarrettmodularreduction.Recallthatforanandmdigitinputtheproductwillbeatmostn+mdigits.Therefore,thisalgorithmcanbereducedtoafullmultiplierbyhavingitproducen+mdigitsoftheproduct.Recallfromsub-section4.2.2thedefinitionofγasthenumberofbitsinthetypempdigit.Weshallnowextendthevariablesettoincludeαwhichshallrepresentthenumberofbitsinthetypempword.Thisimpliesthat2α>2·β2.Theconstantδ=2α−2lg(β)willrepresentthemaximalweightofanycolumninaproduct(seesub-section5.2.2formoreinformation).



5.2.MULTIPLICATION71Algorithmsmpmuldigs.Input.mpinta,mpintbandanintegerdigsOutput.c←|a|·|b|(modβdigs).1.Ifmin(a.used,b.used)<δthendo1.1Calculatec=|a|·|b|bytheCombamethod(seealgorithm5.5).1.2Returntheresultofstep1.1Allocateandinitializeatemporarympint.2.Initttobeofsizedigs3.Ifstep2failedreturn(MPMEM).4.t.used←digsComputetheproduct.5.forixfrom0toa.used−1do5.1u←05.2pb←min(b.used,digs−ix)5.3Ifpb<1thengotostep6.5.4foriyfrom0topb−1do5.4.1ˆr←tiy+ix+aix·biy+u5.4.2tiy+ix←ˆr(modβ)5.4.3u←⌊ˆr/β⌋5.5ifix+pb<digsthendo5.5.1tix+pb←u6.Clampexcessdigitsoft.7.Swapcwitht8.Cleart9.Return(MPOKAY).Figure5.1:AlgorithmsmpmuldigsAlgorithmsmpmuldigs.Thisalgorithmcomputestheunsignedprod-uctoftwoinputsaandb,limitedtoanoutputprecisionofdigsdigits.WhileitmayseemabitawkwardtomodifythefunctionfromitssimpleO(n2)descrip-tion,theusefulnessofpartialmultiplierswillariseinasubsequentalgorithm.Thealgorithmislooselybasedonalgorithm14.12from[2,pp.595]andissimi-lartoAlgorithmMofKnuth[1,pp.268].Algorithmsmpmuldigsdiffersfromthesecitedreferencessinceitcanproduceavariableoutputprecisionregardlessoftheprecisionoftheinputs.ThefirstthingthisalgorithmchecksforiswhetheraCombamultipliercan



72CHAPTER5.MULTIPLICATIONANDSQUARINGbeusedinstead.Iftheminimumdigitcountofeitherinputislessthanδ,thentheCombamethodmaybeusedinstead.AftertheCombamethodisruledout,thebaselinealgorithmbegins.Atemporarympintvariabletisusedtoholdtheintermediateresultoftheproduct.Thisallowsthealgorithmtobeusedtocomputeproductswheneithera=corb=cwithoutoverwritingtheinputs.Allofstep5istheinfamousO(n2)multiplicationloopslightlymodifiedtoonlyproduceuptodigsdigitsofoutput.Thepbvariableisgiventhecountofdigitstoreadfrombinsidethenestedloop.Ifpb≤1thennomoreoutputdigitscanbeproducedandthealgorithmwillexittheloop.Thebestwaytothinkoftheloopsareasaseriesofpb×1multiplications.Thatis,ineachpassoftheinnermostloopaixismultipliedagainstbandtheresultisadded(withanappropriateshift)tot.Forexample,considermultiplying576by241.Thatisequivalenttocom-puting100(1)(576)+101(4)(576)+102(2)(576)whichisbestvisualizedinthefollowingtable.576×241576100(1)(576)23616101(4)(576)+100(1)(576)138816102(2)(576)+101(4)(576)+100(1)(576)Figure5.2:Long-HandMultiplicationDiagramEachrowoftheproductisaddedtotheresultafterbeingshiftedtotheleft(multipliedbyapoweroftheradix)bytheappropriatecount.Thatisinpassixoftheinnerlooptheproductisaddedstartingattheix’thdigitofthereult.Step5.4.1introducesthehatsymbol(e.g.ˆr)whichrepresentsadoublepre-cisionvariable.Themultiplicationonthatstepisassumedtobeadoublewideoutputsingleprecisionmultiplication.Thatis,twosingleprecisionvariablesaremultipliedtoproduceadoubleprecisionresult.Thestepissomewhatop-timizedfromalong-handmultiplicationalgorithmbecausethecarryfromtheadditioninstep5.4.1ispropagatedthroughthenestedloop.Ifthecarrywasnotpropagatedimmediatelyitwouldoverflowthesingleprecisiondigittix+iyandtheresultwouldbelost.Atstep5.5thenestedloopisfinishedandanycarrythatwasleftovershouldbeforwarded.Thecarrydoesnothavetobeaddedtotheix+pb’thdigitsince



5.2.MULTIPLICATION73thatdigitisassumedtobezeroatthispoint.However,ifix+pb≥digsthecarryisnotsetasitwouldmaketheresultexceedtheprecisionrequested.File:bnsmpmuldigs.cFirstwedetermine(line31)iftheCombamethodcanbeusedfirstsinceit’sfaster.TheconditionsforsingtheCombaroutinearethatmin(a.used,b.used)<δandthenumberofdigitsofoutputislessthanMPWARRAY.ThisnewconstantisusedtocontrolthestackusageintheCombaroutines.Bydefaultitissettoδbutcanbereducedwhenmemoryisatapremium.IfwecannotusetheCombamethodweproceedtosetupthebaselineroutine.Weallocatethethedestinationmpintt(line37)totheexactsizeoftheoutputtoavoidfurtherre–allocations.AtthispointwenowbegintheO(n2)loop.Thisimplementationofmultiplicationhasthecaveatthatitcanbetrimmedtoonlyproduceavariablenumberofdigitsasoutput.Ineachiterationoftheouterloopthepbvariableisset(line49)tothemaximumnumberofinnerloopiterations.Insidetheinnerloopwecalculateˆrasthempwordproductofthetwompdigitsandtheadditionofthecarryfromthepreviousiteration.Aparticu-larlyimportantobservationisthatmostmodernoptimizingCcompilers(GCCforinstance)canrecognizethataN×N→2Nmultiplicationisallthatisrequiredfortheproduct.Inx86termsforexample,thismeansusingtheMULinstruction.Eachdigitoftheproductisstoredinturn(line69)andthecarrypropagated(line72)tothenextiteration.5.2.2FasterMultiplicationbythe“Comba”MethodOneofthehugedrawbacksofthe“baseline”algorithmsisthatattheO(n2)levelthecarrymustbecomputedandpropagatedupwards.Thismakesthenestedloopverysequentialandhardtounrollandimplementinparallel.The“Comba”[4]methodisnamedafterlittleknown(incryptographicvenues)PaulG.Combawhodescribedamethodofimplementingfastmultipliersthatdonotrequirenestedcarryfixupoperations.AsaninterestingasideitseemsthatPaulBarrettdescribesasimilartechniqueinhis1986paper[7]writtenfiveyearsbefore.AttheheartoftheCombatechniqueisonceagainthelong-handalgorithm.Exceptinthiscaseaslighttwistisplacedonhowthecolumnsoftheresultareproduced.Inthestandardlong-handalgorithmrowsofproductsareproduced



74CHAPTER5.MULTIPLICATIONANDSQUARINGthenaddedtogethertoformthefinalresult.Inthebaselinealgorithmthecolumnsareaddedtogetheraftereachiterationtogettheresultinstantaneously.IntheCombaalgorithmthecolumnsoftheresultareproducedentirelyindependentlyofeachother.ThatisattheO(n2)levelasimplemultiplicationandadditionstepisperformed.Thecarriesofthecolumnsarepropagatedafterthenestedlooptoreducetheamountofworkrequiored.Succintlythefirststepofthealgorithmistocomputetheproductvector~xasfollows.~xn=∑i+j=naibj,∀n∈{0,1,2,...,i+j}(5.1)Where~xnisthen′thcolumnoftheoutputvector.Considerthefollowingexamplewhichcomputesthevector~xforthemultiplicationof576and241.



5.2.MULTIPLICATION75576FirstInput×241SecondInput1·5=51·7=71·6=6Firstpass4·5=204·7+5=334·6+7=316Secondpass2·5=102·7+20=342·6+33=45316Thirdpass103445316FinalResultFigure5.3:CombaMultiplicationDiagramAtthispointthevectorx=〈10,34,45,31,6〉istheresultofthefirststepoftheCombamultipler.Nowthecolumnsmustbefixedbypropagatingthecarryupwards.Theresultantvectorwillhaveoneextradimensionovertheinputvectorwhichiscongruenttoaddingaleadingzerodigit.AlgorithmCombaFixup.Input.Vector~xofdimensionkOutput.Vector~xsuchthatthecarrieshavebeenpropagated.1.fornfrom0tok−1do1.1~xn+1←~xn+1+⌊~xn/β⌋1.2~xn←~xn(modβ)2.Return(~x).Figure5.4:AlgorithmCombaFixupWiththatalgorithmandk=5andβ=10thefollowingvectorisproduced~x=〈1,3,8,8,1,6〉.Inthiscase241·576isinfact138816andtheproceduresucceeded.Ifthealgorithmiscorrectandaswillbedemonstratedshortlymoreefficientthanthebaselinealgorithmwhynotsimplyalwaysusethisalgorithm?ColumnWeight.AtthenestedO(n2)leveltheCombamethodaddstheproductoftwosingleprecisionvariablestoeachcolumnoftheoutputindependently.Aseriousob-stacleisifthecarryislost,duetolackofprecisionbeforethealgorithmhasachancetofixthecarries.Forexample,inthemultiplicationoftwothree-digitnumbersthethirdcolumnofoutputwillbethesumofthreesingleprecisionmultiplications.Iftheprecisionoftheaccumulatorfortheoutputdigitsislessthen3·(β−1)2thenanoverflowcanoccurandthecarryinformationwillbelost.



76CHAPTER5.MULTIPLICATIONANDSQUARINGForanymandndigitinputsthemaximumweightofanycolumnismin(m,n)whichisfairlyobvious.Themaximumnumberoftermsinanycolumnofaproductisknownasthe“columnweight”andstrictlygovernswhenthealgorithmcanbeused.Recallfromearlierthatadoubleprecisiontypehasαbitsofresolutionandasingleprecisiondigithaslg(β)bitsofprecision.Giventhesetwoquantitieswemustnotviolatethefollowingk·(β−1)2<2α(5.2)Whichreducestok·(β2−2β+1)<2α(5.3)Letρ=lg(β)representthenumberofbitsinasingleprecisiondigit.Byfurtherre-arrangementoftheequationthefinalsolutionisfound.k<2α(22ρ−2ρ+1+1)(5.4)ThedefaultsforLibTomMathareβ=228andα=264whichmeansthatkisboundedbyk<257.Inthisconfigurationthesmallerinputmaynothavemorethan256digitsiftheCombamethodistobeused.Thisisquitesatisfactoryformostapplicationssince256digitswouldallowfornumbersintherangeof0≤x<27168which,ismuchlargerthanmostpublickeycryptographicalgorithmsrequire.



5.2.MULTIPLICATION77Algorithmfastsmpmuldigs.Input.mpinta,mpintbandanintegerdigsOutput.c←|a|·|b|(modβdigs).PlaceanarrayofMPWARRAYsingleprecisiondigitsnamedWonthestack.1.Ifc.alloc<digsthengrowctodigsdigits.(mpgrow)2.Ifstep1failedreturn(MPMEM).3.pa←MIN(digs,a.used+b.used)4.ˆW←05.forixfrom0topa−1do5.1ty←MIN(b.used−1,ix)5.2tx←ix−ty5.3iy←MIN(a.used−tx,ty+1)5.4forizfrom0toiy−1do5.4.1ˆW←ˆW+atx+iybty−iy5.5Wix←ˆW(modβ)5.6ˆW←⌊ˆW/β⌋6.oldused←c.used7.c.used←digs8.forixfrom0topado8.1cix←Wix9.forixfrompa+1tooldused−1do9.1cix←010.Clampc.11.ReturnMPOKAY.Figure5.5:AlgorithmfastsmpmuldigsAlgorithmfastsmpmuldigs.ThisalgorithmperformstheunsignedmultiplicationofaandbusingtheCombamethodlimitedtodigsdigitsofprecision.Theouterloopofthisalgorithmismorecomplicatedthanthatofthebaselinemultiplier.Thisisbecauseontheinsideoftheloopwewanttoproduceonecolumnperpass.ThisallowstheaccumulatorˆWtobeplacedinCPUregistersandreducethememorybandwidthtotwompdigitreadsperiteration.Thetyvariableissettotheminimumcountofixorthenumberofdigitsin



78CHAPTER5.MULTIPLICATIONANDSQUARINGb.Thatwayifahasmoredigitsthanbthiswillbelimitedtob.used−1.Thetxvariableissettothetothedistancepastb.usedthevariableixis.Thisisusedfortheimmediatelysubsequentstatementwherewefindiy.Thevariableiyistheminimumdigitswecanreadfromeitheraorbbeforerunningout.Computingonecolumnatatimemeanswehavetoscanoneintegerupwardsandtheotherdownwards.astartsattxandbstartsatty.Ineachpassweareproducingtheix’thoutputcolumnandwenotethattx+ty=ix.Aswemovetxupwardswehavetomovetydownardssotheequalityremainsvalid.Theiyvariableisthenumberofiterationsuntiltx≥a.usedorty<0occurs.AftereveryinnerpasswestorethelowerhalfoftheaccumulatorintoWixandthenpropagatethecarryoftheaccumulatorintothenextroundbydividingˆWbyβ.TomeasurethebenefitsoftheCombamethodoverthebaselinemethodconsiderthenumberofoperationsthatarerequired.IfthecostintermsoftimeofamultiplyandadditionispandthecostofacarrypropagationisqthenabaselinemultiplicationwouldrequireO((p+q)n2)timetomultiplytwon-digitnumbers.TheCombamethodrequiresonlyO(pn2+qn)time,howeverinpractice,thespeedincreaseisactuallymuchmore.WithO(n)spacethealgorithmcanbereducedtoO(pn+qn)timebyimplementingthenmultiplyandadditionoperationsinthenestedloopinparallel.File:bnfastsmpmuldigs.cAsperthepseudo–codewefirstcalculatepa(line48)asthenumberofdigitstooutput.Nextwebegintheouterlooptoproducetheindividualcolumnsoftheproduct.Weusethetwoaliasestmpxandtmpy(lines62,63)topointinsidethetwomultiplicandsquickly.Theinnerloop(lines71to74)ofthisimplementationiswherethetradeoffcomeintoplay.Originallythiscombaimplementationwas“row–major”whichmeansitaddstoeachofthecolumnsineachpass.Aftertheouterloopitwouldthenfixthecarries.Thiswasveryfastexceptithadanannoyingdrawback.Youhadtoreadampwordandtwompdigitsandwriteonempwordperiteration.OnprocessorssuchastheAthlonXPandP4thisdidnotmattermuchsincethecachebandwidthisveryhighanditcankeeptheALUfedwithdata.Itdid,however,matteronolderandembeddedcpuswherecacheisoftenslowerandalsooftendoesn’texist.ThisnewalgorithmonlyperformstworeadsperiterationundertheassumptionthatthecompilerhasaliasedˆWtoaCPUregister.



5.2.MULTIPLICATION79AftertheinnerloopwestorethecurrentaccumulatorinWandshiftˆW(lines77,80)toforwarditasacarryforthenextpass.Aftertheouterloopweusethefinalcarry(line77)asthelastdigitoftheproduct.5.2.3PolynomialBasisMultiplicationTobreaktheO(n2)barrierinmultiplicationrequiresacompletelydifferentlookatintegermultiplication.Inthefollowingalgorithmstheuseofpolynomialbasisrepresentationfortwointegersaandbasf(x)=∑ni=0aixiandg(x)=∑ni=0bixirespectively,isrequired.Inthissystembothf(x)andg(x)haven+1termsandareofthen’thdegree.Theproducta·b≡f(x)g(x)isthepolynomialW(x)=∑2ni=0wixi.Thecoefficientswiwilldirectlyyieldthedesiredproductwhenβissubstitutedforx.Thedirectsolutiontosolveforthe2n+1coefficientsrequiresO(n2)timeandwouldinpracticebeslowerthantheCombatechnique.However,numericalanalysistheoryindicatesthatonly2n+1distinctpointsinW(x)arerequiredtodeterminethevaluesofthe2n+1unknowncoefficients.Thismeansbyfindingζy=W(y)for2n+1smallvaluesofythecoefficientsofW(x)canbefoundwithGaussianelimination.Thistechniqueisalsoocca-sionallyreferedtoastheinterpolationtechnique(referencesplease...)sinceineffectaninterpolationbasedon2n+1pointswillyieldapolynomialequivalenttoW(x).ThecoefficientsofthepolynomialW(x)areunknownwhichmakesfindingW(y)foranyvalueofyimpossible.However,sinceW(x)=f(x)g(x)theequivalentζy=f(y)g(y)canbeusedinitsplace.Thebenefitofthistechniquestemsfromthefactthatf(y)andg(y)aremuchsmallerthaneitheraorbrespectively.Asaresultfindingthe2n+1relationsrequiredbymultiplyingf(y)g(y)involvesmultiplyingintegersthataremuchsmallerthaneitheroftheinputs.Whenpickingpointstogatherrelationstherearealwaysthreeobviouspointstochoose,y=0,1and∞.Theζ0termissimplytheproductW(0)=w0=a0·b0.Theζ1termistheproductW(1)=(∑ni=0ai)(∑ni=0bi).Thethirdpointζ∞islessobviousbutrathersimpletoexplain.The2n+1’thcoefficientofW(x)isnumericallyequivalenttothemostsignificantcolumninanintegermultiplication.Thepointat∞isusedsymbolicallytorepresentthemostsignificantcolumn,thatisW(∞)=w2n=anbn.Notethatthepointsaty=0and∞yieldthecoefficientsw0andw2ndirectly.Ifmorepointsarerequiredtheyshouldbeofsmallvaluesandpowersoftwosuchas2qandtherelatedmirrorpoints(2q)2n·ζ2−qforsmallvaluesofq.The



80CHAPTER5.MULTIPLICATIONANDSQUARINGSplitintonPartsExponentNotes21.584962501ThisisKaratsubaMultiplication.31.464973520ThisisToom-CookMultiplication.41.40367746151.365212389101.2787536011001.14942653810001.100270931100001.075252070Figure5.6:AsymptoticRunningTimeofPolynomialBasisMultiplicationterm“mirrorpoint”stemsfromthefactthat(2q)2n·ζ2−qcanbecalculatedintheexactoppositefashionasζ2q.Forexample,whenn=2andq=1thenfollowingtwoequationsareequivalenttothepointζ2anditsmirror.ζ2=f(2)g(2)=(4a2+2a1+a0)(4b2+2b1+b0)16·ζ12=4f(12)·4g(12)=(a2+2a1+4a0)(b2+2b1+4b0)(5.5)Usingsuchpointswillallowthevaluesoff(y)andg(y)tobeindependentlycalculatedusingonlyleftshifts.Forexample,whenn=2thepolynomialf(2q)isequalto2q((2qa2)+a1)+a0.ThistechniqueofpolynomialrepresentationisknownasHorner’smethod.Asageneralruleofthealgorithmwhentheinputsaresplitintonpartseachthereare2n−1multiplications.Eachmultiplicationisofmultiplicandsthathaventimesfewerdigitsthantheinputs.TheasymptoticrunningtimeofthisalgorithmisO(klgn(2n−1))forkdigitinputs(assumingtheyhavethesamenumberofdigits).Figure5.6summarizestheexponentsforvariousvaluesofn.Atfirstitmayseemlikeagoodideatochoosen=1000sincetheexponentisapproximately1.1.However,theoverheadofsolvingforthe2001termsofW(x)willcertainlyconsumeanysavingsthealgorithmcouldofferforallbutexceedinglylargenumbers.CutoffPointThepolynomialbasismultiplicationalgorithmsallrequirefewersingleprecisionmultiplicationsthanastraightCombaapproach.However,thealgorithmsincur



5.2.MULTIPLICATION81anoverhead(attheO(n)worklevel)sincetheyrequireasystemofequationstobesolved.Thismakesthepolynomialbasisapproachmorecostlytousewithsmallinputs.Letmrepresentthenumberofdigitsinthemultiplicands(assumebothmultiplicandshavethesamenumberofdigits).Thereexistsapointysuchthatwhenm<ythepolynomialbasisalgorithmsaremorecostlythanComba,whenm=ytheyareroughlythesamecostandwhenm>ytheCombamethodsareslowerthanthepolynomialbasisalgorithms.Theexactlocationofydependsonseveralkeyarchitecturalelementsofthecomputerplatforminquestion.1.Theratioofclockcyclesforsingleprecisionmultiplicationversusothersimpleroperationssuchasaddition,shifting,etc.ForexampleontheAMDAthlontheratioisroughly17:1whileontheIntelP4itis29:1.Thehighertheratioinfavourofmultiplicationthelowerthecutoffpointywillbe.2.Thecomplexityofthelinearsystemofequations(forthecoefficientsofW(x))is.Generallyspeakingasthenumberofsplitsgrowsthecomplexitygrowssubstantially.Ideallysolvingthesystemwillonlyinvolveaddition,subtractionandshiftingofintegers.Thisdirectlyreflectsontheratiopreviousmentioned.3.Toalesserextentmemorybandwidthandfunctioncalloverheads.Pro-videdthevaluesareintheprocessorcachethisislessofaninfluenceoverthecutoffpoint.Acleancutoffpointseparationoccurswhenapointyisfoundsuchthatallofthecutoffpointconditionsaremet.Forexample,ifthepointistoolowthentherewillbevaluesofmsuchthatm>yandtheCombamethodisstillfaster.Findingthecutoffpointsisfairlysimplewhenahighresolutiontimerisavailable.5.2.4KaratsubaMultiplicationKaratsuba[5]multiplicationwhenoriginallyproposedin1962wasamongthefirstsetofalgorithmstobreaktheO(n2)barrierforgeneralpurposemul-tiplication.Giventwopolynomialbasisrepresentationsf(x)=ax+bandg(x)=cx+d,Karatsubaprovedwithlightalgebra[6]thatthefollowingpoly-nomialisequivalenttomultiplicationofthetwointegersthepolynomialsrep-resent.



82CHAPTER5.MULTIPLICATIONANDSQUARINGf(x)·g(x)=acx2+((a+b)(c+d)−(ac+bd))x+bd(5.6)Usingtheobservationthatacandbdcouldbere-usedonlythreehalfsizedmultiplicationswouldberequiredtoproducetheproduct.Applyingthisal-gorithmrecursively,theworkfactorbecomesO(nlg(3))whichissubstantiallybetterthantheworkfactorO(n2)oftheCombatechnique.ItturnsoutwhatKaratsubadidnotknoworatleastdidnotpublishwasthatthisissimplypolynomialbasismultiplicationwiththepointsζ0,ζ∞andζ1.Considertheresultantsystemofequations.ζ0=w0ζ1=w2+w1+w0ζ∞=w2Byaddingthefirstandlastequationtotheequationinthemiddlethetermw1canbeisolatedandallthreecoefficientssolvedfor.ThesimplicityofthissystemofequationshasmadeKaratsubafairlypopular.Infactthecutoffpointisoftenfairlylow2makingitanidealalgorithmtospeedupcertainpublickeycryptosystemssuchasRSAandDiffie-Hellman.2WithLibTomMath0.18itis70and109digitsfortheIntelP4andAMDAthlonrespec-tively.



5.2.MULTIPLICATION83Algorithmmpkaratsubamul.Input.mpintaandmpintbOutput.c←|a|·|b|1.Initthefollowingmpintvariables:x0,x1,y0,y1,t1,x0y0,x1y1.2.Ifstep2failedthenreturn(MPMEM).Splittheinput.e.g.a=x1·βB+x03.B←min(a.used,b.used)/24.x0←a(modβB)(mpmod2d)5.y0←b(modβB)6.x1←⌊a/βB⌋(mprshd)7.y1←⌊b/βB⌋Calculatethethreeproducts.8.x0y0←x0·y0(mpmul)9.x1y1←x1·y110.t1←x1+x0(mpadd)11.x0←y1+y012.t1←t1·x0Calculatethemiddleterm.13.x0←x0y0+x1y114.t1←t1−x0(smpsub)Calculatethefinalproduct.15.t1←t1·βB(mplshd)16.x1y1←x1y1·β2B17.t1←x0y0+t118.c←t1+x1y119.Clearallofthetemporaryvariables.20.Return(MPOKAY).Figure5.7:AlgorithmmpkaratsubamulAlgorithmmpkaratsubamul.ThisalgorithmcomputestheunsignedproductoftwoinputsusingtheKaratsubamultiplicationalgorithm.ItislooselybasedonthedescriptionfromKnuth[1,pp.294-295].Inordertosplitthetwoinputsintotheirrespectivehalves,asuitableradixpointmustbechosen.Theradixpointchosenmustbeusedforbothoftheinputsmeaningthatitmustbesmallerthanthesmallestinput.Step3chooses



84CHAPTER5.MULTIPLICATIONANDSQUARINGtheradixpointBashalfofthesmallestinputusedcount.Aftertheradixpointischosentheinputsaresplitintolowerandupperhalves.Step4and5computethelowerhalves.Step6and7computertheupperhalves.Afterthehalveshavebeencomputedthethreeintermediatehalf-sizeprod-uctsmustbecomputed.Step8and9computethetrivialproductsx0·y0andx1·y1.Thempintx0isusedasatemporaryvariableafterx1+x0hasbeencomputed.Byusingx0insteadofanadditionaltemporaryvariable,thealgorithmcanavoidanadditionmemoryallocationoperation.Theremainingsteps13through18computetheKaratsubapolynomialthroughavarietyofdigitshiftingandadditionoperations.File:bnmpkaratsubamul.cThenewcodingelementinthisroutine,notseeninpreviousroutines,istheusageofgotostatements.Theconventionalwisdomisthatgotostatementsshouldbeavoided.Thisisgenerallytrue,howeverwheneverysinglefunctioncallcanfail,itmakessensetohandleerrorrecoverywithasinglepieceofcode.Lines62to76handleinitializingallofthetemporaryvariablesrequired.Notehoweachoftheifstatementsgoestoadifferentlabelincaseoffailure.Thisallowstheroutinetocorrectlyfreeonlythetemporariesthathavebeensuccessfullyallocatedsofar.Thetemporaryvariablesareallinitializedusingthempinitsizeroutinesincetheyareexpectedtobelarge.Thissavestheadditionalreallocationthatwouldhavebeennecessary.Alsox0,x1,y0andy1havetobeabletoholdatleasttheirrespectivenumberofdigitsforthenextsectionofcode.Thefirstalgebraicportionofthealgorithmistosplitthetwoinputsintotheirhalves.However,insteadofusingmpmod2dandmprshdtoextractthehalves,therespectivecodehasbeenplacedinlinewithinthebodyofthefunction.Toinitializethehalves,theusedandsignmembersarecopiedfirst.Thefirstforlooponline96copiesthelowerhalves.Sincetheyareboththesamemagnitudeitissimplertocalculatebothlowerhalvesinasingleloop.Theforlooponlines102and107calculatetheupperhalvesx1andy1respectively.Byinliningthecalculationofthehalves,theKaratsubamultiplierhasaslightlyloweroverheadandcanbeusedforsmallermagnitudeinputs.Whenline151isreached,thealgorithmhascompletedsuccesfully.The“errorstatus”variableerrissettoMPOKAYsothatthesamecodethathandleserrorscanbeusedtoclearthetemporaryvariablesandreturn.



5.2.MULTIPLICATION855.2.5Toom-Cook3-WayMultiplicationToom-Cook3-Way[?]multiplicationisessentiallythepolynomialbasisalgo-rithmforn=2exceptthatthepointsarechosensuchthatζiseasytocomputeandtheresultingsystemofequationseasytoreduce.Here,thepointsζ0,16·ζ12,ζ1,ζ2andζ∞makeupthefiverequiredpointstosolveforthecoefficientsoftheW(x).WiththefiverelationsthatToom-Cookspecifies,thefollowingsystemofequationsisformed.ζ0=0w4+0w3+0w2+0w1+1w016·ζ12=1w4+2w3+4w2+8w1+16w0ζ1=1w4+1w3+1w2+1w1+1w0ζ2=16w4+8w3+4w2+2w1+1w0ζ∞=1w4+0w3+0w2+0w1+0w0Atrivialsolutiontothismatrixrequires12subtractions,twomultiplicationsbyasmallpoweroftwo,twodivisionsbyasmallpoweroftwo,twodivisionsbythreeandonemultiplicationbythree.Allofthese19sub-operationsrequirelessthanquadratictime,meaningthatthealgorithmcanbefasterthanabase-linemultiplication.However,thegreatercomplexityofthisalgorithmplacesthecutoffpoint(TOOMMULCUTOFF)whereToom-CookbecomesmoreefficientmuchhigherthantheKaratsubacutoffpoint.



86CHAPTER5.MULTIPLICATIONANDSQUARINGAlgorithmmptoommul.Input.mpintaandmpintbOutput.c←a·bSplitaandbintothreepieces.E.g.a=a2β2k+a1βk+a01.k←⌊min(a.used,b.used)/3⌋2.a0←a(modβk)3.a1←⌊a/βk⌋,a1←a1(modβk)4.a2←⌊a/β2k⌋,a2←a2(modβk)5.b0←a(modβk)6.b1←⌊a/βk⌋,b1←b1(modβk)7.b2←⌊a/β2k⌋,b2←b2(modβk)Findthefiveequationsforw0,w1,...,w4.8.w0←a0·b09.w4←a2·b210.tmp1←2·a0,tmp1←a1+tmp1,tmp1←2·tmp1,tmp1←tmp1+a211.tmp2←2·b0,tmp2←b1+tmp2,tmp2←2·tmp2,tmp2←tmp2+b212.w1←tmp1·tmp213.tmp1←2·a2,tmp1←a1+tmp1,tmp1←2·tmp1,tmp1←tmp1+a014.tmp2←2·b2,tmp2←b1+tmp2,tmp2←2·tmp2,tmp2←tmp2+b015.w3←tmp1·tmp216.tmp1←a0+a1,tmp1←tmp1+a2,tmp2←b0+b1,tmp2←tmp2+b217.w2←tmp1·tmp2Continuedonthenextpage.Figure5.8:AlgorithmmptoommulAlgorithmmptoommul.ThisalgorithmcomputestheproductoftwompintvariablesaandbusingtheToom-Cookapproach.ComparedtotheKaratsubamultiplication,thisalgorithmhasalowerasymptoticrunningtimeofapproximatelyO(n1.464)butatanobviouscostinoverhead.Inthisdescription,severalstatementshavebeencompoundedtosavespace.Theintentionisthatthestatementsareexecutedfromlefttorightacrossanygivenstep.Thetwoinputsaandbarefirstsplitintothreek-digitintegersa0,a1,a2andb0,b1,b2respectively.Fromthesesmallerintegersthecoefficientsofthepolynomialbasisrepresentationsf(x)andg(x)areknownandcanbeusedtofindtherelationsrequired.



5.2.MULTIPLICATION87Algorithmmptoommul(continued).Input.mpintaandmpintbOutput.c←a·bNowsolvethesystemofequations.18.w1←w4−w1,w3←w3−w019.w1←⌊w1/2⌋,w3←⌊w3/2⌋20.w2←w2−w0,w2←w2−w421.w1←w1−w2,w3←w3−w222.tmp1←8·w0,w1←w1−tmp1,tmp1←8·w4,w3←w3−tmp123.w2←3·w2,w2←w2−w1,w2←w2−w324.w1←w1−w2,w3←w3−w225.w1←⌊w1/3⌋,w3←⌊w3/3⌋Nowsubstituteβkforxbyshiftingw0,w1,...,w4.26.fornfrom1to4do26.1wn←wn·βnk27.c←w0+w1,c←c+w2,c←c+w3,c←c+w428.Return(MPOKAY)Figure5.9:Algorithmmptoommul(continued)Thefirsttworelationsw0andw4arethepointsζ0andζ∞respectively.Therelationw1,w2andw3correspondtothepoints16·ζ12,ζ2andζ1respectively.Thesearefoundusinglogicalshiftstoindependentlyfindf(y)andg(y)whichsignificantlyspeedsupthealgorithm.Afterthefiverelationsw0,w1,...,w4havebeencomputed,thesystemtheyrepresentmustbesolvedinorderfortheunknowncoefficientsw1,w2andw3tobeisolated.Thesteps18through25performthesystemreductionrequiredaspreviouslydescribed.Eachstepofthereductionrepresentsthecomparablematrixoperationthatwouldbeperformedhadthisbeenperformedbypencil.Forexample,step18indicatesthatrow1mustbesubtractedfromrow4andsimultaneouslyrow0subtractedfromrow3.Oncethecoeffientshavebeenisolated,thepolynomialW(x)=∑2ni=0wixiisknown.Bysubstitutingβkforx,theintegerresulta·bisproduced.File:bnmptoommul.cThefirstobviousthingtonoteisthatthisalgorithmiscomplicated.The



88CHAPTER5.MULTIPLICATIONANDSQUARINGcomplexityisworthitifyouaremultiplyingverylargenumbers.Forexample,a10,000digitmultiplicationtakesapproximaly99,282,205fewersingleprecisionmultiplicationswithToom–CookthanaCombaorbaselineapproach(thisisasavingsofmorethan99%).Formost“crypto”sizednumbersthisalgorithmisnotpracticalasKaratsubahasamuchlowercutoffpoint.Firstwesplitaandbintothreeroughlyequalportions.Thishasbeenaccomplished(lines41to70)withcombinationsofmprshd()andmpmod2d()functioncalls.Atthispointa=a2·β2+a1·β+a0andsimiliarlyforb.Nextwecomputethefivepointsw0,w1,w2,w3andw4.Recallthatw0andw4canbecomputeddirectlyfromtheportionssowegetthoseoutofthewayfirst(lines73and78).Nextwecomputew1,w2andw3usingHornersmethod.Afterthispointwesolvefortheactualvaluesofw1,w2andw3byreducingthe5×5systemwhichisrelativelystraightforward.5.2.6SignedMultiplicationNowthatalgorithmstohandlemultiplicationsofeveryusefuldimensionshavebeendeveloped,arathersimplefinishingtouchisrequired.Sofarallofthemultiplicationalgorithmshavebeenunsignedmultiplicationswhichleavesonlyasignedmultiplicationalgorithmtobeestablished.Algorithmmpmul.Thisalgorithmperformsthesignedmultiplicationoftwoinputs.Itwillmakeuseofanyofthethreeunsignedmultiplicationalgorithmsavailablewhentheinputisofappropriatesize.Thesignoftheresultisnotsetuntiltheendofthealgorithmsincealgorithmsmpmuldigswillclearit.File:bnmpmul.cTheimplementationisrathersimplisticandisnotparticularlynoteworthy.Line22computesthesignoftheresultusingthe“?”operatorfromtheCprogramminglanguage.Line48computesδusingthefactthat1<<kisequalto2k.5.3SquaringSquaringisaspecialcaseofmultiplicationwherebothmultiplicandsareequal.Atfirstitmayseemlikethereisnosignificantoptimizationavailablebutinfactthereis.Considerthemultiplicationof576against241.Intotaltherewillbe



5.3.SQUARING89Algorithmmpmul.Input.mpintaandmpintbOutput.c←a·b1.Ifa.sign=b.signthen1.1sign=MPZPOS2.else2.1sign=MPZNEG3.Ifmin(a.used,b.used)≥TOOMMULCUTOFFthen3.1c←a·busingalgorithmmptoommul4.elseifmin(a.used,b.used)≥KARATSUBAMULCUTOFFthen4.1c←a·busingalgorithmmpkaratsubamul5.else5.1digs←a.used+b.used+15.2Ifdigs<MPARRAYandmin(a.used,b.used)≤δthen5.2.1c←a·b(modβdigs)usingalgorithmfastsmpmuldigs.5.3else5.3.1c←a·b(modβdigs)usingalgorithmsmpmuldigs.6.c.sign←sign7.Returntheresultoftheunsignedmultiplicationperformed.Figure5.10:Algorithmmpmulninesingleprecisionmultiplicationsperformedwhichare1·6,1·7,1·5,4·6,4·7,4·5,2·6,2·7and2·5.Nowconsiderthemultiplicationof123against123.Thenineproductsare3·3,3·2,3·1,2·3,2·2,2·1,1·3,1·2and1·1.Oncloserinspectionsomeoftheproductsareequivalent.Forexample,3·2=2·3and3·1=1·3.Foranyn-digitinput,thereare(n2+n)2possibleuniquesingleprecisionmulti-plicationsrequiredcomparedtothen2requiredformultiplication.Thefollowingdiagramgivesanexampleoftheoperationsrequired.Startingfromzeroandnumberingthecolumnsfromrighttoleftaverysim-plepatternbecomesobvious.Forthepurposesofthisdiscussionletxrepresentthenumberbeingsquared.Thefirstobservationisthatinrowkthe2k’thcolumnoftheproducthasa(xk)2terminit.Thesecondobservationisthateverycolumnjinrowkwherej6=2kispartofadoubleproduct.Everynon-squaretermofacolumnwillappeartwicehencethename“doubleproduct”.Everyoddcolumnismadeupentirelyofdoubleproducts.Infacteverycolumnismadeupofdoubleproductsandat



90CHAPTER5.MULTIPLICATIONANDSQUARING123×1233·13·23·3Row02·12·22·3Row11·11·21·3Row2Figure5.11:SquaringOptimizationDiagrammostonesquare(seetheexercisesection).Thethirdandfinalobservationisthatforrowkthefirstuniquenon-squareterm,thatis,onethathasn’talreadyappearedinanearlierrow,occursatcolumn2k+1.Forexample,onrow1oftheprevioussquaring,columnoneispartofthedoubleproductwithcolumnonefromrowzero.Columntwoofrowoneisasquareandcolumnthreeisthefirstuniquecolumn.5.3.1TheBaselineSquaringAlgorithmThebaselinesquaringalgorithmismeanttobeacatch-allsquaringalgorithm.Itwillhandleanyoftheinputsizesthatthefasterroutineswillnothandle.Algorithmsmpsqr.Thisalgorithmcomputesthesquareofaninputus-ingthethreeobservationsonsquaring.Itisbasedfairlyfaithfullyonalgorithm14.16ofHAC[2,pp.596-597].Similartoalgorithmsmpmuldigs,atemporarympintisallocatedtoholdtheresultofthesquaring.Thisallowsthedestinationmpinttobethesameasthesourcempint.Theouterloopofthisalgorithmbeginsonstep4.Itisbesttothinkoftheouterloopaswalkingdowntherowsofthepartialresults,whiletheinnerloopcomputesthecolumnsofthepartialresult.Step4.1and4.2computethesquaretermforeachrow,andstep4.3and4.4propagatethecarryandcomputethedoubleproducts.Therequirementthatampwordbeabletorepresenttherange0≤x<2β2arisesfromthisveryalgorithm.Theproductaixaiywilllieintherange0≤x≤β2−2β+1whichisobviouslylessthanβ2meaningthatwhenitismultipliedbytwo,itcanbeproperlyrepresentedbyampword.Similartoalgorithmsmpmuldigs,aftereverypassoftheinnerloop,thedestinationiscorrectlysettothesumofallofthepartialresultscalculatedsofar.Thisinvolvesexpensivecarrypropagationwhichwillbeeliminatedinthenextalgorithm.



5.3.SQUARING91Algorithmsmpsqr.Input.mpintaOutput.b←a21.Initatemporarympintofatleast2·a.used+1digits.(mpinitsize)2.Ifstep1failedreturn(MPMEM)3.t.used←2·a.used+14.Forixfrom0toa.used−1doCalculatethesquare.4.1ˆr←t2ix+(aix)24.2t2ix←ˆr(modβ)Calculatethedoubleproductsafterthesquare.4.3u←⌊ˆr/β⌋4.4Foriyfromix+1toa.used−1do4.4.1ˆr←2·aixaiy+tix+iy+u4.4.2tix+iy←ˆr(modβ)4.4.3u←⌊ˆr/β⌋Setthelastcarry.4.5Whileu>0do4.5.1iy←iy+14.5.2ˆr←tix+iy+u4.5.3tix+iy←ˆr(modβ)4.5.4u←⌊ˆr/β⌋5.Clampexcessdigitsoft.(mpclamp)6.Exchangebandt.7.Cleart(mpclear)8.Return(MPOKAY)Figure5.12:AlgorithmsmpsqrFile:bnsmpsqr.cInsidetheouterloop(line34)thesquaretermiscalculatedonline37.Thecarry(line44)hasbeenextractedfromthempwordaccumulatorusingarightshift.Aliasesforaixandtix+iyareinitialized(lines47and50)tosimplifytheinnerloop.Thedoublingisperformedusingtwoadditions(line59)sinceitisusuallyfasterthanshifting,ifnotatleastasfast.Theimportantobservationisthattheinnerloopdoesnotbeginatiy=0likeformultiplication.Assuchtheinnerloopsgetprogressivelyshorterasthe



92CHAPTER5.MULTIPLICATIONANDSQUARINGalgorithmproceeds.Thisiswhatleadstothesavingscomparedtousingamultiplicationtosquareanumber.5.3.2FasterSquaringbythe“Comba”MethodAmajordrawbacktothebaselinemethodistherequirementforsingleprecisionshiftinginsidetheO(n2)nestedloop.Squaringhasanadditionaldrawbackthatitmustdoubletheproductinsidetheinnerloopaswell.Asformultiplication,theCombatechniquecanbeusedtoeliminatetheseperformancehazards.Thefirstobvioussolutionistomakeanarrayofmpwordswhichwillholdallofthecolumns.Thiswillindeedeliminateallofthecarrypropagationoperationsfromtheinnerloop.However,theinnerproductmuststillbedoubledO(n2)times.Thesolutionstemsfromthesimplefactthat2a+2b+2c=2(a+b+c).Thatisthesumofallofthedoubleproductsisequaltodoublethesumofalltheproducts.Forexample,ab+ba+ac+ca=2ab+2ac=2(ab+ac).However,wecannotsimplydoubleallofthecolumns,sincethesquaresappearonlyonceperrow.Themostpracticalsolutionistohavetwompwordarrays.Onearraywillholdthesquaresandtheotherarraywillholdthedoubleproducts.WithbotharraysthedoublingandcarrypropagationcanbemovedtoaO(n)workleveloutsidetheO(n2)level.Inthiscase,wehaveanevensimplersolutioninmind.



5.3.SQUARING93Algorithmfastsmpsqr.Input.mpintaOutput.b←a2PlaceanarrayofMPWARRAYmpdigitsnamedWonthestack.1.Ifb.alloc<2a.used+1thengrowbto2a.used+1digits.(mpgrow).2.Ifstep1failedreturn(MPMEM).3.pa←2·a.used4.ˆW1←05.forixfrom0topa−1do5.1ˆW←05.2ty←MIN(a.used−1,ix)5.3tx←ix−ty5.4iy←MIN(a.used−tx,ty+1)5.5iy←MIN(iy,⌊(ty−tx+1)/2⌋)5.6forizfrom0toiz−1do5.6.1ˆW←ˆW+atx+izaty−iz5.7ˆW←2·ˆW+ˆW15.8ifixiseventhen5.8.1ˆW←ˆW+(a⌊ix/2⌋)25.9Wix←ˆW(modβ)5.10ˆW1←⌊ˆW/β⌋6.oldused←b.used7.b.used←2·a.used8.forixfrom0topa−1do8.1bix←Wix9.forixfrompatooldused−1do9.1bix←010.Clampexcessdigitsfromb.(mpclamp)11.Return(MPOKAY).Figure5.13:AlgorithmfastsmpsqrAlgorithmfastsmpsqr.Thisalgorithmcomputesthesquareofanin-putusingtheCombatechnique.ItisdesignedtobeareplacementforalgorithmsmpsqrwhenthenumberofinputdigitsislessthanMPWARRAYandlessthanδ2.ThisalgorithmisverysimilartotheCombamultiplierexceptwithafewkeydifferencesweshallmakenoteof.



94CHAPTER5.MULTIPLICATIONANDSQUARINGFirst,wehaveanaccumulatorandcarryvariablesˆWandˆW1respectively.Thisisbecausetheinnerloopproductsaretobedoubled.Ifwehadaddedthepreviouscarryinwewouldbedoublingtoomuch.NextweperformanadditionMINconditiononiy(step5.5)topreventoverlappingdigits.Forexample,a3·a5isequala5·a3.Whereasinthemultiplicationcasewewouldhave5<a.usedand3≥0ismaintainedsincewedoublethesumoftheproductsjustoutsidetheinnerloopwehavetoavoiddoingthis.Thisisalsoagoodthingsinceweperformfewermultiplicationsandtheroutineendsupbeingfaster.Finallythelastdifferenceistheadditionofthe“square”termoutsidetheinnerloop(step5.8).Weaddinthesquareonlytoevenoutputsanditisthesquareofthetermatthe⌊ix/2⌋position.File:bnfastsmpsqr.cThisimplementationisessentiallyacopyofCombamultiplicationwiththeappropriatechangesaddedtomakeitfasterforthespecialcaseofsquaring.5.3.3PolynomialBasisSquaringThesamealgorithmthatperformsoptimalpolynomialbasismultiplicationcanbeusedtoperformpolynomialbasissquaring.Theminorexceptionisthatζy=f(y)g(y)isactuallyequivalenttoζy=f(y)2sincef(y)=g(y).Insteadofperforming2n+1multiplicationstofindtheζrelations,squaringoperationsareperformedinstead.5.3.4KaratsubaSquaringLetf(x)=ax+brepresentthepolynomialbasisrepresentationofanumbertosquare.Leth(x)=(f(x))2representthesquareofthepolynomial.TheKaratsubaequationcanbemodifiedtosquareanumberwiththefollowingequation.h(x)=a2x2+((a+b)2−(a2+b2))x+b2(5.7)Uponcloserinspectionthisequationonlyrequiresthecalculationofthreehalf-sizedsquares:a2,b2and(a+b)2.AsinKaratsubamultiplication,thisalgorithmcanbeappliedrecursivelyontheinputandwillachieveanasymptoticrunningtimeofO(nlg(3)).IftheasymptotictimesofKaratsubasquaringandmultiplicationarethesame,whynotsimplyusethemultiplicationalgorithminstead?Theanswerto



5.3.SQUARING95thisarisesfromthecutoffpointforsquaring.Asinmultiplicationthereexistsacutoffpoint,atwhichthetimerequiredforaCombabasedsquaringandaKaratsubabasedsquaringmeet.DuetotheoverheadinherentintheKaratsubamethod,thecutoffpointisfairlyhigh.Forexample,onanAMDAthlonXPprocessorwithβ=228,thecutoffpointisaround127digits.Considersquaringa200digitnumberwiththistechnique.Itwillbesplitintotwo100digithalveswhicharesubsequentlysquared.The100digithalveswillnotbesquaredusingKaratsuba,butinsteadusingthefasterCombabasedsquaringalgorithm.IfKaratsubamultiplicationwereusedinstead,the100digitnumberswouldbesquaredwithaslowerCombabasedmultiplication.



96CHAPTER5.MULTIPLICATIONANDSQUARINGAlgorithmmpkaratsubasqr.Input.mpintaOutput.b←a21.Initializethefollowingtemporarympints:x0,x1,t1,t2,x0x0andx1x1.2.Ifanyoftheinitializationsonstep1failedreturn(MPMEM).Splittheinput.e.g.a=x1βB+x03.B←⌊a.used/2⌋4.x0←a(modβB)(mpmod2d)5.x1←⌊a/βB⌋(mplshd)Calculatethethreesquares.6.x0x0←x02(mpsqr)7.x1x1←x128.t1←x1+x0(smpadd)9.t1←t12Computethemiddleterm.10.t2←x0x0+x1x1(smpadd)11.t1←t1−t2Computefinalproduct.12.t1←t1βB(mplshd)13.x1x1←x1x1β2B14.t1←t1+x0x015.b←t1+x1x116.Return(MPOKAY).Figure5.14:AlgorithmmpkaratsubasqrAlgorithmmpkaratsubasqr.ThisalgorithmcomputesthesquareofaninputausingtheKaratsubatechnique.ThisalgorithmisverysimilartotheKaratsubabasedmultiplicationalgorithmwiththeexceptionthatthethreehalf-sizemultiplicationshavebeenreplacedwiththreehalf-sizesquarings.Theradixpointforsquaringissimplyplacedexactlyinthemiddleofthedigitswhentheinputhasanoddnumberofdigits,otherwiseitisplacedjustbelowthemiddle.Step3,4and5computethetwohalvesrequiredusingBastheradixpoint.Thefirsttwosquaresinsteps6and7areratherstraightforwardwhilethelastsquareisofamorecompactform.



5.3.SQUARING97Byexpanding(x1+x0)2,thex12andx02termsinthemiddledisappear,thatis(x0−x1)2−(x12+x02)=2·x0·x1.Nowif5nsingleprecisionadditionsandasquaringofn-digitsisfasterthanmultiplyingtwon-digitnumbersanddoublingthenthismethodisfaster.Assumingnofurtherrecursionsoccur,thedifferencecanbeestimatedwiththefollowinginequality.Letprepresentthecostofasingleprecisionadditionandqthecostofasingleprecisionmultiplicationbothintermsoftime3.5pn+q(n2+n)2≤pn+qn2(5.8)Forexample,onanAMDAthlonXPprocessorp=13andq=6.Thisimpliesthatthefollowinginequalityshouldhold.5n3+3n2+3n<n3+6n253+3n+3<13+6n139<nThisresultsinacutoffpointaroundn=2.Asaconsequenceitisac-tuallyfastertocomputethemiddletermthe“longway”onprocessorswheremultiplicationissubstantiallyslower4thansimpleroperationssuchasaddition.File:bnmpkaratsubasqr.cThisimplementationislargelybasedontheimplementationofalgorithmmpkaratsubamul.Itusesthesameinlinestyletocopyandshifttheinputintothetwohalves.Theloopfromline54toline70hasbeenmodifiedsinceonlyoneinputexists.Theusedcountofbothx0andx1isfixedupandx0isclampedbeforethecalculationsbegin.Atthispointx1andx0arevalidequivalentstotherespectivehalvesasifmprshdandmpmod2dhadbeenused.ByinliningthecopyandshiftoperationsthecutoffpointforKaratsubamultiplicationcanbelowered.OntheAthlonthecutoffpointisexactlyatthepointwhereCombasquaringcannolongerbeused(128digits).OnslowerprocessorssuchastheIntelP4itisactuallybelowtheCombalimit(at110digits).Thisroutineusesthesameerrortrapcodingstyleasmpkaratsubasqr.Asthetemporaryvariablesareinitializederrorsareredirectedtotheerrortrap3Ormachineclockcycles.4OntheAthlonthereisa1:17ratiobetweenclockcyclesforadditionandmultiplication.OntheIntelP4processorthisratiois1:29makingthismethodevenmorebeneficial.TheonlycommonexceptionistheARMv4processorwhichhasaratioof1:7.



98CHAPTER5.MULTIPLICATIONANDSQUARINGhigherup.IfthealgorithmcompleteswithouterrortheerrorcodeissettoMPOKAYandmpclearsareexecutednormally.5.3.5Toom-CookSquaringTheToom-Cooksquaringalgorithmmptoomsqrisheavilybasedontheal-gorithmmptoommulwiththeexceptionthatsquaringsareusedinsteadofmultiplicationtofindthefiverelations.ThereaderisencouragedtoreadthedescriptionofthelatteralgorithmandtrytoderivetheirownToom-Cooksquar-ingalgorithm.5.3.6HighLevelSquaring



5.3.SQUARING99Algorithmmpsqr.Input.mpintaOutput.b←a21.Ifa.used≥TOOMSQRCUTOFFthen1.1b←a2usingalgorithmmptoomsqr2.elseifa.used≥KARATSUBASQRCUTOFFthen2.1b←a2usingalgorithmmpkaratsubasqr3.else3.1digs←a.used+b.used+13.2Ifdigs<MPARRAYanda.used≤δthen3.2.1b←a2usingalgorithmfastsmpsqr.3.3else3.3.1b←a2usingalgorithmsmpsqr.4.b.sign←MPZPOS5.Returntheresultoftheunsignedsquaringperformed.Figure5.15:AlgorithmmpsqrAlgorithmmpsqr.Thisalgorithmcomputesthesquareoftheinputus-ingoneoffourdifferentalgorithms.IftheinputisverylargeandhasatleastTOOMSQRCUTOFForKARATSUBASQRCUTOFFdigitsthenei-thertheToom-CookortheKaratsubaSquaringalgorithmisused.IfneitherofthepolynomialbasisalgorithmsshouldbeusedtheneithertheCombaorbaselinealgorithmisused.File:bnmpsqr.c



100CHAPTER5.MULTIPLICATIONANDSQUARINGExercises[3]DeviseanefficientalgorithmforselectionoftheradixpointtohandleinputsthathavedifferentnumberofdigitsinKaratsubamultiplication.[2]Insection5.3thefactthateverycolumnofasquaringismadeupofdoubleproductsandatmostonesquareisstated.Provethisstatement.[3]ProvetheequationforKaratsubasquaring.[1]ProvethatKaratsubasquaringrequiresO(nlg(3))time.[2]Determinetheminimalratiobetweenadditionandmultiplicationclockcyclesrequiredforequation6.7tobetrue.[3]ImplementathreadedversionofCombamultiplication(andsquaring)whereyoucomputesubsetsofthecolumnsineachthread.Determineacutoffpointwhereitiseffectiveandaddthelogictompmul()andmpsqr().[4]SameasthepreviousbutalsomodifytheKaratsubaandToom-Cook.Youmustincreasethethroughputofmpexptmod()forrandomoddmoduliintherange512...4096bitssignificantly(>2x)tocompletethischallenge.



Chapter6ModularReduction6.1BasicsofModularReductionModularreductionisanoperationthatarisesquiteoftenwithinpublickeycryptographyalgorithmsandvariousnumbertheoreticalgorithms,suchasfac-toring.Modularreductionalgorithmsarethethirdclassofalgorithmsofthe“multipliers”set.Anumberaissaidtobereducedmoduloanothernumberbbyfindingtheremainderofthedivisiona/b.Fullintegerdivisionwithremainderisatopictobecoveredin8.1.Modularreductionisequivalenttosolvingforrinthefollowingequation.a=bq+rwhereq=⌊a/b⌋.Theresultrissaidtobe“congruenttoamodulob”whichisalsowrittenasr≡a(modb).Inothervernacularrisknownasthe“modularresidue”whichleadsto“quadraticresidue”1andotherformsofresidues.Modularreductionsarenormallyusedtocreateeitherfinitegroups,ringsorfields.Themostcommonusageforperformancedrivenmodularreductionsisinmodularexponentiationalgorithms.Thatistocomputed=ab(modc)asfastaspossible.ThisoperationisusedintheRSAandDiffie-Hellmanpublickeyalgorithms,forexample.Modularmultiplicationandsquaringalsoap-pearsasafundamentaloperationinellipticcurvecryptographicalgorithms.Aswillbediscussedinthesubsequentchapterthereexistfastalgorithmsforcomputingmodularexponentiationswithouthavingtoperform(inthisexam-ple)b−1multiplications.Thesealgorithmswillproducepartialresultsinthe1That’sfancytalkforb≡a2(modp).101



102CHAPTER6.MODULARREDUCTIONrange0≤x<c2whichcanbetakenadvantageoftocreateseveralefficientalgorithms.TheyhavealsobeenusedtocreateredundancycheckalgorithmsknownasCRCs,errorcorrectioncodessuchasReed-Solomonandsolveavarietyofnumbertheoereticproblems.6.2TheBarrettReductionTheBarrettreductionalgorithm[7]wasinspiredbyfastdivisionalgorithmswhichmultiplybythereciprocaltoemulatedivision.Barrettsobservationwasthattheresiduecofamodulobisequaltoc=a−b·⌊a/b⌋(6.1)Sincealgorithmssuchasmodularexponentiationwouldbeusingthesamemodulusextensively,typicalDSP2intuitionwouldindicatethenextstepwouldbetoreplacea/bbyamultiplicationbythereciprocal.However,DSPintuitiononitsownwillnotworkasthesenumbersareconsiderablylargerthantheprecisionofcommonDSPfloatingpointdatatypes.Itwouldtakeanothercommonoptimizationtooptimizethealgorithm.6.2.1FixedPointArithmeticThetrickusedtooptimizetheaboveequationisbasedonatechniqueofem-ulatingfloatingpointdatatypeswithfixedprecisionintegers.Fixedpointarithmeticwouldbecomeverypopularasitgreatlyoptimizethe“3d-shooter”genreofgamesinthemid1990swhenfloatingpointunitswerefairlyslowifnotunavailable.Theideabehindfixedpointarithmeticistotakeanormalk-bitintegerdatatypeandbreakitintop-bitintegerandaq-bitfractionpart(wherep+q=k).Inthissystemak-bitintegernwouldactuallyrepresentn/2q.Forexample,withq=4theintegern=37wouldactuallyrepresentthevalue2.3125.Tomultiplytwofixedpointnumberstheintegersaremultipliedusingtraditionalarithmeticandsubsequentlynormalizedbymovingtheimplieddecimalpointbacktowhereitshouldbe.Forexample,withq=4tomultiplytheintegers9and5theymustbeconvertedtofixedpointfirstbymultiplyingby2q.Leta=9(2q)representthefixedpointrepresentationof9andb=5(2q)represent2ItisworthnotingthatBarrett’spapertargetedtheDSP56Kprocessor.



6.2.THEBARRETTREDUCTION103thefixedpointrepresentationof5.Theproductabisequalto45(22q)whichwhennormalizedbydividingby2qproduces45(2q).Thistechniquebecamepopularsinceanormalintegermultiplicationandlogicalshiftrightaretheonlyrequiredoperationstoperformamultiplicationoftwofixedpointnumbers.Usingfixedpointarithmetic,divisioncanbeeasilyapproximatedbymultiplyingbythereciprocal.If2qisequivalenttoonethan2q/bisequivalenttothefixedpointapproximationof1/busingrealarithmetic.Usingthisfactdividinganintegerabyanotherintegerbcanbeachievedwiththefollowingexpression.⌊a/b⌋∼⌊(a·⌊2q/b⌋)/2q⌋(6.2)Theprecisionofthedivisionisproportionaltothevalueofq.Ifthedivisorbisusedfrequentlyasisthecasewithmodularexponentiationpre-computing2q/bwillallowadivisiontobeperformedwithamultiplicationandarightshift.Bothoperationsareconsiderablyfasterthandivisiononmostprocessors.Considerdividing19by5.Thecorrectresultis⌊19/5⌋=3.Withq=3thereciprocalis⌊2q/5⌋=1whichleadstoaproductof19whichwhendividedby2qproduces2.However,withq=4thereciprocalis⌊2q/5⌋=3andtheresultoftheemulateddivisionis⌊3·19/2q⌋=3whichiscorrect.Thevalueof2qmustbeclosetoorideallylargerthanthedividend.Ineffectifaisthedividendthenqshouldallow0≤⌊a/2q⌋≤1inorderforthisapproachtoworkcorrectly.Pluggingthisformofdivisonintotheoriginalequationthefollowingmodularresidueequationarises.c=a−b·⌊(a·⌊2q/b⌋)/2q⌋(6.3)Usingthenotationfrom[7]thevalueof⌊2q/b⌋willberepresentedbytheµsymbol.Usingtheµvariablealsohelpsre-inforcetheideathatitismeanttobecomputedonceandre-used.c=a−b·⌊(a·µ)/2q⌋(6.4)Providedthat2q≥athisalgorithmwillproduceaquotientthatiseitherexactlycorrectoroffbyavalueofone.InthecontextofBarrettreductionthevalueofaisboundby0≤a≤(b−1)2meaningthat2q≥b2issufficienttoensurethereciprocalwillhaveenoughprecision.Letnrepresentthenumberofdigitsinb.Thisalgorithmrequiresapproxi-mately2n2singleprecisionmultiplicationstoproducethequotientandanothern2singleprecisionmultiplicationstofindtheresidue.Intotal3n2singlepreci-sionmultiplicationsarerequiredtoreducethenumber.



104CHAPTER6.MODULARREDUCTIONForexample,ifb=1179677andq=41(2q>b2),thenthereciprocalµisequalto⌊2q/b⌋=1864089.Considerreducinga=180388626447modulobusingtheabovereductionequation.Thequotientusingthenewformulais⌊(a·µ)/2q⌋=152913.Bysubtracting152913bfromathecorrectresiduea≡677346(modb)isfound.6.2.2ChoosingaRadixPointUsingthefixedpointrepresentationamodularreductioncanbeperformedwith3n2singleprecisionmultiplications.Ifthatwerethebestthatcouldbeachievedafulldivision3mightaswellbeusedinitsplace.Thekeytooptimizingthereductionistoreducetheprecisionoftheinitialmultiplicationthatfindsthequotient.Letarepresentthenumberofwhichtheresidueissought.Letbrepresentthemodulususedtofindtheresidue.Letmrepresentthenumberofdigitsinb.Forthepurposesofthisdiscussionwewillassumethatthenumberofdigitsinais2m,whichisgenerallytrueiftwom-digitnumbershavebeenmultiplied.Dividingabybisthesameasdividinga2mdigitintegerbyamdigitinteger.Digitsbelowthem−1’thdigitofawillcontributeatmostavalueof1tothequotientbecauseβk<bforany0≤k≤m−1.Anotherwaytoexpressthisisbyre-writingaastwoparts.Ifa′≡a(modbm)anda′′=a−a′thenab≡a′+a′′bwhichisequivalenttoa′b+a′′b.Sincea′isboundtobelessthanbthequotientisboundby0≤a′b<1.Sincethedigitsofa′donotcontributemuchtothequotienttheobservationisthattheymightaswellbezero.However,ifthedigits“mightaswellbezero”theymightaswellnotbethereinthefirstplace.Letq0=⌊a/βm−1⌋representtheinputwiththeirrelevantdigitstrimmed.Nowthemodularreductionistrimmedtothealmostequivalentequationc=a−b·⌊(q0·µ)/βm+1⌋(6.5)Notethattheoriginaldivisor2qhasbeenreplacedwithβm+1whereinthiscaseqisamultipleoflg(β).Alsonotethattheexponentonthedivisorwhenaddedtotheamountq0wasshiftedbyequals2m.Iftheoptimizationhadnotbeenperformedthedivisorwouldhavetheexponent2msointheendtheexponentsdo“addup”.Usingtheaboveequationthequotient⌊(q0·µ)/βm+1⌋canbeofffromthetruequotientbyatmosttwo.Theoriginalfixedpoint3AdivisionrequiresapproximatelyO(2cn2)singleprecisionmultiplicationsforasmallvalueofc.See8.1forfurtherdetails.



6.2.THEBARRETTREDUCTION105quotientcanbeoffbyasmuchasone(providedtheradixpointischosensuitably)andnowthatthelowerirreleventdigitshavebeentrimmedthequotientcanbeoffbyanadditionalvalueofoneforatotalofatmosttwo.Thisimpliesthat0≤a−b·⌊(q0·µ)/βm+1⌋<3b.Byfirstsubtractingbtimesthequotientandthenconditionallysubtractingbonceortwicetheresidueisfound.Thequotientisnowfoundusing(m+1)(m)=m2+msingleprecisionmultiplicationsandtheresiduewithanadditionalm2singleprecisionmultipli-cations,ignoringthesubtractionsrequired.Intotal2m2+msingleprecisionmultiplicationsarerequiredtofindtheresidue.Thisisconsiderablyfasterthantheoriginalattempt.Forexample,letβ=10representtheradixofthedigits.Letb=9999representthemoduluswhichimpliesm=4.Leta=99929878representthevalueofwhichtheresidueisdesired.Inthiscaseq=8since107<99992meaningthatµ=⌊βq/b⌋=10001.Withthenewobservationthemultiplicandforthequotientisequaltoq0=⌊a/βm−1⌋=99929.Thequotientisthen⌊(q0·µ)/βm+1⌋=9993.Subtracting9993bfromaandthecorrectresiduea≡9871(modb)isfound.6.2.3TrimmingtheQuotientSofarthereductionalgorithmhasbeenoptimizedfrom3m2singleprecisionmultiplicationsdownto2m2+msingleprecisionmultiplications.Asitstandsnowthealgorithmisalreadyfairlyfastcomparedtoafullintegerdivisionalgo-rithm.However,thereisstillroomforoptimization.Afterthefirstmultiplicationinsidethequotient(q0·µ)thevalueisshiftedrightbym+1placeseffectivelynullifyingthelowerhalfoftheproduct.Itwouldbenicetobeabletoremovethosedigitsfromtheproducttoeffectivelycutdownthenumberofsingleprecisionmultiplications.Ifthenumberofdigitsinthemodulusmisfarlessthanβafullproductisnotrequiredforthealgorithmtoworkproperly.Infactthelowerm−2digitswillnotaffecttheupperhalfoftheproductatallanddonotneedtobecomputed.Thevalueofµisam-digitnumberandq0isam+1digitnumber.Usingafullmultiplier(m+1)(m)=m2+msingleprecisionmultiplicationswouldberequired.Usingamultiplierthatwillonlyproducedigitsatandabovethem−1’thdigitreducesthenumberofsingleprecisionmultiplicationstom2+m2singleprecisionmultiplications.



106CHAPTER6.MODULARREDUCTION6.2.4TrimmingtheResidueAfterthequotienthasbeencalculateditisusedtoreducetheinput.Asprevi-ouslynotedthealgorithmisnotexactanditcanbeoffbyasmallmultipleofthemodulus,thatis0≤a−b·⌊(q0·µ)/βm+1⌋<3b.Ifbismdigitsthantheresultofreductionequationisavalueofatmostm+1digits(provided3<β)implyingthattheupperm−1digitsareimplicitlyzero.Thenextoptimizationarisesfromthisveryfact.Insteadofcomputingb·⌊(q0·µ)/βm+1⌋usingafullO(m2)multiplicationalgorithmonlythelowerm+1digitsoftheproducthavetobecomputed.Similarlythevalueofacanbereducedmoduloβm+1beforethemultipleofbissubtractedwhichsimplifesthesubtractionaswell.Amultiplicationthatproducesonlythelowerm+1digitsrequiresm2+3m−22singleprecisionmultiplications.WithbothoptimizationsinplacethealgorithmisthealgorithmBarrettproposed.Itrequiresm2+2m−1singleprecisionmultiplicationswhichisconsiderablyfasterthanthestraightforward3m2method.6.2.5TheBarrettAlgorithm



6.2.THEBARRETTREDUCTION107Algorithmmpreduce.Input.mpinta,mpintbandµ=⌊β2m/b⌋,m=⌈lgβ(b)⌉,(0≤a<b2,b>1)Output.a(modb)Letmrepresentthenumberofdigitsinb.1.Makeacopyofaandstoreitinq.(mpinitcopy)2.q←⌊q/βm−1⌋(mprshd)Producethequotient.3.q←q·µ(note:onlyproducedigitsatorabovem−1)4.q←⌊q/βm+1⌋Subtractthemultipleofmodulusfromtheinput.5.a←a(modβm+1)(mpmod2d)6.q←q·b(modβm+1)(smpmuldigs)7.a←a−q(mpsub)Addβm+1ifacarryoccured.8.Ifa<0then(mpcmpd)8.1q←1(mpset)8.2q←q·βm+1(mplshd)8.3a←a+qNowsubtractthemodulusiftheresidueistoolarge(e.g.quotienttoosmall).9.Whilea≥bdo(mpcmp)9.1c←a−b10.Clearq.11.Return(MPOKAY)Figure6.1:AlgorithmmpreduceAlgorithmmpreduce.ThisalgorithmwillreducetheinputamodulobinplaceusingtheBarrettalgorithm.Itislooselybasedonalgorithm14.42ofHAC[2,pp.602]whichisbasedonthepaperfromPaulBarrett[7].Thealgorithmhasseveralrestrictionsandassumptionswhichmustbeadheredtoforthealgorithmtowork.Firstthemodulusbisassumedtobepositiveandgreaterthanone.Ifthemoduluswerelessthanorequaltoonethansubtractingamultipleofitwouldeitheraccomplishnothingoractuallyenlargetheinput.Theinputamustbeintherange0≤a<b2inorderforthequotienttohaveenoughprecision.Ifa



108CHAPTER6.MODULARREDUCTIONistheproductoftwonumbersthatwerealreadyreducedmodulob,thiswillnotbeaproblem.Technicallythealgorithmwillstillworkifa≥b2butitwilltakemuchlongertofinish.Thevalueofµispassedasanargumenttothisalgorithmandisassumedtobecalculatedandstoredbeforethealgorithmisused.Recallthatthemultiplicationforthequotientonstep3mustonlyproducedigitsatorabovethem−1’thposition.Analgorithmcalledsmpmulhighdigswhichhasnotbeenpresentedisusedtoaccomplishthistask.Thealgorithmisbasedonsmpmuldigsexceptthatinsteadofstoppingatagivenlevelofprecisionitstartsatagivenlevelofprecision.Thisoptimalalgorithmcanonlybeusedifthenumberofdigitsinbisverymuchsmallerthanβ.Whileitisknownthata≥b·⌊(q0·µ)/βm+1⌋onlythelowerm+1digitsarebeingusedtocomputetheresidue,soanimplied“borrow”fromthehigherdigitsmightleaveanegativeresult.Afterthemultipleofthemodulushasbeensubtractedfromatheresiduemustbefixedupincaseitisnegative.Theinvariantβm+1mustbeaddedtotheresiduetomakeitpositiveagain.Thewhileloopatstep9willsubtractbuntiltheresidueislessthanb.Ifthealgorithmisperformedcorrectlythisstepisperformedatmosttwice,andonaverageonce.However,ifa≥b2thanitwilliteratesubstantiallymoretimesthanitshould.File:bnmpreduce.cThefirstmultiplicationthatdeterminesthequotientcanbeperformedbyonlyproducingthedigitsfromm−1andup.Thisessentiallyhalvesthenumberofsingleprecisionmultiplicationsrequired.However,theoptimizationisonlysafeifβismuchlargerthanthenumberofdigitsinthemodulus.Inthesourcecodethisisevaluatedonlines36to44wherealgorithmsmpmulhighdigsisusedwhenitissafetodoso.6.2.6TheBarrettSetupAlgorithmInordertousealgorithmmpreducethevalueofµmustbecalculatedinad-vance.IdeallythisvalueshouldbecomputedonceandstoredforfutureusesothattheBarrettalgorithmcanbeusedwithoutdelay.



6.3.THEMONTGOMERYREDUCTION109Algorithmmpreducesetup.Input.mpinta(a>1)Output.µ←⌊β2m/a⌋1.µ←22·lg(β)·m(mp2expt)2.µ←⌊µ/b⌋(mpdiv)3.Return(MPOKAY)Figure6.2:AlgorithmmpreducesetupAlgorithmmpreducesetup.ThisalgorithmcomputesthereciprocalµrequiredforBarrettreduction.Firstβ2miscalculatedas22·lg(β)·mwhichisequivalentandmuchfaster.Thefinalvalueiscomputedbytakingtheintegerquotientof⌊µ/b⌋.File:bnmpreducesetup.cThissimpleroutinecalculatesthereciprocalµrequiredbyBarrettreduction.NotetheextendedusageofalgorithmmpdivwherethevariablewhichwouldreceivedtheremainderispassedasNULL.Aswillbediscussedin8.1thedivisionroutineallowsboththequotientandtheremaindertobepassedasNULLmeaningtoignorethevalue.6.3TheMontgomeryReductionMontgomeryreduction4[8]isbyfarthemostinterestingformofreductionincommonuse.Itcomputesamodularresiduewhichisnotactuallyequaltotheresidueoftheinputyetinsteadequaltoaresiduetimesaconstant.However,asperplexingasthismaysoundthealgorithmisrelativelysimpleandveryefficient.Throughoutthisentiresectionthevariablenwillrepresentthemodulususedtoformtheresidue.Aswillbediscussedshortlythevalueofnmustbeodd.Thevariablexwillrepresentthequantityofwhichtheresidueissought.SimilartotheBarrettalgorithmtheinputisrestrictedto0≤x<n2.Tobeginthedescriptionsomesimplenumbertheoryfactsmustbeestablished.Fact1.Addingntoxdoesnotchangetheresiduesinceineffectitaddsonetothequotient⌊x/n⌋.Anotherwaytoexplainthisisthatnis(ormultiples4ThankstoNielsFergusonforhisinsightfulexplanationofthealgorithm.



110CHAPTER6.MODULARREDUCTIONofnare)congruenttozeromodulon.Addingzerowillnotchangethevalueoftheresidue.Fact2.IfxiseventhenperformingadivisionbytwoinZiscongruenttox·2−1(modn).Actuallythisisanapplicationofthefactthatifxisevenlydivisiblebyanyk∈ZthendivisioninZwillbecongruenttomultiplicationbyk−1modulon.Fromthesetwosimplefactsthefollowingsimplealgorithmcanbederived.



6.3.THEMONTGOMERYREDUCTION111AlgorithmMontgomeryReduction.Input.Integerx,nandkOutput.2−kx(modn)1.fortfrom1tokdo1.1Ifxisoddthen1.1.1x←x+n1.2x←x/22.Returnx.Figure6.3:AlgorithmMontgomeryReductionThealgorithmreducestheinputonebitatatimeusingthetwocongruenciesstatedpreviously.Insidetheloopn,whichisodd,isaddedtoxifxisodd.ThisforcesxtobeevenwhichallowsthedivisionbytwoinZtobecongruenttoamodulardivisionbytwo.Sincexisassumedtobeinitiallymuchlargerthanntheadditionofnwillcontributeaninsignificantmagnitudetox.LetrrepresentthefinalresultoftheMontgomeryalgorithm.Ifk>lg(n)and0≤x<n2thenthefinalresultislimitedto0≤r<⌊x/2k⌋+n.Asaresultatmostasinglesubtractionisrequiredtogettheresiduedesired.Stepnumber(t)Result(x)1x+n=5812,x/2=29062x/2=14533x+n=1710,x/2=8554x+n=1112,x/2=5565x/2=2786x/2=1397x+n=396,x/2=1988x/2=999x+n=356,x/2=178Figure6.4:ExampleofMontgomeryReduction(I)Considertheexampleinfigure6.4whichreducesx=5555modulon=257whenk=9(noteβk=512whichislargerthann).Theresultofthealgorithmr=178iscongruenttothevalueof2−9·5555(mod257).Whenrismultipliedby29modulo257thecorrectresiduer≡158isproduced.Letk=⌊lg(n)⌋+1representthenumberofbitsinn.Thecurrentalgorithm



112CHAPTER6.MODULARREDUCTIONrequires2k2singleprecisionshiftsandk2singleprecisionadditions.AtthisratethealgorithmismostcertainlyslowerthanBarrettreductionandnotterriblyuseful.Fortunatelythereexistsanalternativerepresentationofthealgorithm.AlgorithmMontgomeryReduction(modifiedI).Input.Integerx,nandk(2k>n)Output.2−kx(modn)1.fortfrom1tokdo1.1Ifthet’thbitofxisonethen1.1.1x←x+2tn2.Returnx/2k.Figure6.5:AlgorithmMontgomeryReduction(modifiedI)Thisalgorithmisequivalentsince2tnisamultipleofnandthelowerkbitsofxarezerobystep2.Thenumberofsingleprecisionshiftshasnowbeenreducedfrom2k2tok2+kwhichisonlyasmallimprovement.Stepnumber(t)Result(x)Result(x)inBinary–555510101101100111x+20n=581210110101101002581210110101101003x+22n=684011010101110004x+23n=889610001011000000588961000101100000068896100010110000007x+26n=253441100011000000008253441100011000000009x+27n=9113610110010000000000–x/2k=178Figure6.6:ExampleofMontgomeryReduction(II)Figure6.6demonstratesthemodifiedalgorithmreducingx=5555modulon=257withk=9.Withthisalgorithmasingleshiftrightattheendistheonlyrightshiftrequiredtoreducetheinputinsteadofkrightshiftsinsidetheloop.Notethatfortheiterationst=2,5,6and8wheretheresultxisnotchanged.Inthoseiterationsthet’thbitofxiszeroandtheappropriate



6.3.THEMONTGOMERYREDUCTION113multipleofndoesnotneedtobeaddedtoforcethet’thbitoftheresulttozero.6.3.1DigitBasedMontgomeryReductionInsteadofcomputingthereductiononabit-by-bitbasisitisactuallymuchfastertocomputeitondigit-by-digitbasis.Considerthepreviousalgorithmre-writtentocomputetheMontgomeryreductioninthisnewfashion.AlgorithmMontgomeryReduction(modifiedII).Input.Integerx,nandk(βk>n)Output.β−kx(modn)1.fortfrom0tok−1do1.1x←x+µnβt2.Returnx/βk.Figure6.7:AlgorithmMontgomeryReduction(modifiedII)Thevalueµnβtisamultipleofthemodulusnmeaningthatitwillnotchangetheresidue.Ifthefirstdigitofthevalueµnβtequalsthenegative(moduloβ)ofthet’thdigitofxthentheadditionwillresultinazerodigit.Thisproblembreaksdowntosolvingthefollowingcongruency.xt+µn0≡0(modβ)µn0≡−xt(modβ)µ≡−xt/n0(modβ)Ineachiterationofthelooponstep1anewvalueofµmustbecalculated.Thevalueof−1/n0(modβ)isusedextensivelyinthisalgorithmandshouldbeprecomputed.Letρrepresentthenegativeofthemodularinverseofn0moduloβ.Forexample,letβ=10representtheradix.Letn=17representthemoduluswhichimpliesk=2andρ≡7.Letx=33representthevaluetoreduce.



114CHAPTER6.MODULARREDUCTIONStep(t)ValueofxValueofµ–33–033+µn=501150+µnβ=9005Figure6.8:ExampleofMontgomeryReductionThefinalresult900isthendividedbyβktoproducethefinalresult9.Thefirstobservationisthat96≡x(modn)whichimpliestheresultisnotthemodularresidueofxmodulon.However,recallthattheresidueisactuallymultipliedbyβ−kinthealgorithm.Togetthetrueresiduethevaluemustbemultipliedbyβk.Inthiscaseβk≡15(modn)andthecorrectresidueis9·15≡16(modn).6.3.2BaselineMontgomeryReductionThebaselineMontgomeryreductionalgorithmwillproducetheresidueforanysizeinput.Itisdesignedtobeacatch-allalgororithmforMontgomeryreduc-tions.



6.3.THEMONTGOMERYREDUCTION115Algorithmmpmontgomeryreduce.Input.mpintx,mpintnandadigitρ≡−1/n0(modn).(0≤x<n2,n>1,(n,β)=1,βk>n)Output.β−kx(modn)1.digs←2n.used+12.Ifdigs<MPARRAYandm.used<δthen2.1Usealgorithmfastmpmontgomeryreduceinstead.Setupxforthereduction.3.Ifx.alloc<digsthengrowxtodigsdigits.4.x.used←digsEliminatethelowerkdigits.5.Forixfrom0tok−1do5.1µ←xix·ρ(modβ)5.2u←05.3Foriyfrom0tok−1do5.3.1ˆr←µniy+xix+iy+u5.3.2xix+iy←ˆr(modβ)5.3.3u←⌊ˆr/β⌋5.4Whileu>0do5.4.1iy←iy+15.4.2xix+iy←xix+iy+u5.4.3u←⌊xix+iy/β⌋5.4.4xix+iy←xix+iy(modβ)Dividebyβkandfixupasrequired.6.x←⌊x/βk⌋7.Ifx≥nthen7.1x←x−n8.Return(MPOKAY).Figure6.9:AlgorithmmpmontgomeryreduceAlgorithmmpmontgomeryreduce.ThisalgorithmreducestheinputxmoduloninplaceusingtheMontgomeryreductionalgorithm.Thealgorithmislooselybasedonalgorithm14.32of[2,pp.601]exceptitmergesthemulti-plicationofµnβtwiththeadditionintheinnerloop.Therestrictionsonthisalgorithmarefairlyeasytoadaptto.First0≤x<n2boundstheinputto



116CHAPTER6.MODULARREDUCTIONnumbersinthesamerangeasfortheBarrettalgorithm.Additionallyifn>1andnisoddtherewillexistamodularinverseρ.ρmustbecalculatedinad-vanceofthisalgorithm.Finallythevariablekisfixedandapseudonymforn.used.Step2decideswhetherafasterMontgomeryalgorithmcanbeused.ItisbasedontheCombatechniquemeaningthattherearelimitsonthesizeoftheinput.Thisalgorithmisdiscussedinsub-section6.3.3.Step5isthemainreductionloopofthealgorithm.Thevalueofµiscalcu-latedonceperiterationintheouterloop.Theinnerloopcalculatesx+µnβixbymultiplyingµnandaddingtheresulttoxshiftedbyixdigits.Boththeadditionandmultiplicationareperformedinthesamelooptosavetimeandmemory.Step5.4willhandleanyadditionalcarriesthatescapetheinnerloop.Usingaquickinspectionthisalgorithmrequiresnsingleprecisionmultipli-cationsfortheouterloopandn2singleprecisionmultiplicationsintheinnerloop.Intotaln2+nsingleprecisionmultiplicationswhichcomparesfavourablytoBarrettatn2+2n−1singleprecisionmultiplications.File:bnmpmontgomeryreduce.cThisisthebaselineimplementationoftheMontgomeryreductionalgorithm.Lines31to36determineiftheCombabasedroutinecanbeusedinstead.Line47computesthevalueofµforthatparticulariterationoftheouterloop.Themultiplicationµnβixisperformedinonestepintheinnerloop.Thealiastmpxreferstotheix’thdigitofxandthealiastmpnreferstothemodulusn.6.3.3Faster“Comba”MontgomeryReductionTheMontgomeryreductionrequiresfewersingleprecisionmultiplicationsthanaBarrettreduction,howeveritismuchslowerduetotheserialnatureoftheinnerloop.TheBarrettreductionalgorithmrequirestwoslightlymodifiedmul-tiplierswhichcanbeimplementedwiththeCombatechnique.TheMontgomeryreductionalgorithmcannotdirectlyusetheCombatechniquetoanysignificantadvantagesincetheinnerloopcalculatesak×1productktimes.Thebiggestobstacleisthatattheix’thiterationoftheouterloopthevalueofxixisrequiredtocalculateµ.Thismeansthecarriesfrom0toix−1musthavebeenpropagatedupwardstoformavalidix’thdigit.Thesolutionasitturnsoutisverysimple.PerformaCombalikemultiplierandinsidetheouterloopjustaftertheinnerloopfixuptheix+1’thdigitbyforwardingthecarry.



6.3.THEMONTGOMERYREDUCTION117WiththischangeinplacetheMontgomeryreductionalgorithmcanbeper-formedwithaCombastylemultiplicationloopwhichsubstantiallyincreasesthespeedofthealgorithm.



118CHAPTER6.MODULARREDUCTIONAlgorithmfastmpmontgomeryreduce.Input.mpintx,mpintnandadigitρ≡−1/n0(modn).(0≤x<n2,n>1,(n,β)=1,βk>n)Output.β−kx(modn)PlaceanarrayofMPWARRAYmpwordvariablescalledˆWonthestack.1.ifx.alloc<n.used+1thengrowxton.used+1digits.CopythedigitsofxintothearrayˆW2.Forixfrom0tox.used−1do2.1ˆWix←xix3.Forixfromx.usedto2n.used−1do3.1ˆWix←0Elimiatethelowerkdigits.4.forixfrom0ton.used−1do4.1µ←ˆWix·ρ(modβ)4.2Foriyfrom0ton.used−1do4.2.1ˆWiy+ix←ˆWiy+ix+µ·niy4.3ˆWix+1←ˆWix+1+⌊ˆWix/β⌋Propagatecarriesupwards.5.forixfromn.usedto2n.used+1do5.1ˆWix+1←ˆWix+1+⌊ˆWix/β⌋Shiftrightandreducemoduloβsimultaneously.6.forixfrom0ton.used+1do6.1xix←ˆWix+n.used(modβ)Zeroexcessdigitsandfixupx.7.ifx.used>n.used+1thendo7.1forixfromn.used+1tox.used−1do7.1.1xix←08.x.used←n.used+19.Clampexcessivedigitsofx.10.Ifx≥nthen10.1x←x−n11.Return(MPOKAY).Figure6.10:AlgorithmfastmpmontgomeryreduceAlgorithmfastmpmontgomeryreduce.ThisalgorithmwillcomputetheMontgomeryreductionofxmodulonusingtheCombatechnique.Itisonmostcomputerplatformssignificantlyfasterthanalgorithmmpmontgomeryreduceandalgorithmmpreduce(Barrettreduction).Thealgorithmhasthesamere-



6.3.THEMONTGOMERYREDUCTION119strictionsontheinputasthebaselinereductionalgorithm.Anadditionaltworestrictionsareimposedonthisalgorithm.ThenumberofdigitskinthethemodulusnmustnotviolateMPWARRAY>2k+1andn<δ.Whenβ=228thisalgorithmcanbeusedtoreducemoduloamodulusofatmost3,556bitsinlength.AsintheotherCombareductionalgorithmsthereisaˆWarraywhichstoresthecolumnsoftheproduct.Itisinitiallyfilledwiththecontentsofxwiththeexcessdigitszeroed.Thereductionloopisverysimilarthetothebaselineloopatheart.Themultiplicationonstep4.1canbesingleprecisiononlysinceab(modβ)≡(amodβ)(bmodβ).SomemultiplierssuchasthoseontheARMprocessorstakeavariablelengthtimetocompletedependingonthenumberofbytesofresultitmustproduce.Byperformingasingleprecisionmultiplicationinsteadhalftheamountoftimeisspent.AlsonotethatdigitˆWixmusthavethecarryfromtheix−1’thdigitpropa-gatedupwardsinorderforthistowork.Thatiswhatstep4.3willdo.Ineffectoverthen.usediterationsoftheouterloopthen.used’thlowercolumnsallhavethetheircarriespropagatedforwards.Notehowtheupperbitsofthosesamewordsarenotreducedmoduloβ.Thisisbecausethosevalueswillbediscardedshortlyandthereisnopoint.Step5willpropagatetheremainderofthecarriesupwards.Onstep6thecolumnsarereducedmoduloβandshiftedsimultaneouslyastheyarestoredinthedestinationx.File:bnfastmpmontgomeryreduce.cTheˆWarrayisfirstfilledwithdigitsofxonline48thentherestofthedigitsarezeroedonline55.Bothloopssharethesamealiasvariablestomakethecodeeasiertoread.Thevalueofµiscalculatedinaninterestingfashion.FirstthevalueˆWixisreducedmoduloβandcasttoampdigit.Thisforcesthecompilertouseasingleprecisionmultiplicationandpreventsanyconcernsaboutlossofprecision.Line110fixesthecarryforthenextiterationoftheloopbypropagatingthecarryfromˆWixtoˆWix+1.Theforlooponline109propagatestherestofthecarriesupwardsthroughthecolumns.Theforlooponline126reducesthecolumnsmoduloβandshiftsthemkplacesatthesametime.ThealiasˆWactuallyreferstothearrayˆWstartingatthen.used’thdigit,thatisˆWt=ˆWn.used+t.



120CHAPTER6.MODULARREDUCTION6.3.4MontgomerySetupTocalculatethevariableρarelativelysimplealgorithmwillberequired.Algorithmmpmontgomerysetup.Input.mpintn(n>1and(n,2)=1)Output.ρ≡−1/n0(modβ)1.b←n02.Ifbisevenreturn(MPVAL)3.x←(((b+2)AND4)<<1)+b4.forkfrom0to⌈lg(lg(β))⌉−2do4.1x←x·(2−bx)5.ρ←β−x(modβ)6.Return(MPOKAY).Figure6.11:AlgorithmmpmontgomerysetupAlgorithmmpmontgomerysetup.ThisalgorithmwillcalculatethevalueofρrequiredwithintheMontgomeryreductionalgorithms.Itusesaveryinterestingtricktocalculate1/n0whenβisapoweroftwo.File:bnmpmontgomerysetup.cThissourcecodecomputesthevalueofρrequiredtoperformMontgomeryreduction.Ithasbeenmodifiedtoavoidperformingexcessmultiplicationswhenβisnotthedefault28-bits.6.4TheDiminishedRadixAlgorithmTheDiminishedRadixmethodofmodularreduction[9]isafairlyclevertech-niquewhichcanbemoreefficientthaneithertheBarrettorMontgomerymeth-odsforcertainformsofmoduli.Thetechniqueisbasedonthefollowingsimplecongruence.(xmodn)+k⌊x/n⌋≡x(mod(n−k))(6.6)ThisobservationwasusedintheMMB[10]blockciphertocreateadiffusionprimitive.Itusedthefactthatifn=231andk=1thatthenax86multiplier



6.4.THEDIMINISHEDRADIXALGORITHM121couldproducethe62-bitproductandusethe“shrd”instructiontoperformadouble-precisionrightshift.Theproofoftheaboveequationisverysimple.Firstwritexintheproductform.x=qn+r(6.7)Nowreducebothsidesmodulo(n−k).x≡qk+r(mod(n−k))(6.8)Thevariablenreducesmodulon−ktok.Byputtingq=⌊x/n⌋andr=xmodnintotheequationtheoriginalcongruenceisreproduced,thusconcludingtheproof.Thefollowingalgorithmisbasedonthisobservation.AlgorithmDiminishedRadixReduction.Input.Integerx,n,kOutput.xmod(n−k)1.q←⌊x/n⌋2.q←k·q3.x←x(modn)4.x←x+q5.Ifx≥(n−k)then5.1x←x−(n−k)5.2Gotostep1.6.ReturnxFigure6.12:AlgorithmDiminishedRadixReductionThisalgorithmwillreducexmodulon−kandreturntheresidue.If0≤x<(n−k)2thenthealgorithmwillloopalmostalwaysonceortwiceandoccasionallythreetimes.Forsimplicitysakethevalueofxisboundedbythefollowingsimplepolynomial.0≤x<n2+k2−2nk(6.9)Thetrueboundis0≤x<(n−k−1)2butthishasquiteafewmoreterms.Thevalueofqafterstep1isboundedbythefollowing.q<n−2k−k2/n(6.10)



122CHAPTER6.MODULARREDUCTIONx=123456789,n=256,k=3q←⌊x/n⌋=482253q←q∗k=1446759x←xmodn=21x←x+q=1446780x←x−(n−k)=1446527q←⌊x/n⌋=5650q←q∗k=16950x←xmodn=127x←x+q=17077x←x−(n−k)=16824q←⌊x/n⌋=65q←q∗k=195x←xmodn=184x←x+q=379x←x−(n−k)=126Figure6.13:ExampleDiminishedRadixReductionSincek2isgoingtobeconsiderablysmallerthannthattermwillalwaysbezero.Thevalueofxafterstep3isboundedtriviallyas0≤x<n.Bystepfourthesumx+qisboundedby0≤q+x<(k+1)n−2k2−1(6.11)Withasecondpassqwillbelooselyboundedby0≤q<k2afterstep2whilexwillstillbelooselyboundedby0≤x<nafterstep3.Afterthesecondpassitishighlyunlikethatthesuminstep4willexceedn−k.Inpracticefewerthanthreepassesofthealgorithmarerequiredtoreducevirtuallyeveryinputintherange0≤x<(n−k−1)2.Figure6.13demonstratesthereductionofx=123456789modulon−k=253whenn=256andk=3.Notethatevenwhilexisconsiderablylargerthan(n−k−1)2=63504thealgorithmstillconvergesonthemodularresidueexceedinglyfast.Inthiscaseonlythreepasseswererequiredtofindtheresiduex≡126.



6.4.THEDIMINISHEDRADIXALGORITHM1236.4.1ChoiceofModuliOnthesurfacethisalgorithmlookslikeaveryexpensivealgorithm.Itrequiresacoupleofsubtractionsfollowedbymultiplicationandothermodularreductions.Theusefulnessofthisalgorithmbecomesexceedinglyclearwhenanappropriatemodulusischosen.Divisioningeneralisaveryexpensiveoperationtoperform.Theoneex-ceptioniswhenthedivisionisbyapoweroftheradixofrepresentationused.Divisionbytenforexampleissimpleforpencilandpapermathematicssinceitamountstoshiftingthedecimalplacetotheright.Similarlydivisionbytwo(orpowersoftwo)isverysimpleforbinarycomputerstoperform.Itwouldthereforeseemlogicaltochoosenoftheform2pwhichwouldimplythat⌊x/n⌋isasimpleshiftofxrightpbits.However,thereisoneoperationrelatedtodivisionofpoweroftwosthatisevenfasterthanthis.Ifn=βpthenthedivisionmaybeperformedbymovingwholedigitstotherightpplaces.Inpracticedivisionbyβpismuchfasterthandivisionby2pforanyp.Alsowiththechoiceofn=βpreducingxmodulonmerelyrequireszeroingthedigitsabovethep−1’thdigitofx.Throughoutthenextsectiontheterm“restrictedmodulus”willrefertoamodulusoftheformβp−kwhereastheterm“unrestrictedmodulus”willrefertoamodulusoftheform2p−k.Theword“restricted”inthiscasereferstothefactthatitisbasedonthe2plogicexceptpmustbeamultipleoflg(β).6.4.2ChoiceofkNowthatdivisionandreduction(step1and3offigure6.12)havebeenopti-mizedtosimpledigitoperationsthemultiplicationbykinstep2isthemostexpensiveoperation.Fortunatelythechoiceofkisnotterriblylimited.Forallintentsandpurposesitmightaswellbeasingledigit.Thesmallerthevalueofkisthefasterthealgorithmwillbe.6.4.3RestrictedDiminishedRadixReductionTherestrictedDiminishedRadixalgorithmcanquicklyreduceaninputmoduloamodulusoftheformn=βp−k.Thisalgorithmcanreduceaninputxwithintherange0≤x<n2usingonlyacouplepassesofthealgorithmdemonstratedinfigure6.12.Theimplementationofthisalgorithmhasbeenoptimizedtoavoidadditionaloverheadassociatedwithadivisionbyβp,themultiplicationbykortheadditionofxandq.Theresultingalgorithmisveryefficientand



124CHAPTER6.MODULARREDUCTIONcanleadtosubstantialimprovementsoverBarrettandMontgomeryreductionwhenmodularexponentiationsareperformed.



6.4.THEDIMINISHEDRADIXALGORITHM125Algorithmmpdrreduce.Input.mpintx,nandampdigitk=β−n0(0≤x<n2,n>1,0<k<β)Output.xmodn1.m←n.used2.Ifx.alloc<2mthengrowxto2mdigits.3.µ←04.forifrom0tom−1do4.1ˆr←k·xm+i+xi+µ4.2xi←ˆr(modβ)4.3µ←⌊ˆr/β⌋5.xm←µ6.forifromm+1tox.used−1do6.1xi←07.Clampexcessdigitsofx.8.Ifx≥nthen8.1x←x−n8.2Gotostep3.9.Return(MPOKAY).Figure6.14:AlgorithmmpdrreduceAlgorithmmpdrreduce.ThisalgorithmwillperformtheDimishedRadixreductionofxmodulon.IthassimilarrestrictionstothatoftheBarrettreductionwiththeadditionthatnmustbeoftheformn=βm−kwhere0<k<β.Thisalgorithmessentiallyimplementsthepseudo-codeinfigure6.12exceptwithaslightoptimization.Thedivisionbyβm,multiplicationbykandadditionofxmodβmareallperformedsimultaneouslyinsidethelooponstep4.Thedivisionbyβmisemulatedbyaccessingthetermatthem+i’thpositionwhichissubsequentlymultipliedbykandaddedtothetermatthei’thposition.Aftertheloopthem’thdigitissettothecarryandtheupperdigitsarezeroed.Steps5and6emulatethereductionmoduloβmthatshouldhavehappendtoxbeforetheadditionofthemultipleoftheupperhalf.Atstep8ifxisstilllargerthannanotherpassofthealgorithmisrequired.Firstnissubtractedfromxandthenthealgorithmresumesatstep3.File:bnmpdrreduce.c



126CHAPTER6.MODULARREDUCTIONThefirststepistogrowxasrequiredto2mdigitssincethereductionisperformedinplaceonx.Thelabelonline52iswherethealgorithmwillresumeiffurtherreductionpassesarerequired.Intheoryitcouldbeplacedatthetopofthefunctionhowever,thesizeofthemodulusandquestionofwhetherxislargeenoughareinvariantafterthefirstpassmeaningthatitwouldbeawasteoftime.Thealiasestmpx1andtmpx2refertothedigitsofxwherethelatterisoffsetbymdigits.Byreadingdigitsfromxoffsetbymdigitsadivisionbyβmcanbesimulatedvirtuallyforfree.Thelooponline64performsthebulkofthework(correspondstostep4ofalgorithm7.11)inthisalgorithm.Byline67thepointertmpx1pointstothem’thdigitofxwhichiswherethefinalcarrywillbeplaced.Similarlybyline74thesamepointerwillpointtothem+1’thdigitwherethezeroeswillbeplaced.Sincethealgorithmisonlyvalidifbothxandnaregreaterthanzeroanunsignedcomparisonsufficestodetermineifanotherpassisrequired.Withthesamelogicatline81thevalueofxisknowntobegreaterthanorequaltonmeaningthatanunsignedsubtractioncanbeusedaswell.Sincethedestinationofthesubtractionisthelargeroftheinputsthecalltoalgorithmsmpsubcannotfailandthereturncodedoesnotneedtobechecked.SetupTosetuptherestrictedDiminishedRadixalgorithmthevaluek=β−n0isre-quired.Thisalgorithmisnotreallycomplicatedbutprovidedforcompleteness.Algorithmmpdrsetup.Input.mpintnOutput.k=β−n01.k←β−n0Figure6.15:AlgorithmmpdrsetupFile:bnmpdrsetup.c



6.4.THEDIMINISHEDRADIXALGORITHM127ModulusDetectionAnotheralgorithmwhichwillbeusefulistheabilitytodetectarestrictedDi-minishedRadixmodulus.AnintegerissaidtobeofrestrictedDiminishedRadixformifallofthedigitsareequaltoβ−1exceptthetrailingdigitwhichmaybeanyvalue.Algorithmmpdrismodulus.Input.mpintnOutput.1ifnisinD.Rform,0otherwise1.Ifn.used<2thenreturn(0).2.forixfrom1ton.used−1do2.1Ifnix6=β−1return(0).3.Return(1).Figure6.16:AlgorithmmpdrismodulusAlgorithmmpdrismodulus.ThisalgorithmdeterminesifavalueisinDiminishedRadixform.Step1rejectsobviouscaseswherefewerthantwodigitsareinthempint.Step2testsallbutthefirstdigittoseeiftheyareequaltoβ−1.Ifthealgorithmmanagestogettostep3thennmustbeofDiminishedRadixform.File:bnmpdrismodulus.c6.4.4UnrestrictedDiminishedRadixReductionTheunrestrictedDiminishedRadixalgorithmallowsmodularreductionstobeperformedwhenthemodulusisoftheform2p−k.Thisalgorithmisastraight-forwardadaptationofalgorithm6.12.IngeneraltherestrictedDiminishedRadixreductionalgorithmismuchfastersinceithasconsiderablyloweroverhead.However,thisnewalgorithmismuchfasterthaneitherMontgomeryorBarrettreductionwhenthemoduliareoftheappropriateform.Algorithmmpreduce2k.ThisalgorithmquicklyreducesaninputamoduloanunrestrictedDiminishedRadixmodulusn.Divisionby2pisemu-latedwitharightshiftwhichmakesthealgorithmfairlyinexpensivetouse.File:bnmpreduce2k.c



128CHAPTER6.MODULARREDUCTIONAlgorithmmpreduce2k.Input.mpintaandn.mpdigitk(a≥0,n>1,0<k<β,n+kisapoweroftwo)Output.a(modn)1.p←⌈lg(n)⌉(mpcountbits)2.Whilea≥ndo2.1q←⌊a/2p⌋(mpdiv2d)2.2a←a(mod2p)(mpmod2d)2.3q←q·k(mpmuld)2.4a←a−q(smpsub)2.5Ifa≥nthendo2.5.1a←a−n3.Return(MPOKAY).Figure6.17:Algorithmmpreduce2kThealgorithmmpcountbitscalculatesthenumberofbitsinanmpintwhichisusedtofindtheinitialvalueofp.Thecalltompdiv2donline31calculatesboththequotientqandtheremainderarequired.Bydoingbothinasinglefunctioncallthecodesizeiskeptfairlysmall.Themultiplicationbykisonlyperformedifk>1.Thisallowsreductionsmodulo2p−1tobeperformedwithoutanymultiplications.Theunsignedsmpadd,mpcmpmagandsmpsubareusedinplaceoftheirfullsigncounterpartssincetheinputsareonlyvalidiftheyarepositive.Byusingtheunsignedversionstheoverheadiskepttoaminimum.UnrestrictedSetupTosetupthisreductionalgorithmthevalueofk=2p−nisrequired.Algorithmmpreduce2ksetup.Thisalgorithmcomputesthevalueofkrequiredforthealgorithmmpreduce2k.Bymakingatemporaryvariablexequalto2pasubtractionissufficienttosolvefork.Alternativelyifnhasmorethanonedigitthevalueofkissimplyβ−n0.File:bnmpreduce2ksetup.c



6.4.THEDIMINISHEDRADIXALGORITHM129Algorithmmpreduce2ksetup.Input.mpintnOutput.k=2p−n1.p←⌈lg(n)⌉(mpcountbits)2.x←2p(mp2expt)3.x←x−n(mpsub)4.k←x05.Return(MPOKAY).Figure6.18:Algorithmmpreduce2ksetupUnrestrictedDetectionAnintegernisavalidunrestrictedDiminishedRadixmodulusifeitherofthefollowingaretrue.1.Thenumberhasonlyonedigit.2.Thenumberhasmorethanonedigitandeverybitfromtheβ’thtothemostsignificantisone.Ifeitherconditionistruethanthereisapoweroftwo2psuchthat0<2p−n<β.Iftheinputisonlyonedigitthanitwillalwaysbeofthecorrectform.Otherwiseallofthebitsabovethefirstdigitmustbeone.Thisarisesfromthefactthattherewillbevalueofkthatwhenaddedtothemoduluscausesacarryinthefirstdigitwhichpropagatesallthewaytothemostsignificantbit.Theresultingsumwillbeapoweroftwo.Algorithmmpreduceis2k.Input.mpintnOutput.1ifofproperform,0otherwise1.Ifn.used=0thenreturn(0).2.Ifn.used=1thenreturn(1).3.p←⌈lg(n)⌉(mpcountbits)4.forxfromlg(β)topdo4.1Ifthe(xmodlg(β))’thbitofthe⌊x/lg(β)⌋ofniszerothenreturn(0).5.Return(1).Figure6.19:Algorithmmpreduceis2k



130CHAPTER6.MODULARREDUCTIONAlgorithmmpreduceis2k.Thisalgorithmquicklydeterminesifamod-ulusisoftheformrequiredforalgorithmmpreduce2ktofunctionproperly.File:bnmpreduceis2k.c6.5AlgorithmComparisonSofarthreeverydifferentalgorithmsformodularreductionhavebeendiscussed.Eachofthealgorithmshavetheirownstrengthsandweaknessesthatmakeshavingsuchaselectionveryuseful.Thefollowingtablesumarizesthethreealgorithmsalongwithcomparisonsofworkfactors.Sinceallthreealgorithmshavetherestrictionthat0≤x<n2andn>1thoselimitationsarenotincludedinthetable.MethodWorkRequiredLimitationsm=8m=32m=64Barrettm2+2m−1None7910874223Montgomerym2+mnmustbeodd7210564160D.R.2mn=βm−k1664128IntheoryMontgomeryandBarrettreductionswouldrequireroughlythesameamountoftimetocomplete.However,inpracticesinceMontgomeryreductioncanbewrittenasasinglefunctionwiththeCombatechniqueitismuchfaster.Barrettreductionsuffersfromtheoverheadofcallingthehalfprecisionmultipliers,additionanddivisionbyβalgorithms.ForalmosteverycryptographicalgorithmMontgomeryreductionistheal-gorithmofchoice.TheonesetofalgorithmswhereDiminishedRadixreductiontrulyshinesarebasedonthediscretelogarithmproblemsuchasDiffie-Hellman[?]andElGamal[?].Inthesealgorithmsprimesoftheformβm−kcanbefoundandsharedamongstusers.TheseprimeswillallowtheDiminishedRadixalgorithmtobeusedinmodularexponentiationtogreatlyspeeduptheopera-tion.



6.5.ALGORITHMCOMPARISON131Exercises[3]Provethatthe“trick”inalgorithmmpmontgomerysetupactuallycalculatesthecorrectvalueofρ.[2]Deviseanalgorithmtoreducemodulon+kforsmallkquickly.[4]Provethatthepseudo-codealgorithm“DiminishedRadixReduction”(figure6.12)terminates.Alsoprovetheprobabilitythatitwillterminatewithin1≤k≤10iterations.
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Chapter7ExponentiationExponentiationistheoperationofraisingonevariabletothepowerofanother,forexample,ab.Avariantofexponentiation,computedinafinitefieldorring,iscalledmodularexponentiation.ThislatterstyleofoperationistypicallyusedinpublickeycryptosystemssuchasRSAandDiffie-Hellman.Theabilitytoquicklycomputemodularexponentiationsisofgreatbenefittoanysuchcryptosystemandmanymethodshavebeensoughttospeeditup.7.1ExponentiationBasicsAtrivialalgorithmwouldsimplymultiplyaagainstitselfb−1timestocomputetheexponentiationdesired.However,asbgrowsinsizethenumberofmultipli-cationsbecomesprohibitive.Imaginewhatwouldhappenifb∼21024asisthecasewhencomputinganRSAsignaturewitha1024-bitkey.Suchacalculationcouldneverbecompletedasitwouldtakesimplyfartoolong.Fortunatelythereisaverysimplealgorithmbasedonthelawsofexponents.Recallthatlga(ab)=bandthatlga(abac)=b+cwhicharetwotrivialrela-tionshipsbetweenthebaseandtheexponent.Letbirepresentthei’thbitofbstartingfromtheleastsignificantbit.Ifbisak-bitintegerthanthefollowingequationistrue.ab=k−1∏i=0a2i·bi(7.1)133



134CHAPTER7.EXPONENTIATIONBytakingthebasealogarithmofbothsidesoftheequationthefollowingequationistheresult.b=k−1∑i=02i·bi(7.2)Theterma2icanbefoundfromthei−1’thtermbysquaringthetermsince(a2i)2isequaltoa2i+1.Thisobservationformsthebasisofessentiallyallfastexponentiationalgorithms.Itrequiresksquaringsandonaveragek2multiplicationstocomputetheresult.Thisisindeedquiteanimprovementoversimplymultiplyingbyaatotalofb−1times.Whilethiscurrentmethodisaconsiderablespeeduptherearefurtherim-provementstobemade.Forexample,thea2itermdoesnotneedtobecomputedinanauxilaryvariable.Considerthefollowingequivalentalgorithm.AlgorithmLefttoRightExponentiation.Input.Integera,bandkOutput.c=ab1.c←12.forifromk−1to0do2.1c←c22.2c←c·abi3.Returnc.Figure7.1:LefttoRightExponentiationThisalgorithmstartsfromthemostsignificantbitandworkstowardstheleastsignificantbit.Whenthei’thbitofbissetaismultipliedagainstthecurrentproduct.Ineachiterationtheproductissquaredwhichdoublestheexponentoftheindividualtermsoftheproduct.Forexample,letb=1011002≡4410.Thefollowingchartdemonstratestheactionsofthealgorithm.



7.1.EXPONENTIATIONBASICS135ValueofiValueofc-15a4a23a4·a2a8·a2·a1a16·a4·a20a32·a8·a4Figure7.2:ExampleofLefttoRightExponentiationWhentheproducta32·a8·a4issimplifieditisequala44whichisthedesiredexponentiation.Thisparticularalgorithmiscalled“LefttoRight”becauseitreadstheexponentinthatorder.Alloftheexponentiationalgorithmsthatwillbepresentedareofthisnature.7.1.1SingleDigitExponentiationThefirstalgorithmintheseriesofexponentiationalgorithmswillbeanun-boundedalgorithmwheretheexponentisasingledigit.Itisintendedtobeusedwhenasmallpowerofaninputisrequired(e.g.a5).Itisfasterthansimplymultiplyingb−1timesforallvaluesofbthataregreaterthanthree.



136CHAPTER7.EXPONENTIATIONAlgorithmmpexptd.Input.mpintaandmpdigitbOutput.c=ab1.g←a(mpinitcopy)2.c←1(mpset)3.forxfrom1tolg(β)do3.1c←c2(mpsqr)3.2IfbAND2lg(β)−16=0then3.2.1c←c·g(mpmul)3.3b←b<<14.Clearg.5.Return(MPOKAY).Figure7.3:AlgorithmmpexptdAlgorithmmpexptd.Thisalgorithmcomputesthevalueofaraisedtothepowerofasingledigitb.Itusesthelefttorightexponentiationalgorithmtoquicklycomputetheexponentiation.Itislooselybasedonalgorithm14.79ofHAC[2,pp.615]withthedifferencethattheexponentisafixedwidth.Acopyofaismadefirsttoallowdestinationvariablecbethesameasthesourcevariablea.Theresultissettotheinitialvalueof1inthesubsequentstep.Insidethelooptheexponentisreadfromthemostsignificantbitfirstdowntotheleastsignificantbit.Firstcisinvariablysquaredonstep3.1.Inthefollowingstepifthemostsignificantbitofbisonethecopyofaismultipliedagainstc.Thevalueofbisshiftedleftonebittomakethenextbitdownfromthemostsignficantbitthenewmostsignificantbit.Ineffecteachiterationoftheloopmovesthebitsoftheexponentbupwardstothemostsignificantlocation.File:bnmpexptd.cLine29setstheinitialvalueoftheresultto1.Nextthelooponline31stepsthrougheachbitoftheexponentstartingfromthemostsignificantdowntowardstheleastsignificant.Theinvariantsquaringoperationplacedonline33isperformedfirst.Afterthesquaringtheresultcismultipliedbythebasegifandonlyifthemostsignificantbitoftheexponentisset.Theshiftonline47movesallofthebitsoftheexponentupwardstowardsthemostsignificantlocation.



7.2.K-ARYEXPONENTIATION1377.2k-aryExponentiationWhencalculatinganexponentiationthemosttimeconsumingbottleneckisthemultiplicationswhichareingeneralasmallfactorslowerthansquaring.Recallfromthepreviousalgorithmthatbireferstothei’thbitoftheexponentb.Supposeinsteaditreferredtothei’thk-bitdigitoftheexponentofb.Fork=1thedefinitionsaresynonymousandfork>1algorithm7.4computesthesameexponentiation.Agroupofkbitsfromtheexponentiscalledawindow.Thatisitisasmallwindowononlyaportionoftheentireexponent.Considerthefollowingmodificationtothebasiclefttorightexponentiationalgorithm.Algorithmk-aryExponentiation.Input.Integera,b,kandtOutput.c=ab1.c←12.forifromt−1to0do2.1c←c2k2.2Extractthei’thk-bitwordfrombandstoreiting.2.3c←c·ag3.Returnc.Figure7.4:k-aryExponentiationThesquaringonstep2.1canbecalculatedbysquaringthevaluecsucces-sivelyktimes.Ifthevaluesofagfor0<g<2khavebeenprecomputedthisalgorithmrequiresonlytmultiplicationsandtksquarings.Thetablecanbegeneratedwith2k−1−1squaringsand2k−1+1multiplications.Thisalgorithmassumesthatthenumberofbitsintheexponentisevenlydivisiblebyk.How-ever,whenitisnottheremaining0<x≤k−1bitscanbehandledwithalgorithm7.1.Supposek=4andt=100.Thismodifiedalgorithmwillrequire109multiplicationsand408squaringstocomputetheexponentiation.Theoriginalalgorithmwouldonaveragehaverequired200multiplicationsand400squringstocomputethesamevalue.Thetotalnumberofsquaringshasincreasedslightlybutthenumberofmultiplicationshasnearlyhalved.



138CHAPTER7.EXPONENTIATION7.2.1OptimalValuesofkAnoptimalvalueofkwillminimize2k+⌈n/k⌉+n−1forafixednumberofbitsintheexponentn.Thesimplestapproachistobruteforcesearchamongstthevaluesk=2,3,...,8forthelowestresult.Table7.5listsoptimalvaluesofkforvariousexponentsizesandcomparesthenumberofmultiplicationandsquaringsrequiredagainstalgorithm7.1.Exponent(bits)OptimalkWorkatkWorkwith7.1162272432349486439296128417519225643353845125645768102461257153620486245230724096748086144Figure7.5:OptimalValuesofkfork-aryExponentiation7.2.2Sliding-WindowExponentiationAsimplemodificationtothepreviousalgorithmisonlygeneratetheupperhalfofthetableintherange2k−1≤g<2k.Essentiallythisisatableforallvaluesofgwherethemostsignificantbitofgisaone.However,inorderforthistobeallowedinthealgorithmvaluesofgintherange0≤g<2k−1mustbeavoided.Table7.6listsoptimalvaluesofkforvariousexponentsizesandcomparestheworkrequiredagainstalgorithm7.4.



7.2.K-ARYEXPONENTIATION139Exponent(bits)OptimalkWorkatkWorkwith7.4163242732345496448792128416717525653223355126628645102461225125720487240324524096847354808Figure7.6:OptimalValuesofkforSlidingWindowExponentiationAlgorithmSlidingWindowk-aryExponentiation.Input.Integera,b,kandtOutput.c=ab1.c←12.forifromt−1to0do2.1Ifthei’thbitofbisazerothen2.1.1c←c22.2elsedo2.2.1c←c2k2.2.2Extractthekbitsfrom(bibi−1...bi−(k−1))andstoreiting.2.2.3c←c·ag2.2.4i←i−k3.Returnc.Figure7.7:SlidingWindowk-aryExponentiationSimilartothepreviousalgorithmthisalgorithmmusthaveaspecialhandlerwhenfewerthankbitsareleftintheexponent.Whilethisalgorithmrequiresthesamenumberofsquaringsitcanpotentiallyhavefewermultiplications.Thepre-computedtableagisalsohalfthesizeastheprevioustable.Considertheexponentb=1111010110010002≡3143210withk=3usingbothalgorithms.Thefirstalgorithmwilldividetheexponentupasthefollowingfive3-bitwordsb≡(111,101,011,001,000)2.Thesecondalgorithmwillbreaktheexponentasb≡(111,101,0,110,0,100,0)2.Thesingledigit0inthesecond



140CHAPTER7.EXPONENTIATIONrepresentationarewhereasinglesquaringtookplaceinsteadofasquaringandmultiplication.Intotalthefirstmethodrequires10multiplicationsand18squarings.Thesecondmethodrequires8multiplicationsand18squarings.Ingeneraltheslidingwindowmethodisneverslowerthanthegenerick-arymethodandoftenitisslightlyfaster.7.3ModularExponentiationModularexponentiationisessentiallycomputingthepowerofabasewithinafinitefieldorring.Forexample,computingd≡ab(modc)isamodularexponentiation.Insteadoffirstcomputingabandthenreducingitmoduloctheintermediateresultisreducedmodulocaftereverysquaringormultiplicationoperation.Thisguaranteesthatanyintermediateresultisboundedby0≤d≤c2−2c+1andcanbereducedmodulocquicklyusingoneofthealgorithmspresentedinchaptersix.Beforetheactualmodularexponentiationalgorithmcanbewrittenawrap-peralgorithmmustbewrittenfirst.Thisalgorithmwillallowtheexponentbtobenegativewhichiscomputedasc≡(1/a)|b|(modd).Thevalueof(1/a)modciscomputedusingthemodularinverse(see??).Ifnoinverseexiststhealgo-rithmterminateswithanerror.Algorithmmpexptmod.Input.mpinta,bandcOutput.y≡gx(modp)1.Ifc.sign=MPNEGreturn(MPVAL).2.Ifb.sign=MPNEGthen2.1g′←g−1(modc)2.2x′←|x|2.3Computed≡g′x′(modc)viarecursion.3.ifpisoddORpisaD.R.modulusthen3.1Computey≡gx(modp)viaalgorithmmpexptmodfast.4.else4.1Computey≡gx(modp)viaalgorithmsmpexptmod.Figure7.8:AlgorithmmpexptmodAlgorithmmpexptmod.Thefirstalgorithmwhichactuallyperforms



7.3.MODULAREXPONENTIATION141modularexponentiationisalgorithmsmpexptmod.Itisaslidingwindowk-aryalgorithmwhichusesBarrettreductiontoreducetheproductmodulop.ThesecondalgorithmmpexptmodfastperformsthesameoperationexceptituseseitherMontgomeryorDiminishedRadixreduction.Thetwolatterreduc-tionalgorithmsareclumpedinthesameexponentiationalgorithmsincetheirargumentsareessentiallythesame(twompintsandonempdigit).File:bnmpexptmod.cInordertokeepthealgorithmsinaknownstatethefirststeponline29istorejectanynegativemodulusasinput.IftheexponentisnegativethealgorithmtriestoperformamodularexponentiationwiththemodularinverseofthebaseG.ThetemporaryvariabletmpGisassignedthemodularinverseofGandtmpXisassignedtheabsolutevalueofX.Thealgorithmwillrecusewiththesenewvalueswithapositiveexponent.Iftheexponentispositivethealgorithmresumestheexponentiation.Line77determinesifthemodulusisoftherestrictedDiminishedRadixform.Ifitisnotline70attemptstodetermineifitisofaunrestrictedDiminishedRadixform.Theintegerdrwilltakeononeofthreevalues.1.dr=0meansthatthemodulusisnotofeitherrestrictedorunrestrictedDiminishedRadixform.2.dr=1meansthatthemodulusisofrestrictedDiminishedRadixform.3.dr=2meansthatthemodulusisofunrestrictedDiminishedRadixform.Line69determinesifthefastmodularexponentiationalgorithmcanbeused.Itisallowedifdr6=0orifthemodulusisodd.Otherwise,theslowersmpexptmodalgorithmisusedwhichusesBarrettreduction.7.3.1BarrettModularExponentiation



142CHAPTER7.EXPONENTIATIONAlgorithmsmpexptmod.Input.mpinta,bandcOutput.y≡gx(modp)1.k←lg(x)2.winsize←2ifk≤73if7<k≤364if36<k≤1405if140<k≤4506if450<k≤13037if1303<k≤35298if3529<k3.Initialize2winsizempintsinanarraynamedMandonempintnamedµ4.CalculatetheµrequiredforBarrettReduction(mpreducesetup).5.M1←g(modp)Setupthetableofsmallpowersofg.Firstfindg2winsizeandthenallmultiplesofit.6.k←2winsize−17.Mk←M18.forixfrom0towinsize−2do8.1Mk←(Mk)2(mpsqr)8.2Mk←Mk(modp)(mpreduce)9.forixfrom2winsize−1+1to2winsize−1do9.1Mix←Mix−1·M1(mpmul)9.2Mix←Mix(modp)(mpreduce)10.res←1StartSlidingWindow.11.mode←0,bitcnt←1,buf←0,digidx←x.used−1,bitcpy←0,bitbuf←012.Loop12.1bitcnt←bitcnt−112.2Ifbitcnt=0thendo12.2.1Ifdigidx=−1gotostep13.12.2.2buf←xdigidx12.2.3digidx←digidx−112.2.4bitcnt←lg(β)Continuedonnextpage.Figure7.9:Algorithmsmpexptmod



7.3.MODULAREXPONENTIATION143Algorithmsmpexptmod(continued).Input.mpinta,bandcOutput.y≡gx(modp)12.3y←(buf>>(lg(β)−1))AND112.4buf←buf<<112.5ifmode=0andy=0thengotostep12.12.6ifmode=1andy=0thendo12.6.1res←res212.6.2res←res(modp)12.6.3Gotostep12.12.7bitcpy←bitcpy+112.8bitbuf←bitbuf+(y<<(winsize−bitcpy))12.9mode←212.10Ifbitcpy=winsizethendoWindowisfullsoperformthesquaringsandsinglemultiplication.12.10.1forixfrom0towinsize−1do12.10.1.1res←res212.10.1.2res←res(modp)12.10.2res←res·Mbitbuf12.10.3res←res(modp)Resetthewindow.12.10.4bitcpy←0,bitbuf←0,mode←1Nomorewindowsleft.Checkforresidualbitsofexponent.13.Ifmode=2andbitcpy>0thendo13.1forixform0tobitcpy−1do13.1.1res←res213.1.2res←res(modp)13.1.3bitbuf←bitbuf<<113.1.4IfbitbufAND2winsize6=0thendo13.1.4.1res←res·M113.1.4.2res←res(modp)14.y←res15.Clearres,muandtheMarray.16.Return(MPOKAY).Figure7.10:Algorithmsmpexptmod(continued)Algorithmsmpexptmod.Thisalgorithmcomputesthex’thpowerofgmodulopandstorestheresultiny.IttakesadvantageoftheBarrettreduction



144CHAPTER7.EXPONENTIATIONalgorithmtokeeptheproductsmallthroughoutthealgorithm.Thefirsttwostepsdeterminetheoptimalwindowsizebasedonthenumberofbitsintheexponent.Thelargertheexponentthelargerthewindowsizebecomes.Afterawindowsizewinsizehasbeenchosenanarrayof2winsizempintvariablesisallocated.Thistablewillholdthevaluesofgx(modp)for2winsize−1≤x<2winsize.Afterthetableisallocatedthefirstpowerofgisfound.Sinceg≥pisalloweditmustbefirstreducedmoduloptomaketherestofthealgorithmmoreefficient.Thefirstelementofthetableat2winsize−1isfoundbysquaringM1successivelywinsize−2times.TherestofthetableelementsarefoundbymultiplyingthepreviouselementbyM1modulop.Nowthatthetableisavailabletheslidingwindowmaybegin.Thefollowinglistdescribesthefunctionsofallthevariablesinthewindow.1.Thevariablemodedictateshowthebitsoftheexponentareinterpreted.(a)Whenmode=0thebitsareignoredsincenonon-zerobitoftheexponenthasbeenseenyet.Forexample,iftheexponentweresimply1thentherewouldbelg(β)−1zerobitsbeforethefirstnon-zerobit.Inthiscasebitsareignoreduntilanon-zerobitisfound.(b)Whenmode=1anon-zerobithasbeenseenbeforeandanewwinsize-bitwindowhasnotbeenformedyet.Inthismodeleading0bitsarereadandasinglesquaringisperformed.Ifanon-zerobitisreadanewwindowiscreated.(c)Whenmode=2thealgorithmisinthemiddleofformingawindowandnewbitsareappendedtothewindowfromthemostsignificantbitdownwards.2.Thevariablebitcntindicateshowmanybitsareleftinthecurrentdigitoftheexponentlefttoberead.Whenitreacheszeroanewdigitisfetchedfromtheexponent.3.Thevariablebufholdsthecurrentlyreaddigitoftheexponent.4.Thevariabledigidxisanindexintotheexponentsdigits.Itstartsattheleadingdigitx.used−1andmovestowardsthetrailingdigit.5.Thevariablebitcpyindicateshowmanybitsareinthecurrentlyformedwindow.Whenitreacheswinsizethewindowisflushedandtheappro-priateoperationsperformed.



7.3.MODULAREXPONENTIATION1456.Thevariablebitbufholdsthecurrentbitsofthewindowbeingformed.Allofstep12isthewindowprocessingloop.Itwilliteratewhiletherearedigitsavailableformtheexponenttoread.Thefirststepinsidethisloopistoextractanewdigitifnomorebitsareavailableinthecurrentdigit.Iftherearenobitsleftanewdigitisreadandiftherearenodigitsleftthantheloopterminates.Afteradigitismadeavailablestep12.3willextractthemostsignificantbitofthecurrentdigitandmoveallotherbitsinthedigitupwards.Ineffectthedigitisreadfrommostsignificantbittoleastsignificantbitandsincethedigitsarereadfromleadingtotrailingedgestheentireexponentisreadfrommostsignificantbittoleastsignificantbit.Atstep12.5ifthemodeandcurrentlyextractedbityarebothzerothebitisignoredandthenextbitisread.Thispreventsthealgorithmfromhavingtoperformtrivialsquaringandreductionoperationsbeforethefirstnon-zerobitisread.Step12.6and12.7-10handlethetwocasesofmode=1andmode=2respectively.Figure7.11:SlidingWindowStateDiagramBystep13therearenomoredigitsleftintheexponent.However,theremaybepartialbitsinthewindowleft.Ifmode=2thenaLeft-to-Rightalgorithmisusedtoprocesstheremainingfewbits.File:bnsmpexptmod.c



146CHAPTER7.EXPONENTIATIONLines32through46determinetheoptimalwindowsizebasedonthelengthoftheexponentinbits.Thewindowdivisionsaresortedfromsmallesttogreatestsothatineachifstatementonlyoneconditionmustbetested.Forexample,bytheifstatementonline38thevalueofxisalreadyknowntobegreaterthan140.Theconditionalpieceofcodebeginningonline48allowsthewindowsizetoberestrictedtofivebits.ThislogicisusedtoensurethetableofprecomputedpowersofGremainsrelativelysmall.Theforlooponline61initializestheMarraywhilelines72and77through86initializethereductionfunctionthatwillbeusedforthismodulus.–Morelater.7.4QuickPowerofTwoCalculatingb=2acanbeperformedmuchquickerthanwithanyofthepreviousalgorithms.Recallthatalogicalshiftleftm<<kisequivalenttom·2k.Bythislogicwhenm=1aquickpoweroftwocanbeachieved.Algorithmmp2expt.Input.integerbOutput.a←2b1.a←02.Ifa.alloc<⌊b/lg(β)⌋+1thengrowaappropriately.3.a.used←⌊b/lg(β)⌋+14.a⌊b/lg(β)⌋←1<<(bmodlg(β))5.Return(MPOKAY).Figure7.12:Algorithmmp2exptAlgorithmmp2expt.File:bnmp2expt.c



Chapter8HigherLevelAlgorithmsThischapterdiscussesthevarioushigherlevelalgorithmsthatarerequiredtocompleteawellroundedmultipleprecisionintegerpackage.Theseroutinesarelessperformanceorientedthanthealgorithmsofchaptersfive,sixandsevenbutarenolessimportant.Thefirstsectiondescribesamethodofintegerdivisionwithremainderthatisuniversallywellknown.Itprovidesthesigneddivisionlogicforthepackage.Thesubsequentsectiondiscussesasetofalgorithmswhichallowasingledigittobethe2ndoperandforavarietyofoperations.Thesealgorithmsservemostlytosimplifyotheralgorithmswheresmallconstantsarerequired.Thelasttwosectionsdiscusshowtomanipulatevariousrepresentationsofintegers.Forexample,convertingfromanmpinttoastringofcharacter.8.1IntegerDivisionwithRemainderIntegerdivisionasidefrommodularexponentiationisthemostintensivealgo-rithmtocompute.Likeaddition,subtractionandmultiplicationthebasisofthisalgorithmisthelong-handdivisionalgorithmtaughttoschoolchildren.Throughoutthisdiscussionseveralcommonvariableswillbeused.Letxrep-resentthedivisorandyrepresentthedividend.Letqrepresenttheintegerquotient⌊y/x⌋andletrrepresenttheremainderr=y−x⌊y/x⌋.Thefollowingsimplealgorithmwillbeusedtostartthediscussion.147



148CHAPTER8.HIGHERLEVELALGORITHMSAlgorithmRadix-βIntegerDivision.Input.integerxandyOutput.q=⌊y/x⌋,r=y−xq1.q←02.n←||y||−||x||3.fortfromndownto0do3.1Maximizeksuchthatkxβtislessthanorequaltoyand(k+1)xβtisgreater.3.2q←q+kβt3.3y←y−kxβt4.r←y5.Return(q,r)Figure8.1:AlgorithmRadix-βIntegerDivisionAschildrenwearetaughtthisverysimplealgorithmforthecaseofβ=10.Almostinstinctivelyseveraloptimizationsaretaughtforwhichtheirreasonofexistingareneverexplained.Forthisexamplelety=5471representthedividendandx=23representthedivisor.Tofindthefirstdigitofthequotientthevalueofkmustbemaximizedsuchthatkxβtislessthanorequaltoyandsimultaneously(k+1)xβtisgreaterthany.Implicitlykisthemaximumvaluethet’thdigitofthequotientmayhave.Thehabitualmethodusedtofindthemaximumisto“eyeball”thetwonumbers,typicallyonlytheleadingdigitsandquicklyestimateaquotient.Byonlyusingleadingdigitsamuchsimplerdivisionmaybeusedtoformaneducatedguessatwhatthevaluemustbe.Inthiscasek=⌊54/23⌋=2quicklyarisesasapossiblesolution.Indeed2xβ2=4600islessthany=5471andsimultaneously(k+1)xβ2=6900islargerthany.Asaresultkβ2isaddedtothequotientwhichnowequalsq=200and4600issubtractedfromytogivearemainderofy=841.Againthisprocessisrepeatedtoproducethequotientdigitk=3whichmakesthequotientq=200+3β=230andtheremaindery=841−3xβ=181.Finallythelastiterationoftheloopproducesk=7whichleadstothequotientq=230+7=237andtheremaindery=181−7x=20.Thefinalquotientandremainderfoundareq=237andr=y=20whichareindeedcorrectsince237·23+20=5471istrue.



8.1.INTEGERDIVISIONWITHREMAINDER1498.1.1QuotientEstimationAsalludedtoearlierthequotientdigitkcanbeestimatedfromonlytheleadingdigitsofboththedivisoranddividend.Whenpleadingdigitsareusedfromboththedivisoranddividendtoformanestimationtheaccuracyoftheestimationrisesaspgrows.Technicallyspeakingtheestimationisbasedonassumingthelower||y||−pand||x||−plowerdigitsofthedividendanddivisorarezero.Thevalueoftheestimationmayoffbyafewvaluesineitherdirectionandingeneralisfairlycorrect.Asimplification[1,pp.271]oftheestimationtechniqueistouset+1digitsofthedividendandtdigitsofthedivisor,inparticularlywhent=1.Theestimateusingthistechniqueisnevertoosmall.Forthefollowingprooflett=||y||−1ands=||x||−1representthemostsignificantdigitsofthedividendanddivisorrespectively.Proof.Thequotientˆk=⌊(ytβ+yt−1)/xs⌋isgreaterthanorequaltok=⌊y/(x·β||y||−||x||−1)⌋.Thefirstobviouscaseiswhenˆk=β−1inwhichcasetheproofisconcludedsincetherealquotientcannotbelarger.Forallothercasesˆk=⌊(ytβ+yt−1)/xs⌋andˆkxs≥ytβ+yt−1−xs+1.Thelatterportionoftheinequalility−xs+1arisesfromthefactthatatruncatedintegerdivisionwillgivethesamequotientforatmostxs−1values.Nextaseriesofinequalitieswillprovethehypothesis.y−ˆkx≤y−ˆkxsβs(8.1)Thisistriviallytruesincex≥xsβs.Nextwereplaceˆkxsβsbythepreviousinequalityforˆkxs.y−ˆkx≤ytβt+...+y0−(ytβt+yt−1βt−1−xsβt+βs)(8.2)Bysimplifyingthepreviousinequalitythefollowinginequalityisformed.y−ˆkx≤yt−2βt−2+...+y0+xsβs−βs(8.3)Subsequently,yt−2βt−2+...+y0+xsβs−βs<xsβs≤x(8.4)Whichprovesthaty−ˆkx≤xandbyconsequenceˆk≥kwhichconcludestheproof.QED



150CHAPTER8.HIGHERLEVELALGORITHMS8.1.2NormalizedIntegersForthepurposesofdivisionanormalizedinputiswhenthedivisorsleadingdigitxnisgreaterthanorequaltoβ/2.Bymultiplyingbothxandybyj=⌊(β/2)/xn⌋thequotientremainsunchangedandtheremainderissimplyjtimestheoriginalremainder.Thepurposeofnormalizationistoensuretheleadingdigitofthedivisorissufficientlylargesuchthattheestimatedquotientwilllieinthedomainofasingledigit.Considerthemaximumdividend(β−1)·β+(β−1)andtheminimumdivisorβ/2.β2−1β/2≤2β−2β(8.5)Atmostthequotientapproaches2β,however,inpracticethiswillnotoccursincethatwouldimplythepreviousquotientdigitwastoosmall.8.1.3Radix-βDivisionwithRemainder



8.1.INTEGERDIVISIONWITHREMAINDER151Algorithmmpdiv.Input.mpinta,bOutput.c=⌊a/b⌋,d=a−bc1.Ifb=0return(MPVAL).2.If|a|<|b|thendo2.1d←a2.2c←02.3Return(MPOKAY).Setupthequotienttoreceivethedigits.3.Growqtoa.used+2digits.4.q←05.x←|a|,y←|b|6.sign←{MPZPOSifa.sign=b.signMPNEGotherwiseNormalizetheinputssuchthattheleadingdigitofyisgreaterthanorequaltoβ/2.7.norm←(lg(β)−1)−(⌈lg(y)⌉(modlg(β)))8.x←x·2norm,y←y·2normFindtheleadingdigitofthequotient.9.n←x.used−1,t←y.used−110.y←y·βn−t11.While(x≥y)do11.1qn−t←qn−t+111.2x←x−y12.y←⌊y/βn−t⌋Continuedonthenextpage.Figure8.2:Algorithmmpdiv



152CHAPTER8.HIGHERLEVELALGORITHMSAlgorithmmpdiv(continued).Input.mpinta,bOutput.c=⌊a/b⌋,d=a−bcNowfindtheremainderfothedigits.13.forifromndownto(t+1)do13.1Ifi>x.usedthenjumptothenextiterationofthisloop.13.2Ifxi=ytthen13.2.1qi−t−1←β−113.3else13.3.1ˆr←xi·β+xi−113.3.2ˆr←⌊ˆr/yt⌋13.3.3qi−t−1←ˆr13.4qi−t−1←qi−t−1+1Fixupquotientestimation.13.5Loop13.5.1qi−t−1←qi−t−1−113.5.2t1←013.5.3t10←yt−1,t11←yt,t1.used←213.5.4t1←t1·qi−t−113.5.5t20←xi−2,t21←xi−1,t22←xi,t2.used←313.5.6If|t1|>|t2|thengotostep13.5.13.6t1←y·qi−t−113.7t1←t1·βi−t−113.8x←x−t113.9Ifx.sign=MPNEGthen13.10t1←y13.11t1←t1·βi−t−113.12x←x+t113.13qi−t−1←qi−t−1−1Finalizetheresult.14.Clampexcessdigitsofq15.c←q,c.sign←sign16.x.sign←a.sign17.d←⌊x/2norm⌋18.Return(MPOKAY).Figure8.3:Algorithmmpdiv(continued)



8.1.INTEGERDIVISIONWITHREMAINDER153Algorithmmpdiv.Thisalgorithmwillcalculatequotientandremainderfromanintegerdivisiongivenadividendanddivisor.Thealgorithmisasigneddivisionandwillproduceafullyqualifiedquotientandremainder.Firstthedivisorbmustbenon-zerowhichisenforcedinstepone.Ifthedivisorislargerthanthedividendthanthequotientisimplicitlyzeroandtheremainderisthedividend.Afterthefirsttwotrivialcasesofinputsarehandledthevariableqissetuptoreceivethedigitsofthequotient.Twounsignedcopiesofthedivisoryanddividendxaremadeaswell.Thecoreofthedivisionalgorithmisanunsigneddivisionandwillonlyworkifthevaluesarepositive.Nowthetwovaluesxandymustbenormalizedsuchthattheleadingdigitofyisgreaterthanorequaltoβ/2.Thisisperformedbyshiftingbothtotheleftbyenoughbitstogetthedesirednormalization.Atthispointthedivisionalgorithmcanbeginproducingdigitsofthequo-tient.Recallthatmaximumvalueoftheestimationusedis2β−2βwhichmeansthatadigitofthequotientmustbefirstproducedbyanothermeans.Inthiscaseyisshiftedtotheleft(stepten)sothatithasthesamenumberofdigitsasx.Thelooponstepelevenwillsubtractmultiplesoftheshiftedcopyofyuntilxissmaller.Sincetheleadingdigitofyisgreaterthanorequaltoβ/2thisloopwilliterateatmosttwotimestoproducethedesiredleadingdigitofthequotient.Nowtheremainderofthedigitscanbeproduced.Theequationˆq=⌊xiβ+xi−1yt⌋isusedtofairlyaccuratelyapproximatethetruequotientdigit.Theestimationcanintheoryproduceanestimationashighas2β−2βbutbyinduc-tiontheupperquotientdigitiscorrect(asestablishedonstepeleven)andtheestimatemustbelessthanβ.Recallfromsection8.1.1thattheestimationisnevertoolowbutmaybetoohigh.Thenextstepoftheestimationprocessistorefinetheestimation.Thelooponstep13.5usesxiβ2+xi−1β+xi−2andqi−t−1(ytβ+yt−1)asahigherorderapproximationtoadjustthequotientdigit.Afterbothphasesofestimationthequotientdigitmaystillbeoffbyavalueofone1.Steps13.6and13.7subtractthemultipleofthedivisorfromthedividend(Similartostep3.3ofalgorithm8.1andthensubsequentlyaddamultipleofthedivisorifthequotientwastoolarge.Nowthatthequotienthasbeendeterminefinializingtheresultisamatterofclampingthequotient,fixingthesizesandde-normalizingtheremainder.Animportantaspectofthisalgorithmseeminglyoverlookedinotherdescriptions1ThisissimilartotheerrorintroducedbyoptimizingBarrettreduction.



154CHAPTER8.HIGHERLEVELALGORITHMSsuchasthatofAlgorithm14.20HAC[2,pp.598]isthatwhentheestimationsarebeingmade(insidethelooponstep13.5)thatthedigitsyt−1,xi−2andxi−1maylieoutsidetheirrespectiveboundaries.Forexample,ift=0ori≤1thenthedigitswouldbeundefined.Inthosecasesthedigitsshouldrespectivelybereplacedwithazero.File:bnmpdiv.cTheimplementationofthisalgorithmdiffersslightlyfromthepseudocodepresentedpreviously.InthisalgorithmeitherofthequotientcorremainderdmaybepassedasaNULLpointerwhichindicatestheirvalueisnotdesired.Forexample,theCcodetocallthedivisionalgorithmwithonlythequotientismp_div(&a,&b,&c,NULL);/*c=[a/b]*/Lines109and113handlethetwotrivialcasesofinputswhicharedivisionbyzeroanddividendsmallerthanthedivisorrespectively.Afterthetwotrivialcasesallofthetemporaryvariablesareinitialized.Line148determinesthesignofthequotientandline148ensuresthatbothxandyarepositive.Thenumberofbitsintheleadingdigitiscalculatedonline151.Implictlyanmpintwithrdigitswillrequirelg(β)(r−1)+kbitsofprecisionwhichwhenreducedmodulolg(β)producesthevalueofk.Inthiscasekisthenumberofbitsintheleadingdigitwhichisexactlywhatisrequired.Forthealgorithmtooperatekmustequallg(β)−1andwhenitdoesnottheinputsmustbenormalizedbyshiftingthemtotheleftbylg(β)−1−kbits.Throughoutthevariablesnandtwillrepresentthehighestdigitofxandyrespectively.Thesearefirstusedtoproducetheleadingdigitofthequotient.Theloopbeginningonline184willproducetheremainderofthequotientdigits.Theconditional“continue”online187isusedtopreventthealgorithmfromreadingpasttheleadingedgeofxwhichcanoccurwhenthealgorithmeliminatesmultiplenon-zerodigitsinasingleiteration.Thisensuresthatxiisalwaysnon-zerosincebydefinitionthedigitsabovethei’thpositionxmustbezeroinorderforthequotienttobeprecise2.Lines214,216and223through225manuallyconstructthehighaccuracyestimationsbysettingthedigitsofthetwompintvariablesdirectly.2Preciseasfarasintegerdivisionisconcerned.



8.2.SINGLEDIGITHELPERS1558.2SingleDigitHelpersThissectionbrieflydescribesaseriesofsingledigithelperalgorithmswhichcomeinhandywhenworkingwithsmallconstants.Allofthehelperfunctionsassumethesingledigitinputispositiveandwilltreatthemassuch.8.2.1SingleDigitAdditionandSubtractionBothadditionandsubtractionareperformedby“cheating”andusingmpsetfollowedbythehigherleveladditionorsubtractionalgorithms.Asaresultthesealgorithmsaresubtantiallysimplerwithaslightcostinperformance.



156CHAPTER8.HIGHERLEVELALGORITHMSAlgorithmmpaddd.Input.mpintaandampdigitbOutput.c=a+b1.t←b(mpset)2.c←a+t3.Return(MPOKAY)Figure8.4:AlgorithmmpadddAlgorithmmpaddd.Thisalgorithminitiatesatemporarympintwiththevalueofthesingledigitandusesalgorithmmpaddtoaddthetwovaluestogether.File:bnmpaddd.cCleveruseoftheletter’t’.SubtractionThesingledigitsubtractionalgorithmmpsubdisessentiallythesameexceptitusesmpsubtosubtractthedigitfromthempint.8.2.2SingleDigitMultiplicationSingledigitmultiplicationarisesenoughindivisionandradixconversionthatitoughttobeimplementasaspecialcaseofthebaselinemultiplicationalgorithm.Essentiallythisalgorithmisamodifiedversionofalgorithmsmpmuldigswhereoneofthemultiplicandsonlyhasonedigit.Algorithmmpmuld.Thisalgorithmquicklymultipliesanmpintbyasmallsingledigitvalue.Itisspeciallytailoredtothejobandhasaminimalofoverhead.Unlikethefullmultiplicationalgorithmsthisalgorithmdoesnotrequireanysignificnattemporarystorageormemoryallocations.File:bnmpmuld.cInthisimplementationthedestinationcmaypointtothesamempintasthesourceasincetheresultiswrittenafterthedigitisreadfromthesource.Thisfunctionusespointeraliasestmpaandtmpcforthedigitsofaandcrespectively.



8.2.SINGLEDIGITHELPERS157Algorithmmpmuld.Input.mpintaandampdigitbOutput.c=ab1.pa←a.used2.Growctoatleastpa+1digits.3.oldused←c.used4.c.used←pa+15.c.sign←a.sign6.µ←07.forixfrom0topa−1do7.1ˆr←µ+aixb7.2cix←ˆr(modβ)7.3µ←⌊ˆr/β⌋8.cpa←µ9.forixfrompa+1toolduseddo9.1cix←010.Clampexcessdigitsofc.11.Return(MPOKAY).Figure8.5:Algorithmmpmuld8.2.3SingleDigitDivisionLikethesingledigitmultiplicationalgorithm,singledigitdivisionisalsoafairlycommonalgorithmusedinradixconversion.Sincethedivisorisonlyasingledigitaspecializedvariantofthedivisionalgorithmcanbeusedtocomputethequotient.



158CHAPTER8.HIGHERLEVELALGORITHMSAlgorithmmpdivd.Input.mpintaandampdigitbOutput.c=⌊a/b⌋,d=a−cb1.Ifb=0thenreturn(MPVAL).2.Ifb=3thenusealgorithmmpdiv3instead.3.Initqtoa.useddigits.4.q.used←a.used5.q.sign←a.sign6.ˆw←07.forixfroma.used−1downto0do7.1ˆw←ˆwβ+aix7.2Ifˆw≥bthen7.2.1t←⌊ˆw/b⌋7.2.2ˆw←ˆw(modb)7.3else7.3.1t←07.4qix←t8.d←ˆw9.Clampexcessdigitsofq.10.c←q11.Return(MPOKAY).Figure8.6:AlgorithmmpdivdAlgorithmmpdivd.Thisalgorithmdividesthempintabythesinglempdigitbusinganoptimizedapproach.Essentiallyineveryiterationofthealgorithmanotherdigitofthedividendisreducedandanotherdigitofquotientproduced.Providedb<βthevalueofˆwafterstep7.1willbelimitedsuchthat0≤⌊ˆw/b⌋<β.Ifthedivisorbisequaltothreeavariantofthisalgorithmisusedwhichiscalledmpdiv3.Itreplacesthedivisionbythreewithamultiplicationby⌊β/3⌋andtheappropriateshiftandresidualfixup.InessenceitismuchliketheBarrettreductionfromchapterseven.File:bnmpdivd.cLiketheimplementationofalgorithmmpdivthisalgorithmallowseitherofthequotientorremaindertobepassedasaNULLpointertoindicatethe



8.2.SINGLEDIGITHELPERS159respectivevalueisnotrequired.Thisallowsatrivialsingledigitmodularre-ductionalgorithm,mpmoddtobecreated.Thedivisionandremainderonlines44and@45,processorscandividea64-bitquantitybya32-bitquantityandproducethequotientandremaindersimultaneously.UnfortunatelytheGCCcompilerdoesnotrecognizethatopti-mizationandwillactuallyproducetwofunctioncallstofindthequotientandremainderrespectively.8.2.4SingleDigitRootExtractionFindingthen’throotofanintegerisfairlyeasyasfarasnumericalanalysisisconcerned.AlgorithmssuchastheNewton-Raphsonapproximation(8.6)serieswillconvergeveryquicklytoarootforanycontinuousfunctionf(x).xi+1=xi−f(xi)f′(xi)(8.6)Inthiscasethen’throotisdesiredandf(x)=xn−awhereaistheintegerofwhichtherootisdesired.Thederivativeoff(x)issimplyf′(x)=nxn−1.Ofparticularimportanceisthatthisalgorithmwillbeusedovertheintegersnotovertheamorecontinuousdomainsuchastherealnumbers.Asaresulttherootfoundcanbeabovethetruerootbyfewandmustbemanuallyadjusted.Ideallyattheendofthealgorithmthen’throotbofanintegeraisdesiredsuchthatbn≤a.



160CHAPTER8.HIGHERLEVELALGORITHMSAlgorithmmpnroot.Input.mpintaandampdigitbOutput.cb≤a1.Ifbisevenanda.sign=MPNEGreturn(MPVAL).2.sign←a.sign3.a.sign←MPZPOS4.t2←25.Loop5.1t1←t25.2t3←t1b−15.3t2←t3·t15.4t2←t2−a5.5t3←t3·b5.6t3←⌊t2/t3⌋5.7t2←t1−t35.8Ift16=t2thengotostep5.6.Loop6.1t2←t1b6.2Ift2>athen6.2.1t1←t1−16.2.2Gotostep6.7.a.sign←sign8.c←t19.c.sign←sign10.Return(MPOKAY).Figure8.7:AlgorithmmpnrootAlgorithmmpnroot.Thisalgorithmfindstheintegern’throotofaninputusingtheNewton-Raphsonapproach.Itispartiallyoptimizedbasedontheobservationthatthenumeratoroff(x)f′(x)canbederivedfromapartialdenominator.Thatisatfirstthedenominatoriscalculatedbyfindingxb−1.Thisvaluecanthenbemultipliedbyxandhaveasubtractedfromittofindthenumerator.Thissavesatotalofb−1multiplicationsbyt1insidetheloop.Theinitialvalueoftheapproximationist2=2whichallowsthealgorithmtostartwithverysmallvaluesandquicklyconvergeontheroot.Ideallythisalgorithmismeanttofindthen’throotofaninputwherenisboundedby2≤n≤5.



8.3.RANDOMNUMBERGENERATION161File:bnmpnroot.c8.3RandomNumberGenerationRandomnumberscomeupinavarietyofactivitiesfrompublickeycryptographytosimplesimulationsandvariousrandomizedalgorithms.Pollard-Rhofactoringforexample,canmakeuseofrandomvaluesasstartingpointstofindfactorsofacompositeinteger.Inthiscasethealgorithmpresentedissolelyforsimulationsandnotintendedforcryptographicuse.



162CHAPTER8.HIGHERLEVELALGORITHMSAlgorithmmprand.Input.AnintegerbOutput.Apseudo-randomnumberofbdigits1.a←02.Ifb≤0return(MPOKAY)3.Pickanon-zerorandomdigitd.4.a←a+d5.forixfrom1tod−1do5.1a←a·β5.2Pickarandomdigitd.5.3a←a+d6.Return(MPOKAY).Figure8.8:AlgorithmmprandAlgorithmmprand.Thisalgorithmproducesapseudo-randomintegerofbdigits.Byensuringthatthefirstdigitisnon-zerothealgorithmalsoguaranteesthatthefinalresulthasatleastbdigits.Itreliesheavilyonathird-partrandomnumbergeneratorwhichshouldideallygenerateuniformlyalloftheintegersfrom0toβ−1.File:bnmprand.c8.4FormattedRepresentationsTheabilitytoemitaradix-ntextualrepresentationofanintegerisusefulforinteractingwithhumanparties.Forexample,theabilitytobegivenastringofcharacterssuchas“114585”andturnitintotheradix-βequivalentwouldmakeiteasiertoenternumbersintoaprogram.8.4.1ReadingRadix-nInputForthepurposesofthistextwewillassumethatasimplelowerASCIImap(8.9)isusedforthevaluesoffrom0to63toprintablecharacters.Forexample,whenthecharacter“N”isreaditrepresentstheinteger23.Thefirst16charactersofthemapareforthecommonrepresentationsuptohexadecimal.Afterthattheymatchthe“base64”encodingschemewhicharesuitablechosensuchthatthey



8.4.FORMATTEDREPRESENTATIONS163areprintable.Whileoutputtingasbase64maynotbetoohelpfulforhumanoperatorsitdoesallowcommunicationvianonbinarymediums.



164CHAPTER8.HIGHERLEVELALGORITHMSValueCharValueCharValueCharValueChar0011223344556677889910A11B12C13D14E15F16G17H18I19J20K21L22M23N24O25P26Q27R28S29T30U31V32W33X34Y35Z36a37b38c39d40e41f42g43h44i45j46k47l48m49n50o51p52q53r54s55t56u57v58w59x60y61z62+63/Figure8.9:LowerASCIIMap



8.4.FORMATTEDREPRESENTATIONS165Algorithmmpreadradix.Input.Astringstroflengthsnandradixr.Output.Theradix-βequivalentmpint.1.Ifr<2orr>64return(MPVAL).2.ix←03.Ifstr0=“-”thendo3.1ix←ix+13.2sign←MPNEG4.else4.1sign←MPZPOS5.a←06.foriyfromixtosn−1do6.1Letydenotethepositioninthemapofstriy.6.2Ifstriyisnotinthemapory≥rthengotostep7.6.3a←a·r6.4a←a+y7.Ifa6=0thena.sign←sign8.Return(MPOKAY).Figure8.10:AlgorithmmpreadradixAlgorithmmpreadradix.ThisalgorithmwillreadanASCIIstringandproducetheradix-βmpintrepresentationofthesameinteger.Aminussymbol“-”mayprecedethestringtoindicatethevalueisnegative,otherwiseitisassumedtobepositive.Thealgorithmwillreaduptosncharactersfromtheinputandwillstopwhenitreadsacharacteritcannotmapthealgorithmstopsreadingcharactersfromthestring.Thisallowsnumberstobeembeddedaspartoflargerinputwithoutanysignificantproblem.File:bnmpreadradix.c8.4.2GeneratingRadix-nOutputGeneratingradix-noutputisfairlytrivialwithadivisionandremainderalgo-rithm.



166CHAPTER8.HIGHERLEVELALGORITHMSAlgorithmmptoradix.Input.AmpintaandanintegerrOutput.Theradix-rrepresentationofa1.Ifr<2orr>64return(MPVAL).2.Ifa=0thenstr=“0”andreturn(MPOKAY).3.t←a4.str←“”5.ift.sign=MPNEGthen5.1str←str+“-”5.2t.sign=MPZPOS6.While(t6=0)do6.1d←t(modr)6.2t←⌊t/r⌋6.3Lookupdinthemapandstoretheequivalentcharacteriny.6.4str←str+y7.Ifstr0=“−”then7.1Reversethedigitsstr1,str2,...strn.8.Otherwise8.1Reversethedigitsstr0,str1,...strn.9.Return(MPOKAY).Figure8.11:AlgorithmmptoradixAlgorithmmptoradix.Thisalgorithmcomputestheradix-rrepresenta-tionofanmpinta.The“digits”oftherepresentationareextractedbyreducingsuccessivepowersof⌊a/rk⌋theinputmoduloruntilrk>a.Notethatinsteadofactuallydividingbyrkineachiterationthequotient⌊a/r⌋issavedforthenextiteration.Asaresultaseriesoftrivialn×1divisionsarerequiredinsteadofaseriesofn×kdivisions.Onedesignflawofthisapproachisthatthedigitsareproducedinthereverseorder(see8.12).Toremedythisflawthedigitsmustbeswappedorsimply“reversed”.File:bnmptoradix.c



8.4.FORMATTEDREPRESENTATIONS167ValueofaValueofdValueofstr1234––1234“4”123“43”12“432”01“4321”Figure8.12:ExampleofAlgorithmmptoradix.



168CHAPTER8.HIGHERLEVELALGORITHMS



Chapter9NumberTheoreticAlgorithmsThischapterdiscussesseveralfundamentalnumbertheoreticalgorithmssuchasthegreatestcommondivisor,leastcommonmultipleandJacobisymbolcom-putation.Thesealgorithmsariseasessentialcomponentsinseveralkeycryp-tographicalgorithmssuchastheRSApublickeyalgorithmandvariousSievebasedfactoringalgorithms.9.1GreatestCommonDivisorThegreatestcommondivisoroftwointegersaandb,oftendenotedas(a,b)isthelargestintegerkthatisaproperdivisorofbothaandb.Thatis,kisthelargestintegersuchthat0≡a(modk)and0≡b(modk)occursimultaneously.Themostcommonapproach(cite)istoreduceoneinputmoduloanother.Thatisifaandbaredivisiblebysomeintegerkandifqa+r=bthenrisalsodivisiblebyk.Thereductionpatternfollows〈a,b〉→〈b,amodb〉.169



170CHAPTER9.NUMBERTHEORETICALGORITHMSAlgorithmGreatestCommonDivisor(I).Input.Twopositiveintegersaandbgreaterthanzero.Output.Thegreatestcommondivisor(a,b).1.While(b>0)do1.1r←a(modb)1.2a←b1.3b←r2.Return(a).Figure9.1:AlgorithmGreatestCommonDivisor(I)Thisalgorithmwillquicklyconvergeonthegreatestcommondivisorsincetheresiduertendsdiminishrapidly.However,divisionsarerelativelyexpensiveoperationstoperformandshouldideallybeavoided.Thereisanotherapproachbasedonasimilarrelationshipofgreatestcommondivisors.Thefasterapproachisbasedontheobservationthatifkdividesbothaandbitwillalsodividea−b.Inparticular,wewouldlikea−btodecreaseinmagnitudewhichimpliesthatb≥a.AlgorithmGreatestCommonDivisor(II).Input.Twopositiveintegersaandbgreaterthanzero.Output.Thegreatestcommondivisor(a,b).1.While(b>0)do1.1Swapaandbsuchthataisthesmallestofthetwo.1.2b←b−a2.Return(a).Figure9.2:AlgorithmGreatestCommonDivisor(II)ProofAlgorithm9.2willreturnthegreatestcommondivisorofaandb.Thealgorithminfigure9.2willeventuallyterminatesinceb≥athesubtractioninstep1.2willbeavaluelessthanb.Inotherwordsineveryiterationthattuple〈a,b〉decreaseinmagnitudeuntileventuallya=b.Sincebothaandbarealwaysdivisiblebythegreatestcommondivisor(untilthelastiteration)andinthelastiterationofthealgorithmb=0,therefore,inthesecondtolastiterationofthealgorithmb=aandclearly(a,a)=awhichconcludestheproof.QED.Asamatterofpracticalityalgorithm9.1decreasesfartooslowlytobeuseful.



9.1.GREATESTCOMMONDIVISOR171Speciallyifbismuchlargerthanasuchthatb−aisstillverymuchlargerthana.Asimpleadditiontothealgorithmistodivideb−abyapowerofsomeintegerpwhichdoesnotdividethegreatestcommondivisorbutwilldivideb−a.Inthiscaseb−apisalsoanintegerandstilldivisiblebythegreatestcommondivisor.However,insteadoffactoringb−atofindasuitablevalueofpthepowersofpcanberemovedfromaandbthatareincommonfirst.Theninsidetheloopwheneverb−aisdivisiblebysomepowerofpitcanbesafelyremoved.AlgorithmGreatestCommonDivisor(III).Input.Twopositiveintegersaandbgreaterthanzero.Output.Thegreatestcommondivisor(a,b).1.k←02.Whileaandbarebothdivisiblebypdo2.1a←⌊a/p⌋2.2b←⌊b/p⌋2.3k←k+13.Whileaisdivisiblebypdo3.1a←⌊a/p⌋4.Whilebisdivisiblebypdo4.1b←⌊b/p⌋5.While(b>0)do5.1Swapaandbsuchthataisthesmallestofthetwo.5.2b←b−a5.3Whilebisdivisiblebypdo5.3.1b←⌊b/p⌋6.Return(a·pk).Figure9.3:AlgorithmGreatestCommonDivisor(III)Thisalgorithmisbasedonthefirstexceptitremovespowersofpfirstandinsidethemainlooptoensurethetuple〈a,b〉decreasesmorerapidly.Thefirstlooponsteptworemovespowersofpthatareincommon.Acount,k,iskeptwhichwillpresentacommondivisorofpk.Aftersteptwotheremainingcommondivisorofaandbcannotbedivisiblebyp.Thismeansthatpcanbesafelydividedoutofthedifferenceb−asolongasthedivisionleavesnoremainder.Inparticularthevalueofpshouldbechosensuchthatthedivisiononstep5.3.1occuroften.Italsohelpsthatdivisionbypbeeasytocompute.Theideal



172CHAPTER9.NUMBERTHEORETICALGORITHMSchoiceofpistwosincedivisionbytwoamountstoarightlogicalshift.Anotherimportantobservationisthatbystepfivebothaandbareodd.Therefore,thediffrenceb−amustbeevenwhichmeansthateachiterationremovesonebitfromthelargestofthepair.9.1.1CompleteGreatestCommonDivisorThealgorithmspresentedsofarcannothandleinputswhicharezeroornegative.Thefollowingalgorithmcanhandleallinputcasesproperlyandwillproducethegreatestcommondivisor.



9.1.GREATESTCOMMONDIVISOR173Algorithmmpgcd.Input.mpintaandbOutput.Thegreatestcommondivisorc=(a,b).1.Ifa=0then1.1c←|b|1.2Return(MPOKAY).2.Ifb=0then2.1c←|a|2.2Return(MPOKAY).3.u←|a|,v←|b|4.k←05.Whileu.used>0andv.used>0andu0≡v0≡0(mod2)5.1k←k+15.2u←⌊u/2⌋5.3v←⌊v/2⌋6.Whileu.used>0andu0≡0(mod2)6.1u←⌊u/2⌋7.Whilev.used>0andv0≡0(mod2)7.1v←⌊v/2⌋8.Whilev.used>08.1If|u|>|v|then8.1.1Swapuandv.8.2v←|v|−|u|8.3Whilev.used>0andv0≡0(mod2)8.3.1v←⌊v/2⌋9.c←u·2k10.Return(MPOKAY).Figure9.4:AlgorithmmpgcdAlgorithmmpgcd.Thisalgorithmwillproducethegreatestcommondivisoroftwompintsaandb.ThealgorithmwasoriginallybasedonAlgorithmBofKnuth[1,pp.338]buthasbeenmodifiedtobesimplertoexplain.IntheoryitachievesthesameasymptoticworkingtimeasAlgorithmBandinpracticethisappearstobetrue.Thefirsttwostepshandlethecaseswhereeitheroneoforbothinputsarezero.Ifeitherinputiszerothegreatestcommondivisoristhelargestinputorzeroiftheyarebothzero.Iftheinputsarenottrivialthanuandvareassignedtheabsolutevaluesofaandbrespectivelyandthealgorithmwillproceedto



174CHAPTER9.NUMBERTHEORETICALGORITHMSreducethepair.Stepfivewilldivideoutanycommonfactorsoftwoandkeeptrackofthecountinthevariablek.Afterthisstep,twoisnolongerafactoroftheremaininggreatestcommondivisorbetweenuandvandcanbesafelyevenlydividedoutofeitherwhenevertheyareeven.Stepsixandsevenensurethattheuandvrespectivelyhavenomorefactorsoftwo.Atmostonlyoneofthewhile–loopswilliteratesincetheycannotbothbeeven.Bystepeightbothofuandvareoddwhichisrequiredfortheinnerlogic.Firstthepairareswappedsuchthatvisequaltoorgreaterthanu.Thisensuresthatthesubtractiononstep8.2willalwaysproduceapositiveandevenresult.Step8.3removesanyfactorsoftwofromthedifferenceutoensurethatinthenextiterationoftheloopbothareonceagainodd.Afterv=0occursthevariableuhasthegreatestcommondivisorofthepair〈u,v〉justafterstepsix.Theresultmustbeadjustedbymultiplyingbythecommonfactorsoftwo(2k)removedearlier.File:bnmpgcd.cThisfunctionmakesuseofthemacrosmpiszeroandmpiseven.Theformerevaluatesto1iftheinputmpintisequivalenttotheintegerzerootherwiseitevaluatesto0.Thelatterevaluatesto1iftheinputmpintrepresentsanon-zeroevenintegerotherwiseitevaluatesto0.Notethatjustbecausempisevenmayevaluateto0doesnotmeantheinputisodd,itcouldalsobezero.Thethreetrivialcasesofinputsarehandledonlines24through30.Afterthoselinestheinputsareassumedtobenon-zero.Lines32and37makelocalcopiesuandvoftheinputsaandbrespectively.Atthispointthecommonfactorsoftwomustbedividedoutofthetwoinputs.Theblockstartingatline44removescommonfactorsoftwobyfirstcountingthenumberoftrailingzerobitsinboth.Thelocalintegerkisusedtokeeptrackofhowmanyfactorsof2arepulledoutofbothvalues.ItisassumedthatthenumberoffactorswillnotexceedthemaximumvalueofaC“int”datatype1.Atthispointtherearenomorecommonfactorsoftwointhetwovalues.Thedivisionsbyapoweroftwoonlines62and68removeanyindependentfactorsoftwosuchthatbothuandvareguaranteedtobeanoddintegerbeforehittingthemainbodyofthealgorithm.Thewhilelooponline73performsthereductionofthepairuntilvisequaltozero.Theunsignedcomparisonandsubtraction1StrictlyspeakingnoarrayinCmayhavemorethanentriesthanareaccessiblebyan“int”sothisisnotalimitation.



9.2.LEASTCOMMONMULTIPLE175algorithmsareusedinplaceofthefullsignedroutinessincebothvaluesareguaranteedtobepositiveandtheresultofthesubtractionisguaranteedtobenon-negative.9.2LeastCommonMultipleTheleastcommonmultipleofapairofintegersistheirproductdividedbytheirgreatestcommondivisor.Fortwointegersaandbtheleastcommonmultipleisnormallydenotedas[a,b]andnumericallyequivalenttoab(a,b).Forexample,ifa=2·2·3=12andb=2·3·3·7=126theleastcommonmultipleis126(12,126)=1266=21.Theleastcommonmultiplearisesoftenincodingtheoryaswellasnumbertheory.Iftwofunctionshaveperiodsofaandbrespectivelytheywillcollide,thatisbeinsynchronousstates,afteronly[a,b]iterations.Thisiswhy,forexample,randomnumbergeneratorsbasedonLinearFeedbackShiftRegisters(LFSR)tendtouseregisterswithperiodswhichareco-prime(e.g.thegreatestcommondivisorisone.).SimilarlyinnumbertheoryifacompositenhastwoprimefactorspandqthenmaximalorderofanyunitofZ/nZwillbe[p−1,q−1].Algorithmmplcm.Input.mpintaandbOutput.Theleastcommonmultiplec=[a,b].1.c←(a,b)2.t←a·b3.c←⌊t/c⌋4.Return(MPOKAY).Figure9.5:AlgorithmmplcmAlgorithmmplcm.Thisalgorithmcomputestheleastcommonmultipleoftwompintinputsaandb.Itcomputestheleastcommonmultipledirectlybydividingtheproductofthetwoinputsbytheirgreatestcommondivisor.File:bnmplcm.c



176CHAPTER9.NUMBERTHEORETICALGORITHMS9.3JacobiSymbolComputationToexplaintheJacobiSymbolweshallfirstdiscusstheLegendrefunction2offwhichtheJacobisymbolisdefined.TheLegendrefunctioncomputeswhetherornotanintegeraisaquadraticresiduemoduloanoddprimep.Numericallyitisequivalenttoequation9.1.–Tom,don’tbeanass,citeyoursourcehere...!a(p−1)/2≡−1ifaisaquadraticnon-residue.0ifadividesp.1ifaisaquadraticresidue.(modp)(9.1)Proof.Equation9.1correctlyidentifiestheresiduestatusofanintegeramoduloaprimep.Anintegeraisaquadraticresidueifthefollowingequationhasasolution.x2≡a(modp)(9.2)Considerthefollowingequation.0≡xp−1−1≡{(x2)(p−1)/2−a(p−1)/2}+(a(p−1)/2−1)(modp)(9.3)Whetherequation9.2hasasolutionornotequation9.3isalwaystrue.Ifa(p−1)/2−1≡0(modp)thenthequantityinthebracesmustbezero.Byreduction,(x2)(p−1)/2−a(p−1)/2≡0(x2)(p−1)/2≡a(p−1)/2x2≡a(modp)(9.4)Asaresulttheremustbeasolutiontothequadraticequationandinturnamustbeaquadraticresidue.Ifadoesnotdividepandaisnotaquadraticresiduethentheonlyothervaluea(p−1)/2maybecongruenttois−1since0≡ap−1−1≡(a(p−1)/2+1)(a(p−1)/2−1)(modp)(9.5)Oneofthetermsontherighthandsidemustbezero.QED2Arrg.Whatisthenameofthis?



9.3.JACOBISYMBOLCOMPUTATION1779.3.1JacobiSymbolTheJacobisymbolisageneralizationoftheLegendrefunctionforanyoddnonprimemodulipgreaterthan2.Ifp=∏ni=0pithentheJacobisymbol(ap)isequaltothefollowingequation.(ap)=(ap0)(ap1)...(apn)(9.6)ByinspectionifpisprimetheJacobisymbolisequivalenttotheLegendrefunction.Thefollowingfacts3willbeusedtoderiveanefficientJacobisymbolalgorithm.Wherepisanoddintegergreaterthantwoanda,b∈Zthefollowingaretrue.1.(ap)equals−1,0or1.2.(abp)=(ap)(bp).3.Ifa≡bthen(ap)=(bp).4.(2p)equals1ifp≡1or7(mod8).Otherwise,itequals−1.5.(ap)≡(pa)·(−1)(p−1)(a−1)/4.Morespecifically(ap)=(pa)ifp≡a≡1(mod4).Usingthesefactsifa=2k·a′then(ap)=(2kp)(a′p)=(2p)k(a′p)(9.7)Byfactfive,(ap)=(pa)·(−1)(p−1)(a−1)/4(9.8)3SeeHAC[2,pp.72-74]forfurtherdetails.



178CHAPTER9.NUMBERTHEORETICALGORITHMSSubsequentlybyfactthreesincep≡(pmoda)(moda)then(ap)=(pmodaa)·(−1)(p−1)(a−1)/4(9.9)Byputtingbothobservationsintoequation9.7thefollowingsimplifiedequa-tionisformed.(ap)=(2p)k(pmoda′a′)·(−1)(p−1)(a′−1)/4(9.10)Thevalueof(pmoda′a′)canbefoundbyusingthesameequationrecur-sively.Thevalueof(2p)kequals1ifkisevenotherwiseitequals(2p).Usingthisapproachthefactorsofpdonothavetobeknown.Furthermore,if(a,p)=1thenthealgorithmwillterminatewhentherecursionrequeststheJacobisymbolcomputationof(1a′)whichissimply1.



9.3.JACOBISYMBOLCOMPUTATION179Algorithmmpjacobi.Input.mpintaandp,a≥0,p≥3,p≡1(mod2)Output.TheJacobisymbolc=(ap).1.Ifa=0then1.1c←01.2Return(MPOKAY).2.Ifa=1then2.1c←12.2Return(MPOKAY).3.a′←a4.k←05.Whilea′.used>0anda′0≡0(mod2)5.1k←k+15.2a′←⌊a′/2⌋6.Ifk≡0(mod2)then6.1s←17.else7.1r←p0(mod8)7.2Ifr=1orr=7then7.2.1s←17.3else7.3.1s←−18.Ifp0≡a′0≡3(mod4)then8.1s←−s9.Ifa′6=1then9.1p′←p(moda′)9.2s←s·mpjacobi(p′,a′)10.c←s11.Return(MPOKAY).Figure9.6:AlgorithmmpjacobiAlgorithmmpjacobi.ThisalgorithmcomputestheJacobisymbolforanarbitrarypositiveintegerawithrespecttoanoddintegerpgreaterthanthree.Thealgorithmisbasedonalgorithm2.149ofHAC[2,pp.73].Stepnumbersoneandtwohandlethetrivialcasesofa=0anda=1respectively.Stepfivedeterminesthenumberoftwofactorsintheinputa.Ifkiseventhantheterm(2p)kmustalwaysevaluatetoone.Ifkisoddthanthetermevaluatestooneifp0iscongruenttooneorsevenmoduloeight,otherwise



180CHAPTER9.NUMBERTHEORETICALGORITHMSitevaluatesto−1.Afterthethe(2p)ktermishandledthe(−1)(p−1)(a′−1)/4iscomputedandmultipliedagainstthecurrentproducts.Thelattertermevaluatestooneifbothpanda′arecongruenttoonemodulofour,otherwiseitevaluatestonegativeone.Bystepnineifa′doesnotequalonearecursionisrequired.Step9.1computesp′≡p(moda′)andwillrecursetocompute(p′a′)whichismultipliedagainstthecurrentJacobiproduct.File:bnmpjacobi.cAsamatterofpracticalitythevariablea′asperthepseudo-codeisreprensentedbythevariablea1sincethe′symbolisnotvalidforaCvariablenamecharacter.Thetwosimplecasesofa=0anda=1arehandledattheverybeginningtosimplifythealgorithm.Iftheinputisnon-trivialthealgorithmhastoproceedcomputetheJacobi.ThevariablesisusedtoholdthecurrentJacobiproduct.NotethatsismerelyaC“int”datatypesincethevaluesitmayobtainaremerely−1,0and1.Afteralocalcopyofaismadeallofthefactorsoftwoaredividedoutandthetotalstoredink.Technicallyonlytheleastsignificantbitofkisrequired,however,itmakesthealgorithmsimplertofollowtoperformanaddition.Inpracticeanexclusive-orandadditionhavethesameprocessorrequirementsandneitherisfasterthantheother.Line58through71determinesthevalueof(2p)k.Iftheleastsignificantbitofkiszerothankisevenandthevalueisone.Otherwise,thevalueofsdependsonwhichresidueclasspbelongstomoduloeight.Thevalueof(−1)(p−1)(a′−1)/4iscomputeandmultipliedagainstsonlines71through74.Finally,ifa1doesnotequalonethealgorithmmustrecurseandcompute(p′a′).–Commentaboutdefaultsandsuch...9.4ModularInverseThemodularinverseofanumberactuallyreferstothemodularmultiplicativeinverse.Essentiallyforanyintegerasuchthat(a,p)=1thereexistanotherintegerbsuchthatab≡1(modp).Theintegerbiscalledthemultiplicativeinverseofawhichisdenotedasb=a−1.Technicallyspeakingmodularinversion



9.4.MODULARINVERSE181isawelldefinedoperationforanyfiniteringorfieldnotjustforringsandfieldsofintegers.However,theformerwillbethematterofdiscussion.Thesimplestapproachistocomputethealgebraicinverseoftheinput.Thatistocomputeb≡aΦ(p)−1.IfΦ(p)istheorderofthemultiplicativesubgroupmodulopthenbmustbethemultiplicativeinverseofa.Theproofofwhichistrivial.ab≡a(aΦ(p)−1)≡aΦ(p)≡a0≡1(modp)(9.11)However,assimpleasthisapproachmaybeithastwoseriousflaws.ItrequiresthatthevalueofΦ(p)beknownwhichifpiscompositerequiresalloftheprimefactors.Thisapproachalsoisveryslowasthesizeofpgrows.Asimplerapproachisbasedontheobservationthatsolvingforthemulti-plicativeinverseisequivalenttosolvingthelinearDiophantine4equation.ab+pq=1(9.12)Wherea,b,pandqareallintegers.Ifsuchapairofintegers〈b,q〉existthanbisthemultiplicativeinverseofamodulop.TheextendedEuclideanalgorithm(Knuth[1,pp.342])canbeusedtosolvesuchequationsprovided(a,p)=1.However,insteadofusingthatalgorithmdirectlyavariantknownasthebinaryExtendedEuclideanalgorithmwillbeusedinitsplace.ThebinaryapproachisverysimilartothebinarygreatestcommondivisoralgorithmexceptitwillproduceafullsolutiontotheDiophantineequation.9.4.1GeneralCase4SeeLeVeque[?,pp.40-43]formoreinformation.



182CHAPTER9.NUMBERTHEORETICALGORITHMSAlgorithmmpinvmod.Input.mpintaandb,(a,b)=1,p≥2,0<a<p.Output.Themodularinversec≡a−1(modb).1.Ifb≤0thenreturn(MPVAL).2.Ifb0≡1(mod2)thenusealgorithmfastmpinvmod.3.x←|a|,y←b4.Ifx0≡y0≡0(mod2)thenreturn(MPVAL).5.B←0,C←0,A←1,D←16.Whileu.used>0andu0≡0(mod2)6.1u←⌊u/2⌋6.2If(A.used>0andA0≡1(mod2))or(B.used>0andB0≡1(mod2))then6.2.1A←A+y6.2.2B←B−x6.3A←⌊A/2⌋6.4B←⌊B/2⌋7.Whilev.used>0andv0≡0(mod2)7.1v←⌊v/2⌋7.2If(C.used>0andC0≡1(mod2))or(D.used>0andD0≡1(mod2))then7.2.1C←C+y7.2.2D←D−x7.3C←⌊C/2⌋7.4D←⌊D/2⌋8.Ifu≥vthen8.1u←u−v8.2A←A−C8.3B←B−D9.else9.1v←v−u9.2C←C−A9.3D←D−B10.Ifu6=0gotostep6.11.Ifv6=1return(MPVAL).12.WhileC≤0do12.1C←C+b13.WhileC≥bdo13.1C←C−b14.c←C15.Return(MPOKAY).Algorithmmpinvmod.Thisalgorithmcomputesthemodularmulti-



9.5.PRIMALITYTESTS183plicativeinverseofanintegeramoduloanintegerb.Thisalgorithmisavari-ationoftheextendedbinaryEuclideanalgorithmfromHAC[2,pp.608].IthasbeenmodifiedtoonlycomputethemodularinverseandnotacompleteDiophantinesolution.Ifb≤0thanthemodulusisinvalidandMPVALisreturned.Similarlyifbothaandbareeventhentherecannotbeamultiplicativeinverseforaandtheerrorisreported.Theastutereaderwillobservethatstepsseventhroughnineareverysimilartothebinarygreatestcommondivisoralgorithmmpgcd.InthiscasetheothervariablestotheDiophantineequationaresolved.Thealgorithmterminateswhenu=0inwhichcasethesolutionisCa+Db=v(9.13)Ifv,thegreatestcommondivisorofaandbisnotequaltoonethenthealgorithmwillreportanerrorasnoinverseexists.Otherwise,Cisthemodularinverseofa.TheactualvalueofCiscongruentto,butnotnecessarilyequalto,theidealmodularinversewhichshouldliewithin1≤a−1<b.Stepnumberstwelveandthirteenadjusttheinverseuntilitisinrange.Iftheoriginalinputaiswithin0<a<pthenonlyacoupleofadditionsorsubtractionswillberequiredtoadjusttheinverse.File:bnmpinvmod.cOddModuliWhenthemodulusbisoddthevariablesAandCarefixedandarenotrequiredtocomputetheinverse.InparticularbyattemptingtosolvetheDiophantineCb+Da=1onlyBandDarerequiredtofindtheinverseofa.ThealgorithmfastmpinvmodisadirectadaptationofalgorithmmpinvmodwithallallstepsinvolvingeitherAorCremoved.Thisoptimizationwillhalvethetimerequiredtocomputethemodularinverse.9.5PrimalityTestsAnon-zerointegeraissaidtobeprimeifitisnotdivisiblebyanyotherintegerexcludingoneanditself.Forexample,a=7isprimesincetheintegers2...6donotevenlydividea.Bycontrast,a=6isnotprimesincea=6=2·3.



184CHAPTER9.NUMBERTHEORETICALGORITHMSPrimenumbersariseincryptographyconsiderablyastheyallowfinitefieldstobeformed.Theabilitytodeterminewhetheranintegerisprimeornotquicklyhasbeenaviablesubjectincryptographyandnumbertheoryforconsiderabletime.Thealgorithmsthatwillbepresentedareallprobablisticalgorithmsinthatwhentheyreportanintegeriscompositeitmustbecomposite.However,whenthealgorithmsreportanintegerisprimethealgorithmmaybeincorrect.Aswillbediscusseditispossibletolimittheprobabilityoferrorsowellthatforpracticalpurposestheprobablityoferrormightaswellbezero.Forthepurposesofthesediscussionsletnrepresentthecandidateintegerofwhichtheprimalityisinquestion.9.5.1TrialDivisionTrialdivisionmeanstoattempttoevenlydivideacandidateintegerbysmallprimeintegers.Ifthecandidatecanbeevenlydivideditobviouslycannotbeprime.Bydividingbyallprimes1<p≤√nthistestcanactuallyprovewhetheranintegerisprime.However,suchatestwouldrequireaprohibitiveamountoftimeasngrows.Insteadofdividingbyeveryprime,asmaller,moremangeablesetofprimesmaybeusedinstead.Byperformingtrialdivisionwithonlyasubsetoftheprimeslessthan√n+1thealgorithmcannotproveifacandidateisprime.However,oftenitcanproveacandidateisnotprime.Thebenefitofthistestisthattrialdivisionbysmallvaluesisfairlyefficient.Speciallycomparedtotheotheralgorithmsthatwillbediscussedshortly.Theprobabilitythatthisapproachcorrectlyidentifiesacompositecandidatewhentestedwithallprimesuptoqisgivenby1−1.12ln(q).Thegraph(??,willbeaddedlater)demonstratestheprobabilityofsuccessfortherange3≤q≤100.Atapproximatelyq=30thegainofperformingfurthertestsdiminishesfairlyquickly.Atq=90furthertestingisgenerallynotgoingtobeofanypracticaluse.InthecaseofLibTomMaththedefaultlimitq=256waschosensinceitisnottoohighandwilleliminateapproximately80%ofallcandidateintegers.TheconstantPRIMESIZEisequaltothenumberofprimesinthetestbase.ThearrayprimetabisanarrayofthefirstPRIMESIZEprimenumbers.Algorithmmpprimeisdivisible.Thisalgorithmattemptstodeter-mineifacandidateintegerniscompositebyperformingtrialdivisions.File:bnmpprimeisdivisible.c



9.5.PRIMALITYTESTS185Algorithmmpprimeisdivisible.Input.mpintaOutput.c=1ifnisdivisiblebyasmallprime,otherwisec=0.1.forixfrom0toPRIMESIZEdo1.1d←n(modprimetabix)1.2Ifd=0then1.2.1c←11.2.2Return(MPOKAY).2.c←03.Return(MPOKAY).Figure9.7:AlgorithmmpprimeisdivisibleThealgorithmdefaultstoareturnof0incaseanerroroccurs.Thevaluesintheprimetableareallspecifiedtobeintherangeofampdigit.Thetableprimetabisdefinedinthefollowingfile.File:bnprimetab.cNotethattherearetwopossibletables.Whenanmpdigitis7-bitslongonlytheprimesupto127maybeincluded,otherwisetheprimesupto1619areused.NotethatthevalueofPRIMESIZEisaconstantdependentonthesizeofampdigit.9.5.2TheFermatTestTheFermattestisprobablyonetheoldestteststohaveanon-trivialprobabilityofsuccess.Itisbasedonthefactthatifnisinfactprimethenan≡a(modn)forall0<a<n.Thereasonbeingthatifnisprimethantheorderofthemultiplicativesubgroupisn−1.Anybaseamusthaveanorderwhichdividesn−1andassuchanisequivalenttoa1=a.Ifniscompositethenanygivenbaseadoesnothavetohaveaperiodwhichdividesn−1.Inwhichcaseitispossiblethatan6≡a(modn).However,thistestisnotabsoluteasitispossiblethattheorderofabasewilldividen−1whichwouldthenbereportedasprime.SuchabaseyieldswhatisknownasaFermatpseudo-prime.SeveralintegersknownasCarmichaelnumberswillbeapseudo-primetoallvalidbases.Fortunatelysuchnumbersareextremelyrareasngrowsinsize.



186CHAPTER9.NUMBERTHEORETICALGORITHMSAlgorithmmpprimefermat.Input.mpintaandb,a≥2,0<b<a.Output.c=1ifba≡b(moda),otherwisec=0.1.t←ba(moda)2.Ift=bthen2.1c=13.else3.1c=04.Return(MPOKAY).Figure9.8:AlgorithmmpprimefermatAlgorithmmpprimefermat.ThisalgorithmdetermineswhetheranmpintaisaFermatprimetothebasebornot.Itusesasinglemodularexponentiationtodeterminetheresult.File:bnmpprimefermat.c9.5.3TheMiller-RabinTestTheMiller-Rabin(citation)testisanotherprimalitytestwhichhastightererrorboundsthantheFermattestspecificallywithsequentiallychosencandidateintegers.Thealgorithmisbasedontheobservationthatifn−1=2krandifbr6≡±1thenafteruptok−1squaringsthevaluemustbeequalto−1.Thesquaringsarestoppedassoonas−1isobserved.Ifthevalueof1isobservedfirstitmeansthatsomevaluenotcongruentto±1whensquaredequalsonewhichcannotoccurifnisprime.Algorithmmpprimemillerrabin.ThisalgorithmperformsonetrialroundoftheMiller-Rabinalgorithmtothebaseb.Itwillsetc=1ifthealgorithmcannotdetermineifbiscompositeorc=0ifbisprovablycomposite.Thevaluesofsandrarecomputedsuchthata′=a−1=2sr.Ifthevaluey≡briscongruentto±1thenthealgorithmcannotproveifaiscompositeornot.Otherwise,thealgorithmwillsquareyuptos−1timesstoppingonlywheny≡−1.Ify2≡1andy6≡±1thenthealgorithmcanreportthataisprovablycomposite.Ifthealgorithmperformss−1squaringsandy6≡−1thenaisprovablycomposite.Ifaisnotprovablycompositethenitisprobablyprime.



9.5.PRIMALITYTESTS187Algorithmmpprimemillerrabin.Input.mpintaandb,a≥2,0<b<a.Output.c=1ifaisaMiller-Rabinprimetothebasea,otherwisec=0.1.a′←a−12.r←n13.c←0,s←04.Whiler.used>0andr0≡0(mod2)4.1s←s+14.2r←⌊r/2⌋5.y←br(moda)6.Ify6≡±1then6.1j←16.2Whilej≤(s−1)andy6≡a′6.2.1y←y2(moda)6.2.2Ify=1thengotostep8.6.2.3j←j+16.3Ify6≡a′gotostep8.7.c←18.Return(MPOKAY).Figure9.9:AlgorithmmpprimemillerrabinFile:bnmpprimemillerrabin.c
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