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Chapter 1

What is Bacula?

Bacula is a set of computer programs that permits the system administrator to manage backup, recovery,
and verification of computer data across a network of computers of different kinds. Bacula can also run
entirely upon a single computer and can backup to various types of media, including tape and disk.

In technical terms, it is a network Client/Server based backup program. Bacula is relatively easy to use and
efficient, while offering many advanced storage management features that make it easy to find and recover
lost or damaged files. Due to its modular design, Bacula is scalable from small single computer systems to
systems consisting of hundreds of computers located over a large network.

1.1 Who Needs Bacula?

If you are currently using a program such as tar, dump, or bru to backup your computer data, and you would
like a network solution, more flexibility, or catalog services, Bacula will most likely provide the additional
features you want. However, if you are new to Unix systems or do not have offsetting experience with a
sophisticated backup package, the Bacula project does not recommend using Bacula as it is much more
difficult to setup and use than tar or dump.

If you want Bacula to behave like the above mentioned simple programs and write over any tape that you
put in the drive, then you will find working with Bacula difficult. Bacula is designed to protect your data
following the rules you specify, and this means reusing a tape only as the last resort. It is possible to ”force”
Bacula to write over any tape in the drive, but it is easier and more efficient to use a simpler program for
that kind of operation.

If you would like a backup program that can write to multiple volumes (i.e. is not limited by your tape drive
capacity), Bacula can most likely fill your needs. In addition, quite a number of Bacula users report that
Bacula is simpler to setup and use than other equivalent programs.

If you are currently using a sophisticated commercial package such as Legato Networker. ARCservelT,
Arkeia, or PerfectBackup+, you may be interested in Bacula, which provides many of the same features and
is free software available under the Affero GPL Version 3 software license.

1.2 Bacula Components or Services

Bacula is made up of the following five major components or services: Director, Console, File, Storage, and
Monitor services.



2 Bacula Version 7.0.5

Admin = Database server

BWeb: Web ’&‘
interface includes backup
and restore operations management o

and reporting as well

PostgreSQL
BAT: Graphical User Interface for v
backup and restore operations m
management MySQL Meta-data
bconsole: Command line interface MySQL storage
tool to manage backup and restore
operations

Bacula Director .

Bacula Runs,
Application schedules,
Interactions authenticates

connections

and controls backup and
restore operations

Bacula Client —_ Bacula Storage Server

The File Writes data to the devices
Daemon 1 during backup operations
reads files

— Disk array,
Autoloaders,
L, &

NAS / SAN R

from source
and sends them to the
storage server.

Q=2 ®DOL. @o=

(thanks to Aristedes Maniatis for this graphic and the one below)

Bacula Director

The Bacula Director service is the program that supervises all the backup, restore, verify and archive
operations. The system administrator uses the Bacula Director to schedule backups and to recover files.
For more details see the Director Services Daemon Design Document in the Bacula Developer’s Guide. The
Director runs as a daemon (or service) in the background.

Bacula Console

The Bacula Console service is the program that allows the administrator or user to communicate with the
Bacula Director Currently, the Bacula Console is available in three versions: text-based console interface, QT-
based interface, and a wxWidgets graphical interface. The first and simplest is to run the Console program
in a shell window (i.e. TTY interface). Most system administrators will find this completely adequate. The
second version is a GNOME GUI interface that is far from complete, but quite functional as it has most the
capabilities of the shell Console. The third version is a wxWidgets GUI with an interactive file restore. It
also has most of the capabilities of the shell console, allows command completion with tabulation, and gives
you instant help about the command you are typing. For more details see the |Bacula Console Design|

(Chapter 1 on the preceding page) .

Bacula File

The Bacula File service (also known as the Client program) is the software program that is installed on
the machine to be backed up. It is specific to the operating system on which it runs and is responsible for
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providing the file attributes and data when requested by the Director. The File services are also responsible
for the file system dependent part of restoring the file attributes and data during a recovery operation. For
more details see the File Services Daemon Design Document in the Bacula Developer’s Guide. This program
runs as a daemon on the machine to be backed up. In addition to Unix/Linux File daemons, there is a
Windows File daemon (normally distributed in binary format). The Windows File daemon runs on current
Windows versions (NT, 2000, XP, 2003, and possibly Me and 98).

Bacula Storage

The Bacula Storage services consist of the software programs that perform the storage and recovery of the
file attributes and data to the physical backup media or volumes. In other words, the Storage daemon is
responsible for reading and writing your tapes (or other storage media, e.g. files). For more details see the
Storage Services Daemon Design Document in the Bacula Developer’s Guide. The Storage services runs as
a daemon on the machine that has the backup device (usually a tape drive).

Catalog

The Catalog services are comprised of the software programs responsible for maintaining the file indexes
and volume databases for all files backed up. The Catalog services permit the system administrator or user
to quickly locate and restore any desired file. The Catalog services sets Bacula apart from simple backup
programs like tar and bru, because the catalog maintains a record of all Volumes used, all Jobs run, and
all Files saved, permitting efficient restoration and Volume management. Bacula currently supports three
different databases, MySQL, PostgreSQL, and SQLite, one of which must be chosen when building Bacula.

The three SQL databases currently supported (MySQL, PostgreSQL or SQLite) provide quite a number
of features, including rapid indexing, arbitrary queries, and security. Although the Bacula project plans
to support other major SQL databases, the current Bacula implementation interfaces only to MySQL,
PostgreSQL and SQLite. For the technical and porting details see the Catalog Services Design Document
in the developer’s documented.

The packages for MySQL and PostgreSQL are available for several operating systems. Alternatively, in-
stalling from the source is quite easy, see the [[nstalling and Configuring MySQI| chapter of this document
for the details. For more information on MySQL, please see: [www.mysql.com| . Or see the
[Configuring PostgreSQI] chapter of this document for the details. For more information on PostgreSQL,
please see: www.postgresql.org| .

Configuring and building SQLite is even easier. For the details of configuring SQLite, please see the[[nstalling]
l[and Configuring SQLite| chapter of this document.

Bacula Monitor

A Bacula Monitor service is the program that allows the administrator or user to watch current status of
Bacula Directors, Bacula File Daemons and Bacula Storage Daemons. Currently, only a GTK+ version
is available, which works with GNOME, KDE, or any window manager that supports the FreeDesktop.org
system tray standard.

To perform a successful save or restore, the following four daemons must be configured and running: the
Director daemon, the File daemon, the Storage daemon, and the Catalog service (MySQL, PostgreSQL or
SQLite).

1.3 Bacula Configuration

In order for Bacula to understand your system, what clients you want backed up and how, you must create
a number of configuration files containing resources (or objects). The following presents an overall picture
of this:
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1.4 Conventions Used in this Document

Bacula is in a state of evolution, and as a consequence, this manual will not always agree with the code. If an
item in this manual is preceded by an asterisk (*), it indicates that the particular feature is not implemented.
If it is preceded by a plus sign (+), it indicates that the feature may be partially implemented.

If you are reading this manual as supplied in a released version of the software, the above paragraph holds
true. If you are reading the online version of the manual, www.bacula.org , please bear in mind that this
version describes the current version in development (in the CVS) that may contain features not in the
released version. Just the same, it generally lags behind the code a bit.

1.5 Quick Start

To get Bacula up and running quickly, the author recommends that you first scan the Terminology section
below, then quickly review the next chapter entitled [The Current State of Baculal then the
which will give you a quick overview of getting Bacula running. After which, you should
proceed to the chapter on [Installing Baculal then [How to Configure Baculal and finally the chapter on
[Running Baculal

1.6 Terminology
Administrator The person or persons responsible for administrating the Bacula system.
Backup The term Backup refers to a Bacula Job that saves files.

Bootstrap File The bootstrap file is an ASCII file containing a compact form of commands that allow
Bacula or the stand-alone file extraction utility (bextract) to restore the contents of one or more
Volumes, for example, the current state of a system just backed up. With a bootstrap file, Bacula can
restore your system without a Catalog. You can create a bootstrap file from a Catalog to extract any
file or files you wish.
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Catalog The Catalog is used to store summary information about the Jobs, Clients, and Files that were
backed up and on what Volume or Volumes. The information saved in the Catalog permits the admin-
istrator or user to determine what jobs were run, their status as well as the important characteristics
of each file that was backed up, and most importantly, it permits you to choose what files to restore.
The Catalog is an online resource, but does not contain the data for the files backed up. Most of the
information stored in the catalog is also stored on the backup volumes (i.e. tapes). Of course, the
tapes will also have a copy of the file data in addition to the File Attributes (see below).

The catalog feature is one part of Bacula that distinguishes it from simple backup and archive programs
such as dump and tar.

Client In Bacula’s terminology, the word Client refers to the machine being backed up, and it is synonymous
with the File services or File daemon, and quite often, it is referred to it as the FD. A Client is defined
in a configuration file resource.

Console The program that interfaces to the Director allowing the user or system administrator to control
Bacula.

Daemon Unix terminology for a program that is always present in the background to carry out a designated
task. On Windows systems, as well as some Unix systems, daemons are called Services.

Directive The term directive is used to refer to a statement or a record within a Resource in a configuration
file that defines one specific setting. For example, the Name directive defines the name of the Resource.

Director The main Bacula server daemon that schedules and directs all Bacula operations. Occasionally,
the project refers to the Director as DIR.

Differential A backup that includes all files changed since the last Full save started. Note, other backup
programs may define this differently.

File Attributes The File Attributes are all the information necessary about a file to identify it and all its
properties such as size, creation date, modification date, permissions, etc. Normally, the attributes are
handled entirely by Bacula so that the user never needs to be concerned about them. The attributes
do not include the file’s data.

File Daemon The daemon running on the client computer to be backed up. This is also referred to as the
File services, and sometimes as the Client services or the FD.

FileSet A FileSet is a Resource contained in a configuration file that defines the files to be backed up.
It consists of a list of included files or directories, a list of excluded files, and how the file is to be
stored (compression, encryption, signatures). For more details, see the [FileSet Resource definition|in
the Director chapter of this document.

Incremental A backup that includes all files changed since the last Full, Differential, or Incremental backup
started. It is normally specified on the Level directive within the Job resource definition, or in a
Schedule resource.

Job A Bacula Job is a configuration resource that defines the work that Bacula must perform to backup
or restore a particular Client. It consists of the Type (backup, restore, verify, etc), the Level (full,
incremental,...), the FileSet, and Storage the files are to be backed up (Storage device, Media Pool).
For more details, see the [Job Resource definition|in the Director chapter of this document.

Monitor The program that interfaces to all the daemons allowing the user or system administrator to
monitor Bacula status.

Resource A resource is a part of a configuration file that defines a specific unit of information that is
available to Bacula. It consists of several directives (individual configuration statements). For example,
the Job resource defines all the properties of a specific Job: name, schedule, Volume pool, backup type,
backup level, ...

Restore A restore is a configuration resource that describes the operation of recovering a file from backup
media. It is the inverse of a save, except that in most cases, a restore will normally have a small set
of files to restore, while normally a Save backs up all the files on the system. Of course, after a disk
crash, Bacula can be called upon to do a full Restore of all files that were on the system.
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Schedule A Schedule is a configuration resource that defines when the Bacula Job will be scheduled for
execution. To use the Schedule, the Job resource will refer to the name of the Schedule. For more
details, see the [Schedule Resource definition|in the Director chapter of this document.

Service This is a program that remains permanently in memory awaiting instructions. In Unix environ-
ments, services are also known as daemons.

Storage Coordinates The information returned from the Storage Services that uniquely locates a file
on a backup medium. It consists of two parts: one part pertains to each file saved, and the other
part pertains to the whole Job. Normally, this information is saved in the Catalog so that the user
doesn’t need specific knowledge of the Storage Coordinates. The Storage Coordinates include the File
Attributes (see above) plus the unique location of the information on the backup Volume.

Storage Daemon The Storage daemon, sometimes referred to as the SD, is the code that writes the
attributes and data to a storage Volume (usually a tape or disk).

Session Normally refers to the internal conversation between the File daemon and the Storage daemon.
The File daemon opens a session with the Storage daemon to save a FileSet or to restore it. A session
has a one-to-one correspondence to a Bacula Job (see above).

Verify A verify is a job that compares the current file attributes to the attributes that have previously been
stored in the Bacula Catalog. This feature can be used for detecting changes to critical system files
similar to what a file integrity checker like Tripwire does. One of the major advantages of using Bacula
to do this is that on the machine you want protected such as a server, you can run just the File daemon,
and the Director, Storage daemon, and Catalog reside on a different machine. As a consequence, if
your server is ever compromised, it is unlikely that your verification database will be tampered with.

Verify can also be used to check that the most recent Job data written to a Volume agrees with what
is stored in the Catalog (i.e. it compares the file attributes), *or it can check the Volume contents
against the original files on disk.

*Archive An Archive operation is done after a Save, and it consists of removing the Volumes on which
data is saved from active use. These Volumes are marked as Archived, and may no longer be used to
save files. All the files contained on an Archived Volume are removed from the Catalog. NOT YET
IMPLEMENTED.

Retention Period There are various kinds of retention periods that Bacula recognizes. The most important
are the File Retention Period, Job Retention Period, and the Volume Retention Period. Each of
these retention periods applies to the time that specific records will be kept in the Catalog database.
This should not be confused with the time that the data saved to a Volume is valid.

The File Retention Period determines the time that File records are kept in the catalog database. This
period is important for two reasons: the first is that as long as File records remain in the database,
you can "browse” the database with a console program and restore any individual file. Once the File
records are removed or pruned from the database, the individual files of a backup job can no longer be
"browsed”. The second reason for carefully choosing the File Retention Period is because the volume
of the database File records use the most storage space in the database. As a consequence, you must
ensure that regular ”pruning” of the database file records is done to keep your database from growing
too large. (See the Console prune command for more details on this subject).

The Job Retention Period is the length of time that Job records will be kept in the database. Note,
all the File records are tied to the Job that saved those files. The File records can be purged leaving
the Job records. In this case, information will be available about the jobs that ran, but not the details
of the files that were backed up. Normally, when a Job record is purged, all its File records will also
be purged.

The Volume Retention Period is the minimum of time that a Volume will be kept before it is reused.
Bacula will normally never overwrite a Volume that contains the only backup copy of a file. Under
ideal conditions, the Catalog would retain entries for all files backed up for all current Volumes. Once
a Volume is overwritten, the files that were backed up on that Volume are automatically removed
from the Catalog. However, if there is a very large pool of Volumes or a Volume is never overwritten,
the Catalog database may become enormous. To keep the Catalog to a manageable size, the backup
information should be removed from the Catalog after the defined File Retention Period. Bacula
provides the mechanisms for the catalog to be automatically pruned according to the retention periods
defined.
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Scan A Scan operation causes the contents of a Volume or a series of Volumes to be scanned. These
Volumes with the information on which files they contain are restored to the Bacula Catalog. Once
the information is restored to the Catalog, the files contained on those Volumes may be easily restored.
This function is particularly useful if certain Volumes or Jobs have exceeded their retention period and
have been pruned or purged from the Catalog. Scanning data from Volumes into the Catalog is done
by using the bscan program. See the section (section 1.7 on page 10) of the Bacula Community
Utility programs for more details.

Volume A Volume is an archive unit, normally a tape or a named disk file where Bacula stores the data
from one or more backup jobs. All Bacula Volumes have a software label written to the Volume by
Bacula so that it identifies what Volume it is really reading. (Normally there should be no confusion
with disk files, but with tapes, it is easy to mount the wrong one.)

1.7 What Bacula is Not

Bacula is a backup, restore and verification program and is not a complete disaster recovery system in itself,
but it can be a key part of one if you plan carefully and follow the instructions included in the

Chapter of this manual.

With proper planning, as mentioned in the Disaster Recovery chapter, Bacula can be a central component
of your disaster recovery system. For example, if you have created an emergency boot disk, and/or a Bacula
Rescue disk to save the current partitioning information of your hard disk, and maintain a complete Bacula
backup, it is possible to completely recover your system from ”bare metal” that is starting from an empty
disk.

If you have used the WriteBootstrap record in your job or some other means to save a valid bootstrap file,
you will be able to use it to extract the necessary files (without using the catalog or manually searching for
the files to restore).

1.8 Interactions Between the Bacula Services

The following block diagram shows the typical interactions between the Bacula Services for a backup job.
Each block represents in general a separate process (normally a daemon). In general, the Director oversees
the flow of information. It also maintains the Catalog.



Console

Bacula Version 7.0.5

User E Commands File
Commands & ﬁ Daemon
Commands Files attributes
. f— +
Director
5950 Authorization Data
Catalog requests
File attributes Storage
Storage location

Daemon

Catalog
SQL DBMS

File attributes
Storage location

Files attributes

Physical media



Chapter 2

New Features in 7.0.0

This chapter presents the new features that have been added to the various versions of Bacula.

2.1 New Features in 7.0.0

2.1.1 Storage daemon to Storage daemon

Bacula version 7.0 permits SD to SD transfer of Copy and Migration Jobs. This permits what is commonly
referred to as replication or off-site transfer of Bacula backups. It occurs automatically, if the source SD and
destination SD of a Copy or Migration job are different. The following picture shows how this works.

o Backup from FD to SD,
e Copy / Migrate from SD, to SD,

2.1.2 SD Calls Client

If the SD Calls Client directive is set to true in a Client resource any Backup, Restore, Verify, Copy, or
Migration Job where the client is involved, the client will wait for the Storage daemon to contact it. By
default this directive is set to false, and the Client will call the Storage daemon. This directive can be useful
if your Storage daemon is behind a firewall that permits outgoing connections but not incoming one. The
following picture shows the communications connection paths in both cases.

9
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2.1.3 Next Pool

In previous versions of Bacula the Next Pool directive could be specified in the Pool resource for use with
Migration and Copy Jobs. The Next Pool concept has been extended in Bacula version 7.0.0 to allow you to
specify the Next Pool directive in the Job resource as well. If specified in the Job resource, it will override
any value specified in the Pool resource.

In addition to being permitted in the Job resource, the nextpool=xxx specification can be specified as a
run override in the run directive of a Schedule resource. Any nextpool specification in a run directive will
override any other specification in either the Job or the Pool.

In general, more information is displayed in the Job log on exactly which Next Pool specification is ultimately
used.

2.1.4 status storage

The bconsole status storage has been modified to attempt to eliminate duplicate storage resources and
only show one that references any given storage daemon. This might be confusing at first, but tends to make
a much more compact list of storage resource from which to select if there are multiple storage devices in
the same storage daemon.

If you want the old behavior (always display all storage resources) simply add the keyword select to the
command — i.e. use status select storage.

2.1.5 status schedule

A new status command option called scheduled has been implemented in bconsole. By default it will
display 20 lines of the next scheduled jobs. For example, with the default bacula-dir.conf configuration file,
a bconsole command status scheduled produces:

Scheduled Jobs:
Level Type Pri Scheduled Job Name Schedule

Differential Backup 10 Sun 30-Mar 23:05 BackupClientl WeeklyCycle
Incremental Backup 10 Mon 24-Mar 23:05 BackupClientl WeeklyCycle
Incremental Backup 10 Tue 25-Mar 23:05 BackupClientl WeeklyCycle

Full Backup 11 Mon 24-Mar 23:10 BackupCatalog WeeklyCycleAfterBackup
Full Backup 11 Wed 26-Mar 23:10 BackupCatalog WeeklyCycleAfterBackup
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Note, the output is listed by the Jobs found, and is not sorted chronologically.

This command has a number of options, most of which act as filters:
e days=nn This specifies the number of days to list. The default is 10 but can be set from 0 to 500.

e limit=nn This specifies the limit to the number of lines to print. The default is 100 but can be any
number in the range 0 to 2000.

e time="YYYY-MM-DD HH:MM:SS” Sets the start time for listing the scheduled jobs. The
default is to use the current time. Note, the time value must be specified inside double quotes and
must be in the exact form shown above.

e schedule=schedule-name This option restricts the output to the named schedule.

job=job-name This option restricts the output to the specified Job name.

2.1.6 Data Encryption Cipher Configuration

Bacula version 7.0 and later now allows to configure the data encryption cipher and the digest algorithm.
The cipher was forced to AES 128, and it is now possible to choose between the following ciphers:

o AES128 (default)
e AES192
e AES256
blowfish

The digest algorithm was set to SHA1 or SHA256 depending on the local OpenSSL options. We advise you
to not modify the PkiDigest default setting. Please, refer to OpenSSL documentation to know about pro
and cons on these options.

FileDaemon {

PkiCipher = AES256
}

2.1.7 New Truncate Command

We have added a new truncate command to bconsole, which will truncate a Volume if the Volume is purged
and if the Volume is also marked Action On Purge = Truncate. This feature was originally added
in Bacula version 5.0.1, but the mechanism for actually doing the truncate required the user to enter a
command such as:

purge volume action=truncate storage=File pool=Default
The above command is now simplified to be:

truncate storage=File pool=Default

2.1.8 New Resume Command

This command does exactly the same thing as a restart command but for some users the name may be
more logical since in general the restart command is used to rerun running a Job that had been canceled
or had failed.

2.1.9 Migration/Copy/VirtualFull Performance Enhancements

The Bacula Storage daemon now permits multiple jobs to simultaneously read the same disk Volume, which
gives substantial performance enhancements when running Migration, Copy, or VirtualFull jobs that read
disk Volumes. Our testing shows that when running multiple simultaneous jobs, the jobs can finish up to ten
times faster with this version of Bacula. This is built-in to the Storage daemon, so it happens automatically
and transparently.
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2.1.10 VirtualFull Backup Consolidation Enhancements

By default Bacula selects jobs automatically for a VirtualFull, however, you may want to create the Virtual
backup based on a particular backup (point in time) that exists.

For example, if you have the following backup Jobs in your catalog:

fm———— e fm———— T o o +
| JobId | Name | Level | JobFiles | JobBytes | JobStatus |
T —— R —— T — T —— TR —— T — +
| 1 | Vbackup | F | 1754 | 50118554 | T |
| 2 | Vbackup | I | 1 | 4 | T |
| 3 | Vbackup | I [ 1 | 4 | T |
| 4 | Vbackup | D | 2 | 8 | T I
| 5 | Vbackup | I | 1 | 6 | T |
| 6 | Vbackup | I | 10 | 60 | T |
| 7 | Vbackup | I | 11 | 65 | T |
| 8 | Save | F | 1758 | 50118564 | T |
fm———— e fm———— T o e +

and you want to consolidate only the first 3 jobs and create a virtual backup equivalent to Job 1 + Job 2
+ Job 3, you will use jobid=3 in the run command, then Bacula will select the previous Full backup, the
previous Differential (if any) and all subsequent Incremental jobs.

run job=Vbackup jobid=3 level=VirtualFull

If you want to consolidate a specific job list, you must specify the exact list of jobs to merge in the run
command line. For example, to consolidate the last Differential and all subsequent Incremental, you will
use jobid=4,5,6,7 or jobid=4-7 on the run command line. As one of the Job in the list is a Differential
backup, Bacula will set the new job level to Differential. If the list is composed only with Incremental jobs,
the new job will have a level set to Incremental.

run job=Vbackup jobid=4-7 level=VirtualFull

When using this feature, Bacula will automatically discard jobs that are not related to the current Job. For
example, specifying jobid=7,8, Bacula will discard Jobld 8 because it is not part of the same backup Job.

We do not recommend it, but really want to consolidate jobs that have different names (so probably different
clients, filesets, etc...), you must use alljobid= keyword instead of jobid=.

run job=Vbackup alljobid=1-3,6-8 level=VirtualFull

2.1.11 FD Storage Address

When the Director is behind a NAT, in a WAN area, to connect to the StorageDaemon, the Director
uses an “external” ip address, and the FileDaemon should use an “internal” IP address to contact the
StorageDaemon.

The normal way to handle this situation is to use a canonical name such as “storage-server” that will be
resolved on the Director side as the WAN address and on the Client side as the LAN address. This is now
possible to configure this parameter using the new directive FDStorageAddress in the Storage or Client
resource.
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‘ File Daemon C
. ' 10.10.0.10/24

Backup using NAT
where Storage Daemon
and File Daemon are

. LAN 3
in the same network. 10.10.0.0/24

Storage
10.10.0.1/24

LAN 2

LAN 1
G2 I | 10.5.0.0/24
I Storage Storage I
10.0.0.1/24 10.5.0.1/24
3
File Daemon A )
File Daemon B
10.10.0.10/24 10.10.0.10/24
File Daemon B
WAN IP: 65.1.1.6
File Daemon A 2
1 WAN IP: 65.1.1.5

File Daemon C
WAN IP: 65.1.1.7

Storage
) WAN IP: 65.1.1.1
1

1) Director connects to FileDaemon A using 65.1.1.5
1

Director 2 Director connects to StorageDaemon using 65.1.1.1

192.168.0.1

1
3 FileDaemon connects to StorageDaemon using 10.0.0.1

Storage {
Name = storagel
Address = 65.1.1.1
FD Storage Address = 10.0.0.1
SD Port = 9103

}
Client {
Name = clientl
Address = 65.1.1.2
FD Storage Address = 10.0.0.1
FD Port = 9102
}
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Note that using the Client FDStorageAddress directive will not allow to use multiple Storage Daemon, all

Backup or Restore requests will be sent to the specified FDStorageAddress.

2.1.12 Job Bandwidth Limitation

The new Job Bandwidth Limitation directive may be added to the File daemon’s and/or Director’s
configuration to limit the bandwidth used by a Job on a Client. It can be set in the File daemon’s conf file
for all Jobs run in that File daemon, or it can be set for each Job in the Director’s conf file. The speed is

always specified in bytes per second.
For example:

FileDaemon {
Name = localhost-fd
Working Directory = /some/path
Pid Directory = /some/path
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Maximum Bandwidth Per Job = 5Mb/s
}

The above example would cause any jobs running with the FileDaemon to not exceed 5 megabytes per second
of throughput when sending data to the Storage Daemon. Note, the speed is always specified in bytes per
second (not in bits per second), and the case (upper/lower) of the specification characters is ignored (i.e.
1IMB/s = 1Mb/s).

You may specify the following speed parameter modifiers: k/s (1,000 bytes per second), kb/s (1,024 bytes
per second), m/s (1,000,000 bytes per second), or mb/s (1,048,576 bytes per second).

For example:

Job {
Name = locahost-data
FileSet = FS_localhost
Accurate = yes

Maximum Bandwidth = 5Mb/s

}

The above example would cause Job localhost-data to not exceed 5MB/s of throughput when sending
data from the File daemon to the Storage daemon.

A new console command setbandwidth permits to set dynamically the maximum throughput of a running
Job or for future jobs of a Client.

* setbandwidth 1imit=1000 jobid=10

Please note that the value specified for the 1imit command line parameter is always in units of 1024 bytes
(i.e. the number is multiplied by 1024 to give the number of bytes per second). As a consequence, the above
limit of 1000 will be interpreted as a limit of 1000 * 1024 = 1,024,000 bytes per second.

This project was funded by Bacula Systems.

2.1.13 Maximum Concurrent Read Jobs

This is a new directive that can be used in the bacula-dir.conf file in the Storage resource. The main
purpose is to limit the number of concurrent Copy, Migration, and VirtualFull jobs so that they don’t
monopolize all the Storage drives causing a deadlock situation where all the drives are allocated for reading
but none remain for writing. This deadlock situation can occur when running multiple simultaneous Copy,
Migration, and VirtualFull jobs.

The default value is set to 0 (zero), which means there is no limit on the number of read jobs. Note, limiting
the read jobs does not apply to Restore jobs, which are normally started by hand. A reasonable value for
this directive is one half the number of drives that the Storage resource has rounded down. Doing so, will
leave the same number of drives for writing and will generally avoid over committing drives and a deadlock.

2.1.14 Director job Codes in Message Resource Commands

Before submitting the specified mail command to the operating system, Bacula performs character substi-
tution like in Runscript commands. Bacula will now perform also specific Director character substitution.

The code for this feature was contributed by Bastian Friedrich.

2.1.15 Additions to RunScript variables

The following variables are now available in runscripts:
e current PID using %P

e if the job is a clone job using %C

RunAfterJob = "/bin/echo Pid=%P isCloned=¥%C"
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2.1.16 Read Only Storage Devices

This version of Bacula permits defining a Storage daemon device to be read-only. That is if the ReadOnly
directive is specified and enabled, the drive can only be used for read operations. The the ReadOnly
directive can be defined in any bacula-sd.conf Device resource, and is most useful to reserve one or more
drives for restores. An example is:

Read Only = yes

2.1.17 New Prune “Expired” Volume Command

It is now possible to prune all volumes (from a pool, or globally) that are “expired”. This option can be
scheduled after or before the backup of the Catalog and can be combined with the Truncate On Purge option.
The Expired Prune option can be used instead of the manual_prune.pl script.

* prune expired volumes

* prune expired volumes pool=FullPool
To schedule this option automatically, it can be added to the BackupCatalog job definition.

Job {
Name = CatalogBackup

RunScript {
Console = "prune expired volume yes"
RunsWhen = Before

}
}

2.1.18 Hardlink Performance Enhancements

If you use a program such as Cyrus IMAP that creates very large numbers of hardlinks, the time to build the
interactive restore tree can be excessively long. This version of Bacula has a new feature that automatically
keeps the hardlinks associated with the restore tree in memory, which consumes a bit more memory but
vastly speeds up building the tree. If the memory usage is too big for your system, you can reduce the
amount of memory used during the restore command by adding the option optimizespeed=false on the
bconsole run command line.

This feature was developed by Josip Almasi, and enhanced to be runtime dynamic by Kern Sibbald.

2.1.19 DisableCommand Directive

There is a new Directive named Disable Command that can be put in the File daemon Client or Director
resource. If it is in the Client, it applies globally, otherwise the directive applies only to the Director in which
it is found. The Disable Command adds security to your File daemon by disabling certain commands. The
commands that can be disabled are:

backup
cancel
setdebug=
setbandwidth=
estimate
fileset
JobId=
level =
restore
endrestore
session
status
.status
storage
verify
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RunBeforeNow
RunBeforeJob
RunAfterJob
Run

accurate

On or more of these command keywords can be placed in quotes and separated by spaces on the Disable
Command directive line. Note: the commands must be written exactly as they appear above.

2.1.20 Multiple Console Directors

Support for multiple beonsole and bat Directors in the bconsole.conf and bat.conf files has been implemented
and/or improved.

2.1.21 Restricted Consoles

Better support for Restricted consoles has been implement for bconsole and bat.

2.1.22 Configuration Files

In previous versions of Bacula the configuration files for each component were limited to a maximum of
499 bytes per configuration file line. This version of Bacula permits unlimited input line lengths. This can
be especially useful for specifying more complicated Migration/Copy SQL statements and in creating long
restricted console ACL lists.

2.1.23 Maximum Spawned Jobs

The Job resource now permits specifying a number of Maximum Spawn Jobs. The default is 300. This
directive can be useful if you have big hardware and you do a lot of Migration/Copy jobs which start at the
same time. In prior versions of Bacula, Migration/Copy was limited to spawning a maximum of 100 jobs at
a time.

2.1.24 Progress Meter

The new File daemon has been enhanced to send its progress (files processed and bytes written) to the
Director every 30 seconds. These figures can then be displayed with a bconsole status dir command.

2.1.25 Scheduling a 6th Week

Prior version of Bacula permits specifying 1st through 5th week of a month (first through fifth) as a keyword
on the run directive of a Schedule resource. This version of Bacula also permits specifying the 6th week of
a month with the keyword sixth or 6th.

2.1.26 Scheduling the Last Day of a Month

This version of Bacula now permits specifying the lastday keyword in the run directive of a Schedule
resource. If lastday is specified, it will apply only to those months specified on the run directive. Note: by
default all months are specified.

2.1.27 Improvements to Cancel and Restart bconsole Commands

The Restart bconsole command now allow selection of either canceled or failed jobs to be restarted. In
addition both the cancel and restart bconsole commands permit entering a number of Joblds separated
by commas or a range of Joblds indicated by a dash between the begin and end range (e.g. 3-10). Finally
the two commands also allow one to enter the special keyword all to select all the appropriate Jobs.

2.1.28 bconsole Performance Improvements

In previous versions of Bacula certain bconsole commands could wait a long time due to catalog lock con-
tention. This was especially noticeable when a large number of jobs were running and putting their attributes
into the catalog. This version uses a separate catalog connection that should significantly enhance perfor-
mance.
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2.1.29 New .bvfs_decode_lstat Command

There is a new bconsole command, which is .bvfs_decode_lstat it requires one argument, which is
Istat=""1stat value to decode”. An example command in bconsole and the output might be:

.bvfs_decode_lstat lstat="A A EHt B A A A JP BAA B BTL/A7 BTL/A7 BTL/A7 A A C"

st_nlink=1
st_mode=16877
st_uid=0

st_gid=0
st_size=591
st_blocks=1
st_ino=0
st_ctime=1395650619
st_mtime=1395650619
st_mtime=1395650619
st_dev=0

LinkFI=0

New Debug Options

In Bacula Enterprise version 8.0 and later, we introduced new options to the setdebug command.

If the options parameter is set, the following arguments can be used to control debug functions.

0 clear debug flags

i Turn off, ignore bwrite() errors on restore on File Daemon
d Turn off decomp of BackupRead() streams on File Daemon
t Turn on timestamp in traces
T Turn off timestamp in traces

¢ Truncate trace file if trace file is activated

1 Turn on recoding events on P() and V()

p Turn on the display of the event ring when doing a bactrace

The following command will truncate the trace file and will turn on timestamps in the trace file.

* setdebug level=10 trace=1 options=ct fd

It is now possible to use class of debug messages called tags to control the debug output of Bacula daemons.
all Display all debug messages
bvfs Display BVFS debug messages
sql Display SQL related debug messages
memory Display memory and poolmem allocation messages

scheduler Display scheduler related debug messages

* setdebug level=10 tags=bvfs,sql,memory
* setdebug level=10 tags=!bvfs

# bacula-dir -t -d 200,bvfs,sql

The tags option is composed of a list of tags, tags are separated by “” or “+” or “-” or “I”. To disable a
specific tag, use “” or “!” in front of the tag. Note that more tags will come in future versions.
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Chapter 3

New Features in 5.2.13

This chapter presents the new features that have been added to the current Community version of Bacula
that is now released.

3.0.1 Additions to RunScript variables

You can have access to Director name using %D in your runscript command.

RunAfterJob = "/bin/echo Director=%D

3.1 New Features in 5.2.1

This chapter presents the new features were added in the Community release version 5.2.1.
There are additional features (plugins) available in the Enterprise version that are described in another
chapter. A subscription to Bacula Systems is required for the Enterprise version.

3.1.1 LZO Compression

LZO compression has been to the File daemon. From the user’s point of view, it works like the GZIP
compression (just replace compression=GZIP with compression=LZO).
For example:

Include {
Options {compression=LZ0 }
File = /home
File = /data

}

LZO provides a much faster compression and decompression speed but lower compression ratio than GZIP.
It is a good option when you backup to disk. For tape, the hardware compression is almost always a better
option.

LZO is a good alternative for GZIP1 when you don’t want to slow down your backup. With a modern CPU
it should be able to run almost as fast as:

e your client can read data from disk. Unless you have very fast disks like SSD or large/fast RAID array.
o the data transfers between the file daemon and the storage daemon even on a 1Gb/s link.

Note, Bacula uses compression level LZO1X-1.

The code for this feature was contributed by Laurent Papier.

3.1.2 New Tray Monitor

Since the old integrated Windows tray monitor doesn’t work with recent Windows versions, we have written
a new Qt Tray Monitor that is available for both Linux and Windows. In addition to all the previous
features, this new version allows you to run Backups from the tray monitor menu.

To be able to run a job from the tray monitor, you need to allow specific commands in the Director monitor
console:

19
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| 1 TV
. @ Bacula Tray Maonitor @ @ @

z0g4-dir | zog44d || zogd-sd |

zogd-fd Version: 4.1.15 (24 Jamuary I2011) =86_c4-unknown-limw-gmu archlinue
Daemon started 0Z-mars011 1£:38. Jobs: run=0 rumming=0.

d Heap: heap=405,504 smhytes=24,337 max_bytes=I4,531 bufs=58 max_bufs=58
Sizeof: boffset_t=8 size_t=8 debug=0 trace=0 bwlimit=0kb/s

Bunning Jobs:
Director connected at: 0Z-mars0ll 1&:43
| Ho Jobs running.

Terminated Jobs:
JobTd Lewel Files status Finished

0Z2-mars011 16:37 backup
0Z-mars01]1 1&8:37 RestoreFiles
0Z2-mars01l 16:37 backup
0Z2-mars0l1]l 1&:38 RestoreFiles

Figure 3.1: New tray monitor

b Run job QYW
Run a Job

Job properties

lok: | backup v |Tpe:  Backup
client: |zoga-fd v | Priority. (10 £ I
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Figure 3.2: Run a Job through the new tray monitor
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Console {

}

Name = win2003-mon
Password = "xxx"
CommandACL = status,
ClientACL = *allx
CatalogACL = *allx
JobACL = *allx*
StorageACL = *all*
ScheduleACL = *allx*
PoolACL = *all*
FileSetACL = *allx
WhereACL = *allx
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.clients, .jobs, .pools, .storage, .filesets, .messages, run
# you can restrict to a specific host

This project was funded by Bacula Systems and is available with Bacula the Enterprise Edition and the
Community Edition.

3.1.3 Purge Migration Job

The new Purge Migration Job directive may be added to the Migration Job definition in the Director’s
configuration file. When it is enabled the Job that was migrated during a migration will be purged at the
end of the migration job.
For example:

Job {
Name = "migrate—job"
Type = Migrate

Level = Full

Client = localhost-fd
FileSet = "Full Set"
Messages = Standard
Storage = DiskChanger
Pool = Default
Selection Type = Job
Selection Pattern = ".*xSave"

Purge Migration Job = yes

}

This project was submitted by Dunlap Blake; testing and documentation was funded by Bacula Systems.

3.1.4 Changes in Bvfs (Bacula Virtual FileSystem)

Bat has now a bRestore panel that uses Bvfs to display files and directories.
the Bvfs module works correctly with BaseJobs, Copy and Migration jobs.

This project was funded by Bacula Systems.

General notes

All fields are separated by a tab

You can specify 1imit= and offset= to list smoothly records in very big directories

All operations (except cache creation) are designed to run instantly

At this time, Bvfs works faster on PostgreSQL than MySQL catalog. If you can contribute new faster
SQL queries we will be happy, else don’t complain about speed.

The cache creation is dependent of the number of directories. As Bvfs shares information across jobs,
the first creation can be slow

All fields are separated by a tab

Due to potential encoding problem, it’s advised to always use pathid in queries.
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& vedia || B logwatch 304 B 2011-03-02 16:32:06
& storage bacula_config 2,92 KIB 2011-03-02 16:33:16
btraceback 1.65 KB 2011-03-02 16:32:05
bacula-tray-monitor.desktop 334 B 2011-03-02 16:33:16 |
v
|4 [0 - [s00 Tk [ L& || <C=3 <>
Restore items list | Clear || Estimate || Restore |
Type i FileName : Size E Date ! Jobid i Filelndex Mb Files ¢ |
Jftmpfregress... 2,92 KiB | 2011-03-02 ... 1 1917
Command:
Bacula Administration Tool 4

Figure 3.3: Bat Brestore Panel

Get dependent jobs from a given Jobld

Bvfs allows you to query the catalog against any combination of jobs. You can combine all Jobs and all
FileSet for a Client in a single session.
To get all Jobld needed to restore a particular job, you can use the .bvfs_get_jobids command.

.bvfs_get_jobids jobid=num [all]

.bvfs_get_jobids jobid=10
1,2,5,10

.bvEfs_get_jobids jobid=10 all
1,2,3,5,10

In this example, a normal restore will need to use Joblds 1,2,5,10 to compute a complete restore of the
system.
With the all option, the Director will use all defined FileSet for this client.

Generating Bvfs cache

The .bvfs_update command computes the directory cache for jobs specified in argument, or for all jobs if
unspecified.

.bvfs_update [jobid=numlist]
Example:
.bvfs_update jobid=1,2,3

You can run the cache update process in a RunScript after the catalog backup.

Get all versions of a specific file

Bvfs allows you to find all versions of a specific file for a given Client with the .bvfs_version command.
To avoid problems with encoding, this function uses only Pathld and Filenameld. The jobid argument is
mandatory but unused.

.bvfs_versions client=filedaemon pathid=num filenameid=num jobid=1
PathId FilenameId FileId JobId LStat Md5 VolName Inchanger
PathId FilenameId FileId JobId LStat Md5 VolName Inchanger
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Example:

.bvfs_versions client=localhost-fd pathid=1 fnid=47 jobid=1

1 47 52

List directories

12 gD HRid IGk D Po Po A P BAA T A

Bvfs allows you to list directories in a specific path.

/uPgWaxMgKZ1nMti7LChyA Voll

.bvfs_lsdirs pathid=num path=/apath jobid=numlist limit=num offset=num
PathId FilenameId FileId JobId LStat Path
PathId Filenameld FileId JobId LStat Path
PathId FilenameId FileId JobId LStat Path
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You need to pathid or path. Using path="" will list “/” on Unix and all drives on Windows. If Filenameld
is 0, the record listed is a directory.

.bvfs_lsdirs pathid=4 jobid=1,11,12

4 0
5 0
3 0

0
0
0

AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAA

=

A A
A A
A A

= o= e
=

In this example, to list directories present in regress/, you can use

.bvfs_lsdirs pathid=3 jobid=1,11,12

3 0
4 0
2 0
List files

0
0
0

AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAA

Bvfs allows you to list files in a specific path.

=

A A
A A
A A

= e e
= e

regress/

tmp/

.bvfs_lsfiles pathid=num path=/apath jobid=numlist limit=num offset=num
PathId FilenameId FileId JobId LStat Path
PathId FilenameId FileId JobId LStat Path
PathId FilenameId FileId JobId LStat Path

You need to pathid or path. Using path="" will list “/” on Unix and all drives on Windows. If Filenameld
is 0, the record listed is a directory.

.bvfs_lsfiles pathid=4 jobid=1,11,12

4 0
5 0
1 0

In this example, to list files present in regress/, you can use

.bvfs_lsfiles pathid=1

a7
49
48
45
46

N

Restore set of files

52
53
54
55
56

12
12
12
12
12

gD
gD
gD
gD
gDb

0
0
0

AAAAAAAAAA
AAAAAAAAAA
AAAAAAAAAA

jobid=1,11,12

HRid
HRid
HRie
HRid
HRie

IGk BAA I BMqcPH BMqcPE
IGk BAA I BMge/K BMqcPE
IGk BAA I BMqcPH BMqcPE
IGk BAA I BMge/K BMqcPE
IGk BAA I BMge/K BMqcPE

BMge+t A
BMge+t B
BMge+3 A
BMge+t B
BMge+3 D

regress/

titi
toto
tutu
ficherirol.txt
ficheriro2.txt

Bvfs allows you to create a SQL table that contains files that you want to restore. This table can be provided
to a restore command with the file option.

.bvfs_restore fileid=numlist dirid=numlist hardlink=numlist path=b2num

0K

restore file=7b2num ...
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To include a directory (with dirid), Bvfs needs to run a query to select all files. This query could be time
consuming.

hardlink list is always composed of a series of two numbers (jobid, fileindex). This information can be
found in the LinkFT field of the LStat packet.

The path argument represents the name of the table that Bvfs will store results. The format of this table is
b2[0-9]+. (Should start by b2 and followed by digits).

Example:

.bvfs_restore fileid=1,2,3,4 hardlink=10,15,10,20 jobid=10 path=b20001
0K

Cleanup after Restore

To drop the table used by the restore command, you can use the .bvfs_cleanup command.

.bvfs_cleanup path=b20001

Clearing the BVFS Cache
To clear the BVFS cache, you can use the .bvfs_clear_cache command.

.bvfs_clear_cache yes
0K

3.1.5 Changes in the Pruning Algorithm

We rewrote the job pruning algorithm in this version. Previously, in some users reported that the pruning
process at the end of jobs was very long. It should not be longer the case. Now, Bacula won’t prune
automatically a Job if this particular Job is needed to restore data. Example:

JobId: 1 Level: Full

JobId: 2 Level: Incremental
JobId: 3 Level: Incremental
JobId: 4 Level: Differential

. Other incrementals up to now

In this example, if the Job Retention defined in the Pool or in the Client resource causes that Jobs with
Jobid in 1,2,3,4 can be pruned, Bacula will detect that Jobld 1 and 4 are essential to restore data at the
current state and will prune only Jobld 2 and 3.

Important, this change affect only the automatic pruning step after a Job and the prune jobs Bconsole
command. If a volume expires after the VolumeRetention period, important jobs can be pruned.

3.1.6 Ability to Verify any specified Job

You now have the ability to tell Bacula which Job should verify instead of automatically verify just the last
one.

This feature can be used with VolumeToCatalog, DiskToCatalog and Catalog level.

To verify a given job, just specify the Job jobid in argument when starting the job.

*run job=VerifyVolume jobid=1 level=VolumeToCatalog
Run Verify job

JobName: VerifyVolume

Level: VolumeToCatalog

Client: 127.0.0.1-fd

FileSet: Full Set

Pool: Default (From Job resource)
Storage: File (From Job resource)

Verify Job: VerifyVol.2010-09-08_14.17.17_03
Verify List: /tmp/regress/working/VerifyVol.bsr
When: 2010-09-08 14:17:31

Priority: 10

0K to run? (yes/mod/no):

This project was funded by Bacula Systems and is available with Bacula Enterprise Edition and Community
Edition.
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3.1.7 Additions to RunScript variables

You can have access to JobBytes and JobFiles using %b and %F in your runscript command. The Client
address is now available through %h.

RunAfterJob = "/bin/echo Job=%j JobBytes=/b JobFiles=),F ClientAddress=/h"

3.1.8 Additions to the Plugin API

The bfuncs structure has been extended to include a number of new entrypoints.

bfuncs

The bFuncs structure defines the callback entry points within Bacula that the plugin can use register events,
get Bacula values, set Bacula values, and send messages to the Job output or debug output.
The exact definition as of this writing is:

typedef struct s_baculaFuncs {
uint32_t size;
uint32_t version;
bRC (*registerBaculaEvents) (bpContext *ctx, ...);
bRC (*getBaculaValue) (bpContext *ctx, bVariable var, void *value);
bRC (*setBaculaValue) (bpContext *ctx, bVariable var, void *value);
bRC (*JobMessage) (bpContext *ctx, const char *file, int line,

int type, utime_t mtime, const char *fmt, ...);
bRC (*DebugMessage) (bpContext *ctx, const char *file, int line,
int level, const char *fmt, ...);

void *(*baculaMalloc) (bpContext *ctx, const char *file, int line,
size_t size);
void (*baculaFree) (bpContext *ctx, const char *file, int line, void *mem) ;

/* New functions follow */

bRC (*AddExclude) (bpContext *ctx, const char *file);

bRC (*AddInclude) (bpContext *ctx, const char xfile);

bRC (*AddIncludeOptions) (bpContext *ctx, const char *opts);
bRC (*AddRegex) (bpContext *ctx, const char *item, int type);
bRC (*AddWild) (bpContext *ctx, const char *item, int type);
bRC (*checkChanges) (bpContext *ctx, struct save_pkt *sp);

} bFuncs;

AddExclude can be called to exclude a file. The file string passed may include wildcards that will be
interpreted by the fnmatch subroutine. This function can be called multiple times, and each time the
file specified will be added to the list of files to be excluded. Note, this function only permits adding
excludes of specific file or directory names, or files matched by the rather simple fnmatch mechanism.
See below for information on doing wild-card and regex excludes.

NewPrelnclude can be called to create a new Include block. This block will be added after the current
defined Include block. This function can be called multiple times, but each time, it will create a new
Include section (not normally needed). This function should be called only if you want to add an
entirely new Include block.

Newlnclude can be called to create a new Include block. This block will be added before any user defined
Include blocks. This function can be called multiple times, but each time, it will create a new Include
section (not normally needed). This function should be called only if you want to add an entirely new
Include block.

AddInclude can be called to add new files/directories to be included. They are added to the current
Include block. If NewlInclude has not been included, the current Include block is the last one that the
user created. This function should be used only if you want to add totally new files/directories to be
included in the backup.
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NewOptions adds a new Options block to the current Include in front of any other Options blocks. This
permits the plugin to add exclude directives (wild-cards and regexes) in front of the user Options, and
thus prevent certain files from being backed up. This can be useful if the plugin backs up files, and
they should not be also backed up by the main Bacula code. This function may be called multiple
times, and each time, it creates a new prepended Options block. Note: normally you want to call this
entry point prior to calling AddOptions, AddRegex, or AddWild.

AddOptions allows the plugin it set options in the current Options block, which is normally created with
the NewOptions call just prior to adding Include Options. The permitted options are passed as a
character string, where each character has a specific meaning as defined below:

a always replace files (default).

e exclude rather than include.

h no recursion into subdirectories.

H do not handle hard links.

i ignore case in wildcard and regex matches.

M compute an MD5 sum.

p use a portable data format on Windows (not recommended).
R backup resource forks and Findr Info.

r read from a fifo

S1 compute an SHA1 sum.

S2 compute an SHA256 sum.

S3 comput an SHA512 sum.

s handle sparse files.

m use st_mtime only for file differences.

k restore the st_atime after accessing a file.

A enable ACL backup.

Vxxx: specify verify options. Must terminate with :
Cxxx: specify<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>