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Sendmai™ implements a general purpose internetwork mail routing facility under the UNIX® oper
ating system. It is not tied to ylne transport protocol — its function may be likened to a crossbar switch,
relaying messages from one domain into anotherthe process, it can do a limited amount of message
header editing to put the message into a format that is appropriate for the receiving domain. All of this is
done under the control of a configuration file.

Due to the requirements of flexibility fe@endmail the configuration file can seem somewhat unap-
proachable. Hwever, there are only a fe basic configurations for most sites, for which standard configu-
ration files hae been supplied Most other configurations can be built by adjusting an existing configura-
tion file incrementally.

Sendmailis based on RFC 821 (Simple Mailafisport Protocol), RFC 822 (Internet Mail Headers
Format), RFC 974 (MX routing), RFC 1123 (Internet Host Requirements), RFC 1413 (ldentification
sener), RFC 1652 (SMTP 8BITMIME Extension), RFC 1869 (SMTP Service Extensions), RFC 1870
(SMTP SIZE Extension), RFC 1891 (SMTP Deliy Status Notifications), RFC 1892 (Multipart/Report),
RFC 1893 (Enhanced Mail System Status Codes), RFC 1894/diyeStatus Notifications), RFC 1985
(SMTP Service Extension for Remote Message Queue Starting), RFC 2033 (Local Measagastion
Protocol), RFC 2034 (SMTP Service Extension for Returning Enhanced Error Codes), RFC 2045 (MIME),
RFC 2476 (Message Submission), RFC 2487 (SMTP Service Extension for Secure &MTPS), RFC
2554 (SMTP Service Extension for Authentication), RFC 2821 (Simple Mail Transfer Protocol), RFC 2822
(Internet Message Format), RFC 2852 (l=liBy SMTP Service Extension), and RFC 2920 (SMTP-Ser
vice Extension for Command Pipeliningflowever, snce sendmailis designed to work in a wideronid,
in mary cases it can be configured to exceed these protocols. These cases are described herein.

Although sendmailis intended to run without the need for monitoring, it has a number of features
that may be used to monitor or adjust the operation under unusual circumstances. These features are
described.

Section one describeswdo do abasicsendmailinstallation. Sectioriwo explains the day-to-day
information you should ke to maintain your mail system. If you ta a elatively normal site, these v
sections should contain sufficient information for you to instatidmailand keep it happ Section three
has information rgarding the command line guments. Sectiofour describes some parameters that may
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be safely tweadd. Sectiorfive contains the nitty-gritty information about the configuration file. This sec-
tion is for masochists and people who must write their configuration file. Section six describes config-
uration that can be done at compile tinféne appendixes g a lvief but detailed explanation of a number
of features not described in the rest of the paper.
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1. BASIC INSTALLATION

There are tw basic steps to installingendmail First, you hae to compile and install the binary
If sendmailhas already been ported to your operating system that should be simple. Second, you must
build a run-time configuration file. This is a file trendmailreads when it starts up that describes the
mailers it knows about, loto parse addresses,Wdo rewrite the message headand the settings of
various options. Although the configuration file can be quite com@econfiguration can usually be
built using an M4-based configuration language. Assuming yeoe te standarcdendmaildistribu-
tion, seecf/READMEfor further information.

The remainder of this section will describe the installatioseofdmailassuming you can use one
of the existing configurations and that the standard installation parameters are accéytaiaén-
names and examples areai from the root of thesendmailsubtree, normallyusr/src/usr.sbin/send-
mail on 4.4BSD-based systems.

Continue with the next section if you need/want to conggledmailyourself. Ifyou have a un-
ning binary already on your system, you should probably skip to section 1.2.

1.1. Compiling Sendmail

All sendmailsource is in theendmailsubdirectory To compile sendmail, “cd” into theend-
mail directory and type

./Build

This will leave the binary in an appropriately named subdirecteny., obj.BSD-0S.2.1.i3861t
works for multiple object versions compiled out of the same directory.

1.1.1. Tweaking the Build Invocation

You can gve parameters on thBuild command. Immost cases these are only used when
theobj.* directory is first createdTo restart from scratch, use. These commands include:
-L libdirs
A list of directories to search for libraries.
-l incdirs
A list of directories to search for include files.

—-E envarvalue
Set an environment variable to an indicatathebefore compiling.

—-C Createa rewobj.* tree before running.

—f siteconfig
Read the indicated site configuration fild. this parameter is not specifie8uild
includes all of the files $BUILDTOOLS/Site/site.$oscf.mdand $BUILD-
TOOLS/Site/site.config.mdvhere $BRJILDTOOLS is normally../devtoolsand $oscf is
the same name as used onabg* directory See belav for a description of the site
configuration file.

-S Skip auto-configuration.Build will avoid auto-detecting libraries if this is seall
libraries and map definitions must be specified in the site configuration file.

Most other parameters are passed to thake program; for details seesBUILD-
TOOLS/README

1.1.2. Creating a Site Configuration File

(This section is not yet completé&or now, see the file devtoolssREADME for details.)
See sendmail/README for various compilation flags that can be set.
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1.1.3. Tweaking the Makefile

Sendmailsupports tw different formats for the local (on disk) version of databases,
notably thealiasesdatabase. Aeast one of these should be defined if at all possible.

NDBM The “ new DBM’’ format, &ailable on nearly all systems around toddhis
was the preferred format prior to 4.4BSD. It allows such complengs as
multiple databases and closing a currently open database.

NEWDB The Berkeley DB package. Ifyou have this, use it. It allows long records,
multiple open databases, real in-memory caching, and so fouh. can
define this in conjunction witNDBM; if you do, old alias databases are read,
but when a ne database is created it will be in NEWDB format. As a nasty
hack, if you hse NEWDB, NDBM, and NIS defined, and if the alias file
name includes the substring “/ypgendmailwill create both ne and old \er-
sions of the alias file during mewaliascommand. Thiss required because
the Sun NIS/YP system reads the DBM version of the aliaslfile.ugly as
sin, but it works.

If neither of these are definesendmailreads the alias file into memory owesy invocation.
This can be slo and should bewided. Thereare also seeral methods for remote database

access:
LDAP LightweightDirectory Access Protocol.

NIS Suns Network Information Services (formerly YP).
NISPLUS Surs NIS+ services.

NETINFO NeXT's NetInfo service.

HESIOD Hesiodservice (from Athena).

Other compilation flags are setdonf.hand should be predefined for you unless you are porting
to a nev environment. Br more options sesendmail/README

1.1.4. Compilationand installation

After making the local system configuration describedrebéou should be able to com-
pile and install the system. The script “Build” is the best approach on most systems:

./Build
This will useunamél) to create a custom Makefile for your environment.
If you are installing in the standard places, you should be able to install using
./Build install

This should install the binary in /usr/sbin and create links from /usr/leliases and
/usr/bin/mailq to /usr/sbin/sendmaiDn most systems it will also format and install man pages.
Notice: as of version 8.12endmailwill no longer be installed set-user-ID root by aldf. If

you really want to use the old method, you can specify it as target:

./Build install-set-user-id

1.2. ConfigurationFiles

Sendmailcannot operate without a configuration file. The configuration defines the mail
delivery mechanisms understood at this sitey o access them, o to forward email to remote
mail systems, and a number of tuning parameters. This configuration file is detailed in thedater por
tion of this document.

The sendmailconfiguration can be daunting at first. The world is complex, and the mail con-
figuration reflects that. The disttition includes an m4-based configuration package that hides a lot
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of the complexity Seecf/READMEfor details.

Our configuration files are processedrb¥to facilitate local customization; the directorl
of thesendmaildistribution directory contains the source files. This directory contavesaeub-
directories:

cf Both site-dependent and site-independent descriptions of hosts. These can be lit-
eral host names (e.g., “u@x.mc”) when the hosts aretpvays or more general
descriptions (such as “generic-solaris2.mc” as a general description of an SMTP-
connected host running Solaris 2.x. Files ending (‘M4 Configuration”) are
the input descriptions; the output is in the correspondifidile. The general
structure of these files is described belo

domain Site-dependertibdomain descriptions. These are tied to the way yganiaa-
tion wants to do addressingzor example,domain/CS.Berkeley.EDU.md4is our
description for hosts in the CS.Bet.EDU subdomain. These are referenced
using theDOMAIN m4 macro in themcfile.

feature Definition®f specific features that some particular host in your site might.w
These are referenced using tAREATURE m4 macro. Anexample feature is
use_cw_file (which tellsendmailto read an /etc/mail/local-host-names file on
startup to find the set of local names).

hack Localhacks, referenced using ti&ACK m4 macro. Ty to avoid these. The
point of having them here is to ek dear that thg smell.

m4 Site-independem4(1) include files that hee information common to all configu-
ration files. This can be thought of as a “#include” directory.

mailer Definitionsof mailers, referenced using tN&AILER m4 macro. Thamailer types
that are known in this distribution are fax, local, smtp, uucp, and us€bet.
example, to include support for the UUCP-based mailers, use “MAILER(uucp)”.

ostype Definitiongdescribing arious operating system environments (such as the loca-
tion of support files). These are referenced usin@$iEYPEmM4 macro.

sh Shelffiles used by then4 build process.You shouldnt haveto mess with these.

siteconfig LocalJUCP connectivity information. This directory has been supplanted by the
mailertable feature; gnnew mnfigurations should use that feature to do UUCP
(and other) routing. The use of this directory is deprecated.

If you are in a '@ domain (e.g., a compg)) you will probably want to create a cf/domain
file for your domain.This consists primarily of relay definitions and features you want enabled site-
wide: for example, Beddey’s domain definition defines relays for BitNET and UUCFhese are
specific to Berkley, and should be fully-qualified internet-style domain namBtease check to
malke eertain thg are reasonable for your domain.

Subdomains at Beeley are also represented in the cf/domain directdfgr example, the
domain CS.Bertley.EDU is the Computer Science subdomain, EECS&erkEDU is the Electri-
cal Engineering and Computer Sciences subdomain, and S2Kl&dfbU is the Sequoia 2000
subdomain. Wu will probably hae © add an entry to this directory to be appropriate for your
domain.

You will have © use or createmc files in thecf/cf subdirectory for your hosts. This is
detailed in the cf/README file.

1.3. Detailsof Installation Files
This subsection describes the files that compriseghdmaiinstallation.
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1.3.1. /usr/sbhin/sendmail

The binary forsendmailis located in /usr/sbin It should be set-group-ID smmsp as
described in sendmail/SECURIT Yor security reasons, /, /usnd /usr/sbin should beanmed

by root, mode 0755

1.3.2. /etc/mail/sendmail.cf

This is the main configuration file f@endmafi. This is one of the ta non-library file
names compiled intsendmatt, the other is /etc/mail/submit.cf.

The configuration file is normally created using the distribution files described. alfo
you have a mrticularly unusual system configuration you may need to create a spgsiahv
The format of this file is detailed in later sections of this document.

1.3.3. /etc/mail/submit.cf

This is the configuration file fasendmailwhen it is used for initial mail submission, in
which case it is also called “Mail Submission PrografMSP) in contrast to “Mail Tansfer
Agent” (MTA). Startingwith version 8.12sendmailuses one of tw different configuration
files based on its operation mode (or the ré option). For initial mail submission, i.e., if one
of the options-bm (default),-bs, or -t is specified, submit.cf is used (ifailable), for other
operations sendmail.cf is used. Details can be foundemdmail/SECURITY submit.cf is
shipped with sendmail (in cf/cf/) and is installed byaddt If changes to the configuration need
to be made, start with cf/cf/submit.mc and fallthe instruction in cf/README.

1.3.4. /usr/bin/newaliases
Thenewaliasegommand should just be a linkgendmail

rm —f /usr/bin/ngvaliases
In —s /usr/sbin/sendmail /usr/binimdiases

This can be installed in what search path you prefer for your system.

1.3.5. /usr/bin/hoststat

The hoststat command should just be a link ®endmail in a fashion similar to
newaliases This command lists the status of the last mail transaction with all remote hosts.
The —v flag will prevent the status display from being truncated. It functions only when the
HostStatusDirectory option is set.

1.3.6. /usr/bin/purgestat

This command is also a link sendmail It flushes expired (Timeout.hoststatus) informa-
tion that is stored in thdostStatusDirectory tree.

This is usually /usr/sbin on 4.4BSD and newer systemsy syatems install it in /usr/lib| understand it is in /usr/ucblib on
System V Release 4.

2Some vendors ship them owned by bin; this creates a security hole that is not actually retatdchtl Other important di-
rectories that should taa restrictve avnerships and permissions are /bin, /usr/bin, /etc, /etc/mail, /usr/etc, /lib, and /usr/lib.

SActually, the pathname varies depending on the operating system; /etc/mail is the preferred .digeaterplder systems in-
stall it in /ust/lib/sendmail.cf, and I've dso seen it infusr/ucblib. If you want to mee tis file, add -D_RTH_SENDMAIL-
CF=\"ffile/name\" to the flags passed to the C compNéoving this file is not recommended: other programs and scripts &hthis
location.

“The system libraries can reference other files; in particslatem library subroutines thaendmailcalls probably reference
letc/passwand/etc/resolv.conf
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1.3.7. har/spool/mqueue

The directorylvar/spool/mqueushould be created to hold the mail queue. This directory
should be mode 0700 and owned by root.

The actual path of this directory is defined by @ueeueDirectory option of thesend-
mail.cf file. To use multiple queues, supply a value ending with an astefsk.example,
Ivar/spool/mqueue/qdwill use all of the directories or symbolic links to directoriegibring
with ‘qd’ in /var/spool/mqueu@s queue directories. Do not change the queue directory struc-
ture while sendmail is running.

If these directories va subdirectories or symbolic links to directories named ‘gf’,, df
and ‘xf’, then these will be used for thefdifent queue file types. That is, the data files are
stored in the ‘dfsubdirectory the transcript files are stored in the’‘gsfibdirectory and all oth-
ers are stored in the ‘ggubdirectory.

If shared memory support is compiled sgndmailstores the \ailable diskspace in a
shared memory segment to reake values readilyvailable to all children without incurring
system gerhead. Inthis case, only the daemon updates the data; i.e., the sendmail daemon cre-
ates the shared memory segment and deletes it if it is terminEdegse this,sendmailmust
hase keen compiled with support for shared memory (-DSM_CONF_SHM) and the option
SharedMemoryKey must be set.Notice: do not use the sameykfor sendmailinvocations
with different queue directories or ffifent queue group declarations. Access to shared memory
is not controlled by locks, i.e., there is a race condition when data in the shared memory is
updated. Hwever, snce operation ofendmaildoes not rely on the data in the shared memory
this does not rgtively influence the behavior.

1.3.8. har/spool/clientmqueue

The directory/var/spool/clientmqueushould be created to hold the mail queddis
directory should be mode 0770 and owned by user smmsp, group smmsp.

The actual path of this directory is defined by @heeueDirectory option of thesubmit.cf
file.

1.3.9. har/spool/mqueue/.hoststat

This is a typical value for thElostStatusDirectory option, containing one file per host
that this sendmail has chatted with recenttys normally a subdirectory ahqueue

1.3.10. /etc/mail/aliases*

The system aliases are held in “/etc/mail/aliasé@sample is gren in “sendmail/aliases”
which includes some aliases whittustbe defined:

cp sendmail/aliases /etc/mail/aliases
edit /etc/mail/aliases

You should extend this file with greliases that are apropos to your system.

Normally sendmail looks at a databaseension of the files, stored either in
“letc/mail/aliases.dir” and “/etc/mail/aliases.pag” or “/etc/mail/aliases.db” depending on which
database package you are usiige actual path of this file is defined in thiéasFile option of
thesendmail.cfile.

The permissions of the alias file and the databasgons should be 0640 to peat local
denial of service attacks as explained in the ted README in the sendmail distriltion. If
the permissions 0640 are used, be sure that only trusted users belong to the group assigned to
those files. Otherwise, files should neeéebe goup readable.
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1.3.11. /etc/c or /etc/init.d/sendmail

It will be necessary to start up tekendmaildaemon when your system reboots. This dae-
mon performs tw functions: it listens on the SMTP socket for connections (toveaeail
from a remote system) and it processes the queue periodically to insure that mail getddeli
when hosts come up.

If necessaryadd the following lines to “/etc/rc” (or “/etc/rc.local” as appropriate) in the
area where it is starting up the daemons on a BSD-base system, or on a Spsissd-¥ystem
in one of the startup files, typically “/etc/init.d/sendmail”:

if [ —f /usr/sbin/sendmail —a —f /etc/mail/sendmail.cf ]; then
(cd /var/spool/mqueue; rm —f xf*)
lusr/sbin/sendmail -bd —-q30m &
echo —n’ sendmail’ >/dev/console
fi
The “cd” and “rm” commands insure that all transcript filegehkeen remued; extraneous
transcript files may be left around if the system goegnda the middle of processing a mes-
sage. Thdine that actually imokes sendmailhas tw flags: “~bd” causes it to listen on the
SMTP port, and “-q30m” causes it to run the quergeyehalf hour.

Some people use a more conx@tartup script, removing zero length qf/hf/Qf files and df
files for which there is no qf/hf/Qf file. Note this is not advisalfer example, see Figure 1 for
an example of a comptlescript which does this clean up.

1.3.12. /etc/mail/helpfile

This is the help file used by the SMHELP command. Ishould be copied from “send-
mail/helpfile”:

cp sendmail/helpfile /etc/mail/helpfile
The actual path of this file is defined in tHelpFile option of thesendmail.cfile.

1.3.13. /etc/mail/statistics

If you wish to collect statistics about your mail traffic, you should create the file
“letc/mail/statistics™:

cp /dev/null /etc/mail/statistics
chmod 0600 /etc/mail/statistics

This file does not gme. It is printed with the program “mailstats/mailstats.d@.he actual path
of this file is defined in th& option of thesendmail.cfile.

1.3.14. /usr/bin/mailq

If sendmailis invoked as ‘mailqg; it will simulate the—bp flag (i.e.,sendmailwill print
the contents of the mail queue; see W¢loThisshould be a link to /usr/sbin/sendmail.

1.3.15. sendmail.pid

sendmailstores its current pid in the file specified by ®ielFile option (default is
_PATH_SENDMAILPID). sendmailusesTempFileMode (which defaults to 0600) as the per
missions of that file to pvent local denial of service attacks as explained in the tog le
README in the sendmail distriition. If the file already exists, then it might be necessary to
change the permissions accordinglg.,

chmod 0600 /var/run/sendmail.pid

Note that as of version 8.13, this file is unlinked wisemdmailexts. As a result of this
change, a script such as the following, which mayehaorked prior to 8.13, will no longer
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#!/bin/sh
# remove zro length gf/hf/Qf files
for gffile in gf* hf* Qf*

do
if [ -r $qffile ]
then
if [! —s $qffile ]
then
echo -n " <zero: $qffile>" > /dev/console
rm —f $qffile
fi
fi
done

# rename tf files to be gf if the gf does not exist
for tffile in tf*

do
gffile="echo $tffile | sed 's/t/g/"
if [ -r $tffile —a ! —f $gffile ]
then
echo —n " <receering: $tffile>" > /dev/console
mv $tffile $gffile
else
if [ —f S$tffile ]
then
echo —n " <extra: $tffile>" > /dev/console
rm —f $tffile
fi
fi
done

# remove d files with no corresponding gf/hf/Qf files
for dffile in df*

do
gffile='echo $dffile | sed 's/d/g/"
hffile="echo $dffile | sed 's/d/h/"
Qffile='echo $dffile | sed 's/d/Q/*
if [ -r $dffile —a ! —f $qffile —a ! —f $hffile —a ! —f $Offile ]
then
echo -n " <incomplete: $dffile>" > /dev/console
mv $dffile ‘echo $dffile | sed 's/d/D/*
fi
done

# announce files that la been saed during disaster recery
for xffile in [A-Z]f*
do
if [ —f $xffile ]
then
echo —-n " <panic: $xffile>" > /dev/console
fi
done
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Figure 1 — A comple startup script

work:

# gop & start sendmail
PIDFILE=/var/run/sendmail.pid
kill ‘head -1 $PIDFILE

‘tail -1 $PIDFILE’

because it assumes that the pidfile will still exignedter killing the process to which it refers.
Below is a ript which will work correctly on both newer and older versions:

# gop & start sendmail
PIDFILE=/var/run/sendmail.pid
pid="head -1 $PIDFILE'
cmd="tail -1 $PIDFILE'

kill $pid

$cmd

This is just an xample script, it does not performyaarror checks, e.g., whether the pidfile
exists at all.

1.3.16. MapFiles

To prevent local denial of service attacks agkined in the top leel README in the
sendmail distribtion, the permissions of map files creatednigkemapshould be 0640.The
use of 0640 implies that only trusted users belong to the group assigned to those files. If those
files already exist, then it might be necessary to change the permissions accadingly

cd /etc/mail
chmod 0640 *.db *.pag *.dir

2. NORMAL OPERATIONS

2.1. TheSystem Log

The system log is supported by thgslogd8) program. All messages frosendmailare
logged under theOG_MAIL facility°.

2.1.1. Prmat

Each line in the system log consists of a timestamp, the name of the machine that gener
ated it (for logging from seral machines wer the local area network), the word “sendmail:”,

and a messafieMost messages are a sequenaeaofie=valuepairs.

The two most common lines are logged when a message is processed. The first logs the
receipt of a message; there will be exactly one of these per message. Some fields may be omit-
ted if they do not contain interesting information. Fields are:

from Theervelope sender address.
size Thesize of the message in bytes.

SExcept on Ultrix, which does not support facilities in the syslog.

5This format may vary slightly if your vendor has changed the syntax.
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class Thelass (i.e., numeric precedence) of the message.

pri Theinitial message priority (used for queue sorting).

nrcpts Thenumber of ewelope recipients for this message (after aliasing and for
warding).

msgid Themessage id of the message (from the header).

proto Theprotocol used to rece this message (e.g., ESMTP or UUCP)

daemon Thelaemon name from tHeaemonPortOptionssetting.

relay Themachine from which it was reced.

There is also one line logged per dely attempt (so there can bevel per message if deh
ery is deferred or there are multiple recipients). Fields are:

to A comma-separated list of the recipients to this mailer.

ctladdr The' controlling usef; that is, the name of the user whose credentials we use
for delivery.

delay Thetotal delay between the time this message wasveetend the current
delivery attempt.

xdelay Theamount of time needed in this dediy attempt (hormally indicate d the
speed of the connection).

mailer Thename of the mailer used to deli to this recipient.

relay Thename of the host that actually accepted (or rejected) this recipient.

dsn Theenhanced error code (RFC 2034)\iéitable.

stat Thedelivery status.

Not all fields are present in all messages; for example, the relay is usually not listed for local

deliveries.

2.1.2. Levels

If you have syslogd8) or an equident installed, you will be able to do logginghere is
a lage amount of information that can be logged. The log is arranged as a successids.of le
At the lowest lgel only extremely strange situations are loggéd.the highest leel, even the
most mundane and uninterestingr@s are recorded for posterithAs a @nvention, log levels
under ten are considered generally “useful;” loglleabwe &4 are reserved for debugging pur
poses. Leels from 11-64 are reserved for verbose information that some sites might want.

A complete description of the logvds is given in section “Log Level”.

2.2. DumpingState

You can asksendmaito log a dump of the open files and the connection cache by sending it a
SIGUSR1signal. Theesults are logged abOG_DEBUG priority.

2.3. TheMail Queues

Mail messages may either be deled immediately or be held for later dediy. Held mes-
sages are placed into a holding directory called a mail queue.

A mail message may be queued for these reasons:

« If a mail message is temporarily undediable, it is queued and dedry is attempted laterif the
message is addressed to multiple recipients, it is queued only for those recipients to wlrom deli
ery is not immediately possible.
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« If the SuperSafe option is set to true, all mail messages are queued Wiy dehttempted.

« If the DelveryMode option is set to queue-only or defaéf mail is queued, and no immediate
delivery is attempted.

« If the load serage becomes higher than theue of the QueuelL A option and tReieueFactor
() option divided by the difference in the current loagrage and th&ueueLA option plus
one is less than the priority of the message, messages are queued rather than immediately deli
ered.

* One or more addresses are nearlas gpensve and delvery is postponed until the next queue
run or one or more address are marked as held via mailer which uses the hold mailer flag.

* The mail message has been marked as quarantined via a mail filter or rulesets.

2.3.1. Queudsroups and Queue Directories

There are one or more mail queues. Each mail queue belongs to a queueTgereps
always a default queue group that is calledqueue’ (which is where messages go byaidf
unless otherwise specified). The directory or directories which comprise theltdgfieue
group are specified by the QueueDirectory option. There are zero or more additional named
queue groups declared using @eommand in the configuration file.

By default, a queued message is placed in the queue group associated with the first recipi-
ent in the recipient listA recipient address is mapped to a queue group asviollEirst,if
there is a ruleset calletjieuegroup; and if this ruleset maps the address to a queue group
name, then that queue group is chosen. That is, the argument for the ruleset is the recipient
address and the result should$#efollowed by the name of a queue group. Otherwise, if the
mailer associated with the address specifies a queue group, then that queue group is chosen.
Otherwise, the default queue group is chosen.

A message with multiple recipients will be split if fdifent queue groups are chosen by
the mapping of recipients to queue groups.

When a message is placed in a queue group, and the queue group has more than one
queue, a queue is selected randomly.

If a message with multiple recipients is placed into a queue group with' thptibn
(maximum number of recipients per message) set to aveositiue N, and if there are more
thanN recipients in the message, then the message will be split into multiple messages, each of
which hare & mostN recipients.

Notice: if multiple queue groups are usedndd move queue files around, e.g., into a dif-
ferent queue directoryThis may hae weird effects and can cause mail not to beveedd.
Queue files and directories should be treated as opaque and should not be manipulated directly.

2.3.2. QueueRuns

sendmailhas tvo different ways to process the queue(s). The first one is to start queue
runners after certain intervalsngrmal” queue runners), the second one is to keep queue runner
processes aroundgérsistent’ queue runners)How to select either of these types is discussed
in the appendix COMMAND LINE FLAGS’. Persistentqueue runners ka the adantage
that no ne processes need to be gpeed at certain intervals; thgust sleep for a specified time
after the finished a queue run. Another advantage of persistent queue runners is that only one
process belonging to a workgroup (arkgroup is a set of queue groups) collects the data for a
queue run and then multiple queue runner may go ahead using thalkiataan significantly
reduce the disk 1/0 necessary to read the queue files compared to starting multiple queue run-
ners directly Their disadvantage is that amngueue run is only started after all queue runners
belonging to a group finished their taske. case one of the queue runners triesvdslito a
slow recipient site at the end of a queue run, thg gaeue run may be substantially delayed.
In general this should be smoothed out due to the distribution of thes¢osle, havever, for
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sites with small number of queue entries this might introduce noticable détageneral, per
sistent queue runners are only useful for sites with big queues.

2.3.3. Manuallnter vention

Under normal conditions the mail queue will be processed transparefaiyeve, you
may find that manual inteention is sometimes necessaRpr example, if a major host is o
for a period of time the queue may become cloggéthoughsendmailought to receer grace-
fully when the host comes up, you may find performance unacceptably bad in the mebmtime.
that case you want to check the content of the queue and manipulatgpta@see in the nd
two sections.

2.3.4. Printingthe queue

The contents of the queue(s) can be printed usingntile) command (or by specifying
the—bp flag tosendmal):

mailg

This will produce a listing of the queue id’s, the size of the message, the date the message
entered the queue, and the sender and recipifrebared memory support is compiled in, the

flag —bP can be used to print the number of entries in the queue(s)dgdoa process updates

the data.However, as explained earligrthe output might be slightly wrong, since access to the
shared memory is not loeld. For example, ‘tnknowvn number of entriesmight be shan.

The internal counters are updated after each queue run to the correct value again.

2.3.5. Forcing the queue

Sendmaikhould run the queue automatically at inédsy Whenusing multiple queues, a
separate process will by default be created to run each of the queues unless the queue run is ini-
tiated by a user with theevbose flag. The algorithm is to read and sort the queue, and then to
attempt to process all jobs in ord&¥hen it attempts to run the joendmaiffirst checks to see
if the job is locled. Ifso, it ignores the job.

There is no attempt to insure that only one queue processor exisystimearsince there
is no guarantee that a job cannotetédrever to process (havever, sendmaildoes include heuris-
tics to try to abort jobs that are taking absurd amounts of time; technibédlyiolates RFC
821, but is blessed by RFC 1123). Due to the locking algorithm, it is impossible for one job to
freeze the entire queuddowever, an uncooperatie recipient host or a program recipient that
never returns can accumulate myaprocesses in your systenunfortunately there is no com-
pletely general way to savhis.

In some cases, you may find that a major host going down for a couple of days may create
a prohibitively large queue. This will result isendmailspending an inordinate amount of time
sorting the queue. This situation can bedidby moving the queue to a temporary place and
creating a n@ queue. Theold queue can be run later when thizidling host returns to service.

To do this, it is acceptable to nae the entire queue directory:

cd /var/spool
mv mqueue omqueue; mkdir mqueue; chmod 0700 mqueue

You should then kill the existing daemon (since it will still be processing in the old queue direc-
tory) and create a medaemon.

To run the old mail queue, issue the following command:
/usr/sbin/sendmail —C /etc/mail/queue.cf —q

The —C flag specifies an alternate configuration gjleeue.cfwhich should refer to the med
queue directory
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O QueueDirectory=/var/spool/omqueue

and the—q flag says to just runvery job in the queueYou can also specify the mred queue
directory on the command line

/usr/sbin/sendmail —oQ/var/spool/omqueue —q

but this requires that you do notJyeaqueue groups in the configuration file, because those are
not subdirectories of the med directory See the section aboutQueue Group Declaration’

for details; you most likely need a fdifent configuration file to correctly deal with this problem.
However, a poper configuration of queue groups shouldié filling up queue directories, so
you shouldrt run into this problem. If you h& a £ndeng towad voyeurism, you can use the

-v flag to watch what is going on.

When the queue is finally emptied, you can reenbe directory:
rmdir /var/spool/omqueue

2.3.6. QuarantinedQueue Items

It is possible to "quarantine" mail messages, otherwisavkras exelopes. Emelopes
(queue files) are stored but not considered fovewlior display unless the "quarantine" state of
the ewelope is undone or dekery or display of quarantined items is request€iiarantined
messages are tagged by using a different name for the queue filestead of 'qf’, and by
adding the quarantine reason to the queue file.

Delivery or display of quarantined items can be requested usingot@dlag tosendmail
or mailg. Additionally, messages already in the queue can be quarantined or unquarantined
using the newQ flag to sendmail For example,

sendmail -Qreason -q['][l|R|S][matchstring]

Quarantines the normal queue items matching the criteria specified y'{iR|S][match-
string] using the reasongn on he—Q flag. Likewise,

sendmail -qQ -Q[reason] -q['][I|R|S|Q][matchstring]

Change the quarantine reason for the quarantined items matching the criteria specified by the
-q[[I|R|S|Q][matchstring] using the reasongn on he—Q flag. Ifthere is no reason,

unquarantine the matching items and m#ilem normal queue items. Note that # flag

tells sendmail to operate on quarantined items instead of normal items.

2.4. DiskBased Connection Information

Sendmaiktores a lage amount of information about each remote system it has connected to
in memory It is possible to preseevsome of this information on disk as well, by using HastSta-
tusDirectory option, so that it may be shared betweerersé invocations ofsendmail This allovs
mail to be queued immediately or skipped during a queue run if there has been a recent failure in
connecting to a remote machine. Note: information about a remote system is stored in a file whose
pathname consists of the components of the hosthameenseeorder For example, the informa-
tion for host.example.comis stored incom./example./host For top-lezel domains like com this
can create a lge number of subdirectories which on some filesystems can exhaust some limits.
Moreover, the performance of lookups in directory with thousands of entries caairbe sflov
depending on the filesystem implementation.

Additionally enablingSingleThreadDelvery has the added effect of single-threading mail
delivery to a destination.This can be quite helpful if the remote machine is running an SMTP
sener that is easily werloaded or cannot accept more than a single connection at a timearb
cause some messages to be punted to a future queue run. It also apllieesis, so setting this
because you lva me machine on site that runs some software that is easijun can cause mail
to other hosts to be slowedwdo. If this option is set, you probably want to set MieQueueAge
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option as well and run the queuwsrly frequently; this way jobs that are skipped because another
sendmailis talking to the same host will be triedasg quickly rather than being delayed for a long
time.

The disk based host information is stored in a subdirectory ahtheue directory called

hoststaf. Remaving this directory and its subdirectories has decefsimilar to thepurgestat
command and is completely safelowever, purgestat only remwes expired (Timeout.hoststatus)
data. Theinformation in these directories can be perused withhtiststatcommand, which will
indicate the host name, the last access, and the status of that &ecasterisk in the left most col-
umn indicates that sendmaibprocess currently has the host locked for mailvesli

The disk based connection information is treated the same way as memory based connection
information for the purpose of timeouts. By default, information about host failures is valid for 30
minutes. Thisan be adjusted with thiémeout.hoststatusoption.

The connection information stored on disk may be expiredatiar@ with thepurgestat
command or by woking sendmail with the-bH switch. Theconnection information may be
viewed with thehoststacommand or by woking sendmail with the-bh switch.

2.5. TheService Switch

The implementation of certain system services such as host and user name lookup is con-
trolled by the service switchlf the host operating system supports such a switch, and sendmail
knows about itsendmailwill use the natie vesion. Ultrix, Solaris, and DEC OSF/1 argamnples

of such systenfs

If the underlying operating system does not support a service switch (e.g., SunOS 4.X, HP-
UX, BSD) thensendmailwill provide a stub implementatiorilhe ServiceSwitchFileoption points
to the name of a file that has the service definitions. Each line has the name of a service and the
possible implementations of that servi¢er example, the file:

hosts  dndiles nis
aliases filesis

will ask sendmailto look for hosts in the Domain Name System first. If the requested host name is
not found, it tries local files, and if that fails it tries NISimilarly, when looking for aliases it will
try the local files first followed by NIS.

Notice: sincesendmailmust access MX records for correct operation, it will use DNS if it is
configured in thé&erviceSwitchFilefile. Hencean entry like

hosts  fileddns
will not avoid DNS lookups een if a host can be found in /etc/hosts.

Service switches are not completely greged. Br example, despite thadt that the host
entry listed in the abh@ example specifies to look in NIS, on SunOS thiniwhappen because the
system implementation gighostbynamé3) doesrt understand this.

2.6. TheAlias Database

After recipient addresses are read from the SMTP connection or command linarethe
parsed by ruleset 0, which must resoly a {mailer, host addres$ triple. If the flags selected by
the mailer include theA (aliasable) flag, thaddresspart of the triple is looked up as theyk(.e.,
the left hand side) in the alias databaHethere is a match, the address is deleted from the send

"This is the usual value of tiiéostStatusDirectory option; it can, of course, go anywhere yow ik your filesystem.

8HP-UX 10 has service switch support, but since the APIs are apparentisgifedtla in the librariesendmaildoes not use the
native rvice switch in this release.
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gueue and all addresses on the right hand side of the alias are added in place of the aéas that w
found. Thisis a recursie qeration, so aliases found in the right hand side of the alias are similarly
expanded.

The alias database exists inotWorms. Oneis a text form, maintained in the file
/etc/mail/aliases.The aliases are of the form

name: namel, namez, ...
Only local names may be aliased; e.g.,
eric@prep.ai.MIT.EDU: eric@CS.BerkglEDU

will not have the desired effect (except on prep.ai.MIT.EDU, ang thr@bably dont want me§.
Aliases may be continued by startingyaontinuation lines with a space or a tab or by putting a
backslash directly before thewlae. Blanklines and lines beginning with a sharp sign (“#”) are
comments.

The second form is processed by tiubm(3)'° or the Berleley DB library. This form is in
the file /etc/mail/aliases.dlfif using NEWDB) or/etc/mail/aliases.diland/etc/mail/aliases.padgif
using NDBM). This is the form thatendmailactually uses to resavdiases. Thisechnique is
used to impree performance.

The control of search order is actually set by the service switch. Essetti@intry
O AliasFile=switch:aliases

is aways added as the first alias entry; also, the first alias file name without a class (e.g., without
“nis:” on the front) will be used as the name of the file fdfiles’” entry in the aliases switchFor
example, if the configuration file contains

O AliasFile=/etc/mail/aliases
and the service switch contains
aliases nidiles nisplus

then aliases will first be searched in the NIS database, then in /etc/mail/aliases, then in the NIS+
database.

You can also uséliS-based alias filesFor example, the specification:

O AliasFile=/etc/mail/aliases
O AliasFile=nis:mail.aliases@my.nis.domain

will first search the /etc/mail/aliases file and then the map named “mail.aliases”.ms:agmain”.
Warning: if you build your an NiIS-based alias files, be sure to provide thflag to makedbr(B)

to map upper case letters in theykto lower case; otherwise, aliases with upper case letters in their
names wort’match incoming addresses.

Additional flags can be added after the colon exacteydiK line — for example:
O AliasFile=nis:—N mail.aliases@my.nis.domain
will search the appropriate NIS map andals include null bytes in theelg Also:
O AliasFile=nis:—f mail.aliases@my.nis.domain
will prevent sendmail from downcasing theyktefore the alias lookup.

°Actually, any mailer that has the\' mailer flag set will permit aliasing; this is normally limited to the local mailer.
*The gdbmpackage does not work.
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2.6.1. Reluilding the alias database

The hashor dbmversion of the database may be rebuilt explicitly kgoating the com-
mand

newaiases
This is eqwiaent to givingsendmaithe —bi flag:
/usr/sbin/sendmail —bi

If you have nultiple aliases databases specified, #e flag rebuilds all the database
types it understands (for example, it can rebuild NDBM databases but not NIS databases).

2.6.2. Ptential problems

There are a number of problems that can occur with the alias datatieyeall result
from asendmailprocess accessing the DBM version while it is only partialijt.b This can
happen under tav drcumstances: One process accesses the database while another process is
retuilding it, or the process rebuilding the database dies (due to being killed or a system crash)
before completing the rebuild.

Sendmail has three techniques to try to velibese problemskFirst, it ignores interrupts
while rebuilding the database; thigoals the problem of someone aborting the process leaving a
partially rebuilt database. Second, it locks the database source file duringuitee—+elbut that
may not work @er NFS or if the file is unwritableThird, at the end of the rebuild it adds an
alias of the form

@ @
(which is not normally lgd). Beforesendmailwill access the database, it checks to insure that
this entry exists.

2.6.3. Listowners

If an error occurs on sending to a certain address,x$ageéndmailwill look for an alias
of the form “avnerx” to receve the errors.This is typically useful for a mailing list where the
submitter of the list has no controlen the maintenance of the list itself; in this case the list
maintainer would be the owner of the ligtor example:

unix-wizards: eric@ucbarpa, wnj@monet, nosuchuser,
sam@matisse

owner-unix-wizards: unix-wizards-request

unix-wizards-request: eric@ucbarpa

would cause “eric@ucbarpa” to get the error that will occur when someone sends to unix-wiz-
ards due to the inclusion of “nosuchuser” on the list.

List owners also cause thevelope sender address to be modified. The contents of the
owner alias are used if thgoint to a single useotherwise the name of the alias itself is used.
For this reason, and to opénternet comentions, the “avner” address normally points at the
“request” address; this causes messages to go out with the typical Intexmsetioarof using
“list-request’as the return address.

2.7. Userlnformation Database

This option is deprecated, use virtusertable and genericstable insteagplaised in
cf/README If you hare a vesion ofsendmailwith the user information database compiled in, and

UTheAliasWait option is required in the configuration for this action to acdinis should normally be specified.
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you hare Pecified one or more databases usingUhaption, the databases will be searched for a
usermaildrop entry If found, the mail will be sent to the specified address.

2.8. Rer-User Forwarding (.forward Files)

As an alternatie © the alias database,yanser may put a file with the name “.forward” in his
or her home directorylf this file ists,sendmailredirects mail for that user to the list of addresses
listed in the .forward file. Note that aliases are fulpanded before forward files are referenced.
For example, if the home directory for user “mckusick” has a .forward file with contents:

mckusick@ernie
kirk@calder

then aiy mail arriving for “mckusick” will be redirected to the specified accounts.

Actually, the configuration file defines a sequence of filenames to clBcklefault, this is
the usess forward file, but can be defined to be more generally usingdheardPath option. If
you change this, you will va © inform your user base of the change; .famvis pretty well incor
porated into the collest® s1bconscious.

2.9. SpeciaHeader Lines
Several header lines wva fecial interpretations defined by the configuration filzthers
have interpretations built int@endmailthat cannot be changed without changing the cddese
built-ins are described here.

2.9.1. Errors-To:

If errors occur anywhere during processing, this header will cause error messages to go to
the listed addresses. This is intended for mailing lists.

The Errors-To: header was created in the bad old days when UUCPutiderstand the
distinction between an edope and a header; thisag a hack to provide what shouldanbe
passed as the wglope sender address. It should geay It is only used if theUseErrorsTo
option is set.

The Errors-To: header is officially deprecated and will\gayan a future release.

2.9.2. Apparently-To:

RFC 822 requires at least one recipient field (To:, Cc:, or Bcc: lingkip message. If a
message comes in with no recipients listed in the messagedhdmailwill adjust the header
based on the “NoRecipientAction” option. One of the possible actions is to adgparéntly-
To:” header line for aprecipients it is ware of.

The Apparently-©: header is non-standard and is both deprecated and strongly -discour
aged.

2.9.3. Pecedence

The Precedence: header can be used as a crude control of message pweagks the
sort order in the queue and can be configured to change the message tatesut Therece-
dence of a message also control ldelivery status notifications (DSNs) are processed for that
message.

2.10. IDENT Protocol Support

Sendmailkupports the IDENT protocol as defined in RFC 148I8te that the RFC states a
client should wait at least 30 seconds for a respoifibe. default Timeout.ident is 5 seconds as
mary sites hae alopted the practice of dropping IDENT queries. This has lead to delays process-
ing mail. Although this enhances identification of the author of an email message by doailg a *
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back’ to the originating system to include thevreer of a particular TCP connection in the audit
trail it is in no sense perfect; a determined forger can easily spoof the IDENT protocol. Tive follo
ing description is excerpted from RFC 1413:

6. SecurityConsiderations

The information returned by this protocol is at most as tiushy as he host providing it OR

the oganization operating the hoskor example, a PC in an open lab haw féany controls

on it to prerent a user from having this protocol returryadentifier the user ants. Lile-

wise, if the host has been compromised the information returned may be completely erro-
neous and misleading.

The Identification Protocol is not intended as an authorization or access control préiocol.
best, it provides some additional auditing information with respect to TCP connecdiibns.
worst, it can provide misleading, incorrect, or maliciously incorrect information.

The use of the information returned by this protocol for other than auditing is strongly dis-
couraged. Specificallysing Identification Protocol information to meakccess control deci-

sions - either as the primary method (i.e., no other checks) or as an adjunct to other methods
may result in a weakening of normal host security.

An ldentification sergr may reeal information about users, entities, objects or processes
which might normally be considered yate. Anldentification server provides service which

is a rough analog of the CallerID services provided by some phone companies gmaf man
the same pviecy considerations and gmments that apply to the CallerID service apply to
Identification. Ifyou wouldn't run a "finger" server due to pecy considerations you may
not want to run this protocol.

In some cases your system may notkvproperly with IDENT support due to a bug in the TCP/IP
implementation. Theymptoms will be that for some hosts the SMTP connection will be closed
almost immediately If this is true or if you do not want to use IDEN/Bu should set the IDENT
timeout to zero; this will disable the IDENT protocol.

3. ARGUMENTS

The complete list of argumentsgendmails described in detail in Appendix A. Some important
arguments are described here.

3.1. Queudnterval

The amount of time between forking a process to run through the queue is defineddy the
flag. If you run with delvery mode set td or b this can be relately large, since it will only be rel-
evant when a host that was down comes backlfigou run inqg mode it should be relagly short,
since it defines the maximum amount of time that a message may sit in the (Beaalso the
MinQueueAge option.)

RFC 1123 section 5.3.1.1 says that tratug should be at least 30 minutes (although that
probably doest’make nse if you use “queue-oniyhode).

Notice: the meaning of the intetvtime depends on whether normal queue runners or persis-
tent queue runners are usdebr the formerit is the time between subsequent starts of a queue run.
For the latter it is the time sendmail aits after a persistent queue runner has finished its work to
start the next oneHence for persistent queue runners this interval should be werylgcally no
more than tw minutes.

3.2. DaemonMode

If you allow incoming mail @er an IPC connection, you should\ea éemon running.This
should be set by youetc/rcfile using the-bd flag. The-bd flag and the-q flag may be combined
in one call:



SMM:08-24 Sendmaillnstallation and Operation Guide

Jusr/sbin/sendmail —-bd —q30m

An alternatve gproach is to moke sndmail frominetd8) (use the-bs—Am flags to ask
sendmail to speak SMTP on its standard input and output and to runAgs WIis works and
allows you to wrapsendmailin a TCP wrapper program, but may be a bislosince the configu-
ration file has to be re-read omesy message that comes in. If you do this, you still needve ha
sendmaikunning to flush the queue:

Jusr/sbin/sendmail —q30m

3.3. Forcing the Queue

In some cases you may find that the queue has gotten clogged for some Yeasmm force
a queue run using theq flag (with no \alue). Itis entertaining to use thev flag (verbose) when
this is done to watch what happens:

{usr/sbin/sendmail —-q -v

You can also limit the jobs to those with a particular queue identifeipient, sendequar-
antine reason, or queue group using one of the queue modifiersexample, “—gRberkley”
restricts the queue run to jobs thatiddhe string “berkley” somevhere in one of the recipient
addresses. Similarly—qSstring” limits the run to particular senders, “—qlstring” limits it to partic-
ular queue identifiers, and “—qQstring” limits it to particular quarantined reasons and only operated
on quarantined queue items, and “-qGstring” limits it to a particular queue group. The named
gueue group will be rurnven if it is set to hae 0 unners. ¥u may also place dnbefore thd or
R or Sor Q to indicate that jobs are limited to not including a particular queue identdepient
or sender For example, “—q!Rseattle” limits the queue run to jobs that do n@t ha string “seat-
tle” somavhere in one of the recipient addresses. Should you need to terminate the queue jobs cur
rently actve then a SIGTERM to the parent of the process (or processes) will cleanly stop the jobs.

3.4. Delugging

There are a fairly large number of debug flags built $etedmail Each debug flag has a cat-
egory and a leel. Higherlevels increase the &l of delugging activity; in most cases, this means
to print out more information. The cention is that lgels greater than nine are “abstide., thg
print out so much information that youwowldn't normally want to see them except for degjging
that particular piece of code.

You shouldnever run a production sendmail server in debug maddany of the debug flags
will result in debug output being sentepo the SMTP channel unless the optieD is used. This
will confuse mag mail programs. However, for testing purposes, it can be useful when sending
mail manually via telnet to the port you are using while debugging.

A dehug catgory is either an intger, like 42, or a name, lik ANSI. You can specify a range
of numeric debg categories using the syntax 17-42u can specify a set of named debug cate-
gories using a glob pattern éksm_trace_*". Atpresent, only “*" and “?” are supported in these
glob patterns.

Debug flags are set using the option; the syntax is:

debug-flag: —d debug-list
delug-list: delug-option [, debug-option ]*
delug-option: dehg-categories [ . debugvd ]

debug-catgories: intger | integer — integer | category-pattern
catgory-pattern:  [a-zA-Z_*?][a-zA-Z0-9_*?]*
debug-led: integer

where spaces are for reading ease.ofty example,
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-d12 Setategory 12 to kel 1

-d12.3 Setategory 12 to kel 3

-d3-17 Setategories 3 through 17 tovkb 1
-d3-17.4 Setategories 3 through 17 toskt 4
—dANSI Setcategory ANSI to leel 1

—-dsm_trace *.3 Setll named categories matching sm_trace_*vell@

For a oomplete list of the ailable debug flags you will ka © look at the code and tHERACE-
FLAGSfile in the sendmail distribution (thieare too dynamic to keep this document up to date).
For a list of named debug categories in the sendmail hiniagy

ident /usr/sbin/sendmail | grep Debug

3.5. Changingthe Values of Options
Options can bewerridden using the-o or —O command line flagsFor example,
lusr/sbin/sendmail —0T2m

sets thel (timeout) option to tw minutes for this run only; the eq@ent line using the long option
name is

[usr/sbin/sendmail -Omeout.queuereturn=2m

Some options hee fcurity implications. Sendmail allows you to set these, but relinquishes
its set-user-ID or set-group-ID permissions therektter

3.6. Trying a Different Configuration File
An alternatve mnfiguration file can be specified using @ flag; for example,
{usr/sbin/sendmail —Ctest.cf —oQ/tmp/mqueue

uses the configuration fitest.cfinstead of the deflt/etc/mail/sendmail.cflf the —C flag has no
value it defaults tesendmail.cin the current directory.

Sendmaibives up ®t-use+lD root permissions (if it has been installed set-UBeroot) when
you use this flag, so it is common to use a publicly writable directory (such as /tmp) as the queue
directory (QueueDirectory or Q option) while testing.

3.7. LoggingTr affic

Many SMTP implementations do not fully implement the protocBbr example, some per
sonal computer based SMTPs do not understand continuation lines in reply codes. These can be

very hard to trace. If you suspect such a problem, you can set traffic logging usti¥¢flag. For
example,

lusr/sbin/sendmail =X /tmp/traffic —bd
will log all traffic in the file/tmpl/traffic

This logs a lot of data very quickly and shol&VER be used during normal operations.
After starting up such a daemon, force the errant implementation to send a message to your host.

All message traffic in and out sendmail including the incoming SMTP traffic, will be logged in
this file.

2That is, it sets its &ctive Ud to the real uid; thus, if you areeguting as root, as from rosttrontab file or during system
startup the root permissions will still be honored.
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3.8. Testing Configuration Files

When you build a configuration table, you can do a certain amount of testing using the “test
mode” ofsendmail For example, you could woke sendmaiks:

sendmail —bt —Ctest.cf

which would read the configuration file “test.cf” and enter test mdn¢his mode, you enter lines
of the form:

rwset address

whererwsetis the rewriting set you want to use aamitiressis an address to apply the set fest

mode shws you the steps it takes as it proceeds, finally showing you the address it ends up with.
You may use a comma separated list of rwsets for sequential application of rules to arFenput.
example:

3,1,21,4 monet:bollard

first applies ruleset three to the input “monet:bolfaiduleset one is then applied to the output of
ruleset three, followed similarly by rulesets twenty-one and four.

If you need more detail, you can also use the “-d21” flag to turn on movggleg. Fr
example,

sendmail —bt —d21.99

turns on an incredible amount of information; a single word address is probably going to print out
several pages worth of information.

You should be warned that internglsendmailapplies ruleset 3 to all addressés.test mode
you will have o do that manually For example, older versions allowed you to use

0 bruce@broadcast.spieom
This version requires that you use:
3,0 bruce@broadcast.gocom

As of version 8.7, some other syntaxes aslable in test mode:

.D xvalue definesnacrox to have te indicatedralue This is useful when debugging rules
that use th&&x syntax.

.Ccwalue addshe indicatedralueto classc.

=S ruleset dumps the contents of the indicated ruleset.

—d delug-spec  iquivaent to the command-line flag.
Version 8.9 introduced more features:

? dows a help message.

=M displaythe known mailers.

$m printthe value of macro m.

$=c printthe contents of class c.

/mx host returns the MX records for ‘host'.

/parse address  parse address, returning the vatwaadaddr and the parsed address.
/try mailer addr rewrite address into the form it wilVeashen presented to the indicated mailer.

ltryflags flags  set flags used by parsinghe flags can be ‘H’ for Header or ‘E’ for H#atope,
and ‘S’ for Sender or ‘R’ for Recipient. These can be combined, ‘HR’ sets flags
for header recipients.
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/canon hostname try to canonify hostname.

/map mapnamesy
look up ‘key in the indicated ‘mapname’.

/quit quitaddress test mode.
3.9. Rersistent Host Status Information

WhenHostStatusDirectory is enabled, information about the status of hosts is maintained on
disk and can thus be shared betweefeidint instantiations afendmail The status of the last con-
nection with each remote host may be viewed with the command:

sendmail —bh
This information may be flushed with the command:
sendmail —bH

Flushing the information pvents nev sendmailprocesses from loading itubdoes not preent
existing processes from using the status information thgtdheady hae.

4. TUNING

There are a number of configuration parameters you may want to change, depending on the
requirements of your siteMost of these are set using an option in the configurationFideexample,
the line “O Timeout.queuereturn=5d” sets option “Timeout.queuereturn” to the value “sdtH{is).

Most of these options ke gpropriate defaults for most siteblowever, stes having very high
mail loads may find theneed to tune them as appropriate for their mail Idadparticular stes eperi-
encing a large number of small messages,ynohnwhich are deliered to mawg recipients, may find
that theg need to adjust the parameters dealing with queue priorities.

All versions ofsendmailprior to 8.7 had single character option namas.of 8.7, options ha
long (multi-character namesilthough old short names are still accepted, most ogtions do not
have dort equvaents.

This section only describes the options you are most likelyatat to tweak; read section 5 for
more details.

4.1. Timeouts

All time intervals are set using a scaled synt&or example, “10m” represents ten minutes,
whereas “2h30m” representsdend a half hours. The full set of scales is:

s conds
m minutes
h  bhours

d days

w  weeks

4.1.1. Queuanterval

The argument to theq flag specifies hw often a sub-daemon will run the queue. This is
typically set to between fifteen minutes and one hdiunot set, or set to zero, the queue will
not be run automaticallyRFC 1123 section 5.3.1.1 recommends that this be at least 30 minutes.
Should you need to terminate the queue jobs currentlyeabtn a SIGTERM to the parent of
the process (or processes) will cleanly stop the jobs.

4.1.2. Readimeouts

Timeouts all hee gotion names “imeoutsuboptiori. Most of these control SMTP oper
ations. Therecognizedsuboptiors, their default values, and the minimuues allowed by
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RFC 2821 section 4.5.3.2 (or RFC 1123 section 5.3.2) are:

connect

iconnect

aconnect

initial
helo

mailt
reptt

datainitt
datablocktt

datafinalt

rset
quit
misc

commandtt
identt

Ihlo

auth

starttls

Theime to wait for an SMTP connection to open (toanecf2) system call)

[0, unspecified]. If zero, uses the kerneladaf. Inno case can this option
extend the timeout longer than therkel provides, but it can shorten Tthis

is to get around kernels that provide an absurdly long connection timeout (90
minutes in one case).

Thesame agonnectexcept it applies only to the initial attempt to connect to
a host for a gien message [0, unspecified]. The concept is that this should be
very short (a fev seconds); hosts that are well connected and respondl
thus be serviced immediatelidosts that are slowill not hold up other del-
eries in the initial deliery attempt.

[Ounspecified] The wrall timeout waiting for all connection for a single
delivery attempt to succeed. If O, noavall limit is applied. This can be used
to restrict the total amount of time trying to connect to a long list of host that
could accept an e-mail for the recipient. This timeout does not appiilto
backMXhost, i.e., if the time is exhausted, thallbackMXhost is tried net.

The wait for the initial 220 greeting message [5m, 5m].

Thewait for a reply from a HELO or EHLO command [5m, unspecified].
This may require a host name lookup, se fivnutes is probably a reasonable
minimum.

Thewait for a reply from a MAIL command [10m, 5m].

Thewait for a reply from a RCPT command [1h, 5mlhis should be long
because it could be pointing at a list that takes a long time to expand (see
below).

Thewait for a reply from a BTA command [5m, 2m].

Thevait for reading a data block (that is, the body of the message). [1h, 3m].
This should be long because it also applies to programs piping inpeihde
mail which hare o guarantee of promptness.

Thewait for a reply from the dot terminating a message. [1h, 10m]. If this is
shorter than the time actually needed for the vecéd deliver the message,
duplicates will be generated. This is discussed in RFC 1047.

Thewait for a reply from a RSET command [5m, unspecified].
Thewait for a reply from a QUIT command [2m, unspecified].

Thewait for a reply from miscellaneous (but short) commands such as NOOP
(no-operation) and VERB (go into verbose mode). [2m, unspecified].

Irserver SMTPthe time to wait for another command. [1h, 5m].

Thetimeout waiting for a reply to an IDENT query {8sunspecified].
Thewait for a reply to an LMTP LHLO command [2m, unspecified].
Thetimeout for a reply in an SMTP AUTH dialogue [10m, unspecified].

Theimeout for a reply to an SMTP 8RTTLS command and the TLS hand-
shale [1h, unspecified)].

30n some systems the default is zero to turn the protoicentirfely.



Sendmail Installation and Operation Guide SMM:08-29

fileopent Theimeout for opening .forward and :include: files [60s, none].
controlt Thetimeout for a complete control socket transaction to complete [2m, none].
hoststatust Hw long status information about a host (e.g., hostnjowill be cached

before it is considered stale [30m, unspecified].

resolverretranst Theesolvers retransmission time inteal (in seconds) faries]. Setsoth
Timeout.resolver.retrans.firsind Timeout.resolver.retrans.normal

resolver.retrans.firstf
The resoler’s retransmission time inteal (in seconds) for the first attempt to
deliver a message [varies].

resolver.retrans.normalf
The resoler's retransmission time inteal (in seconds) for all resay
lookups except the first dedry attempt [varies].

resolverretryt  The number of times to retransmit a resolver queSets both Time-
out.resolver.retry.firsand Timeout.resolver.retry.norm@aries].

resolver.retry.first}
The number of times to retransmit a resolver query for the first attempt to
deliver a message [varies].

resolver.retry.normal?
The number of times to retransmit a resolver query for all resolver lookups
except the first deliery attempt [varies].

For compatibility with old configuration files, if n@uboptionis specified, all the timeouts
marked with a dagger (1) are set to the indicai@de. Allbut those marked with a double dag-
ger (%) apply to client SMTP.

For example, the lines:

O Timeout.command=25m
O Timeout.datablock=3h

sets the server SMTP command timeout to 25 minutes and the input data block timeout to three
hours.

4.1.3. Messagémeouts

After sitting in the queue for aviedays, an undelerable message will time out. This is
to insure that at least the sendenisr@ of the inability to send a messagée timeout is typi-
cally set to fie days. Itis sometimes considered s@nient to also send a warning message if
the message is in the queue longer thamwahfrirs (assuming you normallyvegood connec-
tivity; if your messages normally tookveeal hours to send you auldnt want to do this
because it wuldn't be an musual gent). Thesdimeouts are set using tiémeout.queuere-
turn and Timeout.queuewarnoptions in the configuration file (previously both were set using
theT option).

If the message is submitted using M@TIFY SMTP extension, warning messages will
only be sent iiNOTIFY=DELAY is specified. The queuereturn and queara timeouts can be
further qualified with a tag based on the Precedence: field in the messggeusiide one of
“urgent” (indicating a posite ron-zero precedence), “normal” (indicating a zero precedence),
or “non-urgent” (indicating rgetive precedences). df example, setting ‘ffheout.queue-
warn.umgent=1h" sets the arning timeout for urgent messages only to one.h®he default if
no precedence is indicated is to set the timeout for all preceddhtles.message has a normal
(default) precedence and it is a dely status notification (DSN)Timeout.queuereturn.dsn
andTimeout.queuewarn.dsrcan be used to g a1 dternative warn and return time for DSNs.
The value "now" can be used for -@rieout.queuereturn to return entries immediately during a
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queue run, e.g., to bounce messages independent of their time in the queue.

Since these options are global, and since you cannet &miori how long another host
outside your domain will be down, adivay timeout is recommended-his allows a recipient
to fix the problem en if it occurs at the beginning of a long week. RFC1123 section
5.3.1.1 says that this parameter should be “at least 4-5 days”.

The Timeout.queuewarnvalue can be piggybacked on theoption by indicating a time
after which a warning message should be sent; theitmeouts are separated by a slaslor
example, the line

OT5d/4h

causes email to fail after &vdays, but a warning message will be sent after four holings
should be large enough that the message wil leen tried seeral times.

4.2. Forking During Queue Runs

By setting theForkEachJob (Y) option, sendmailwill fork before each individual message
while running the queue. This option was used with earlier releases/amtmendmailfrom con-
suming large amounts of memorit should no longer be necessary wibndmail8.12. If the
ForkEachJob option is not setsendmailwill keep track of hosts that arewlo during a queue run,
which can impree performance dramatically.

If the ForkEachJob option is setsendmailcannot use connection caching.

4.3. QueuePriorities

Every message is assigned a priority when it is first instantiated, consisting of the message
size (in bytes) offset by the message class (which is determined from the Precedence: header) times
the “work class factor” and the number of recipients times tl@Kwecipient &ctor” The priority
is used to order the queue. Higher numbers for the priority mean that the message will be processed
later when running the queue.

The message size is included so thajdanessages are penalized redatb small messages.
The message class allows users to send “high priority” messages by including a “Precedence:” field
in their message; the value of this field is ledlup in theP lines of the configuration file. Since the
number of recipients fcts the amount of load a message presents to the system, this is also
included into the priority.

The recipient and class factors can be set in the configuration file usiRgdipgentFactor
(y) and ClassFactor (z) options respectely. They default to 30000 (for the recipienadtor) and
1800 (for the classattor). Thanitial priority is:

pri = msgsize- (classx ClassFactor)+ (nrcpt x RecipientFactor)

(Rememberhigher values for this parameter actually mean that the job will be treated wih lo
priority.)

The priority of a job can also be adjusted each time it is processed (that is, each time an
attempt is made to de#r it) using the “work timedctor” set by theRetryFactor (Z) option. This
is added to the priorifyso it normally decreases the precedence of the job, on the grounds that jobs

that hare failed many times will tend to fail again in the futurdhe RetryFactor option defaults to
90000.

4.4. LoadLimiting

Sendmaiktan be asked to queue (but not\d)i mail if the system loadvarage gets too high
using theQueuelL A (x) option. Whenthe load serage exceeds the value of teeuelA option,
the delvery mode is set tg (queue only) if theQueueFactor(q) option divided by the diérence
in the current loadwerage and th@ueuel A option plus one is less than the priority of the message
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— that is, the message is queued iff:

QueueFactor
LA-QueuelA+1

The QueueFactoroption defaults to 600000, so each point of loastage is worth 600000 priority
points (as described ai®).

For drastic cases, thRefuselLA (X) option defines a loadvarage at whichsendmailwill
refuse to accept network connections. Locally generated mail, i.e., mail which is not submitted via
SMTP (including incoming UUCP mail), is still acceptddotice that the MSP submits mail to the
MTA via SMTR and hence mail will be queued in the client queue in such a ddmefore it is
necessary to run the client mail queue periodically.

pri >

4.5. Resouce Limits

Sendmaihas seeral parameters to control resource usaBesides those mentionted in the
previous section, there are at leas¥laxDaemonChildren, ConnectionRateThrottle,
MaxQueueChildren, and MaxRunnersPerQueue The latter tvw limit the number ofsendmail
processes that operate on the queue. These are discussed in the section “Queue Group Declara-
tion”. The former two can be used to limit the number of incoming connections. Their appropriate
values depend on the host operating system and the hardware, e.g., amount of nremany sit-
uations it might be useful to set limits to ymet to hae o mary sendmailprocesses, heever,
these limits can be abused to mount a denial of service affaclkexample, ifMaxDaemonChil-
dren=10then an attacker needs to open only 10 SMTP sessions to the e them idle for
most of the time, and no more connections will be accepted. If this option is set then the timeouts
used in a SMTP session should be lowered from their default values to their minatues &s
specified in RFC 2821 and listed in section 4.1.2.

4.6. Measues against Denial of Service Attacks

Sendmailhas some built-in measures against simple denial of service (DoS) atfdeks.
SMTP server by daflt slows down if too manbad commands are issued or if some commands
are repeated too often within a sessiBetails can be found in the source flndmail/srvrsmtp.c
by looking for the macro definitions dIAXBADCOMMANDS , MAXNOOPCOMMANDS ,
MAXHELOCOMMANDS , MAXVRFYCOMMANDS , and MAXETRNCOMMANDS . If an
SMTP command is issued more often than the correspoiM#rmdCOMMANDS value, then
the response is delayedpenentially sarting with a sleep time of one second, up to a maximum of
four minutes (as defined IMAXTIMEOUT ). If the optionMaxDaemoncChildren is set to a
value greater than zero, then this could makDoS attack en worse since it keeps a connection
open longer than necessaffherefore a connection is terminated with a 421 SMTP reply code if
the number of commands exceeds the limit by a factor @fahd MAXBADCOMMANDS is set
to a value greater than zero (the default is 25).

4.7. Delvery Mode

There are a number of dedfy modes thasendmailcan operate in, set by tleliveryMode
(d) configuration option. These modes specifywhquickly mail will be delivered. Leyd modes
are:

i deliver interactvely (synchronously)
b  deliver in background (asynchronously)
g queue only (dort’deliver)

d defer delvery attempts (dort’deliver)

There are tradefsf. Mode“i” gives the sender the quickest feedback, but maw slown some
mailers and is hardlyver necessary Mode “b” delivers promptly but can cause large numbers of
processes if you e a nailer that takes a long time to dedi a message. Mod#y” minimizes the
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load on your machine, but means that\@®)i may be delayed for up to the queue irakrMode

“d” is identical to mode “q” except that it also peats lookups in maps including thB flag from

working during the initial queue phase; it is intended fdral on demand’sites where DNS
lookups might cost real moyie Some simple error messages (e.g., host uwknduring the SMTP
protocol) will be delayed using this mode. Mode “b” is the usual default.

If you run in mode “q” (queue only), “d” (defer), or “b” (dedr in background}sendmailwill
not expand aliases and folo.forward files upon initial receipt of the maillhis speeds up the
response to RCPT commands. Mode “i” should not be used by the SMTP server.

4.8. LoglLeve

The level of logging can be set faendmail The deéult using a standard configuration table
is level 9. The levels are as follows:

0 Minimal logging.

1 Serious system failures and potential security problems.

2 Lost communications (network problems) and protocol failures.

3 Other serious failures, malformed addresses, transienafdfinclude errors, connection
timeouts.

4 Minor failures, out of date alias databases, connection rejections via check_ rulesets.

5 Message collection statistics.

6 Creation of error messages, VRFY and EXPN commands.

7 Delivery failures (host or user unknown, etc.).

8 Successful delieries and alias database rebuilds.

9 Messages being deferred (due to a host being down, etc.).

10 Databasexpansion (alias, forward, and userdb lookups) and authentication information.

11 NISerrors and end of job processing.

12 Logsall SMTP connections.

13 Logbad user shells, files with improper permissions, and other questionable situations.

14 Logsrefused connections.

15 Logall incoming and outgoing SMTP commands.

20 Logsattempts to run locked queue files. These are not errors, but can be useful to note if

your queue appears to be clogged.
30 Lostlocks (only if using lockf instead of flock).

Additionally, values abwe &4 are reserved for extremely verbose debugging output. No normal site
would ever set these.

4.9. FileModes

The modes used for files depend on what functionality you want andéhefleecurity you
require. Inmary casessendmailddoes careful checking of the modes of files and directoriesoid a
accidental compromise; if youant to mak it possible to hee goup-writable support files you
may need to use tlgontBlameSendmailoption to turn dfsome of these checks.

4.9.1. D wid or not to suid?

Sendmails no longer installed set-user-ID to rosendmail/SECURITY explains foto
configure and instaendmailwithout set-user-ID to rootub set-group-ID which is the dailt
configuration starting with 8.12.
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The daemon usually runs as root, unless other measures ane #&kthe point where
sendmailis about toexec(2) a mailerit checks to see if the userid is zero (root); if so, it resets
the userid and groupid to a deft (set by théJ= equate in the mailer line; if that is not set, the
DefaultUser option is used).This can be werridden by setting th& flag to the mailer for mail-
ers that are trusted and must be called as ridowever, this will cause mail processing to be
accounted (usinga(8)) to root rather than to the user sending the mail.

A middle ground is to set thRunAsUser option. Thiscausessendmailto become the
indicated user as soon as it has done the startup that requiresvibegesi(primarily opening
the SMTP soclet). If you useRunAsUser, the queue directory (normallyyar/spool/mqueye
should be owned by that usend all files and databases (including userward files, alias
files, :include: files, and external databases) must be readable by thailgsesince sendmail
will not be able to change its uid, dadiy to programs or files will be marked as unsafe, e.g.,
undeliverable, in.forward, diases, and :include: files. Administrators camrade this by set-
ting theDontBlameSendmailoption to the settinglonRootSafeAddr. RunAsUseris proba-
bly best suited for fingal configurations that dob’haveregular user logins. If the option is
used on a system which performs local\d®yi, then the local delery agent must hae te
proper permissions (i.e., usually set-ukrroot) since it will be imoked by the RunAsUser,
not by root.

4.9.2. Turning off security checks

Sendmails very particular about the modes of files that it reads or writasexample,
by defult it will refuse to read most files that are group writable on the grounds thauitie
have keen tampered with by someone other than the owner; it el efuse to read files in
group writable directories. Also, sendmail will refuse to createva ali@ses database in an
unsafe directory You can get around this by manually creating the database file as a trusted user
ahead of time and then rebuilding the aliases databaseevithliases

If you arequite sure that your configuration is safe and yantgéendmailto avoid these
security checks, you can turnf @kertain checks using theontBlameSendmailoption. This
option takes one or more names that disable chedck¢he descriptions that follg “unsafe
directory” means a directory that is writable by anyone other than the.owmewralues are:

Safe Nospecial handling.

AssumeSafeChown
Assume that thehown system call is restricted to root. Since somesions of UNIX
permit regular users to\g avay their files to other users on some filesystesand-
mail often cannot assume that aai file was created by thevaer, particularly when
it is in a writable directory You can set this flag if you knothat file gveaway is
restricted on your system.

ClassFilelInUnsafeDirPath
When reading class files (using thdine in the configuration file), alle files that are
in unsafe directories.

DontWarnForwardFileInUnsafeDirPath
Prevent logging of unsafe directory path warnings for non-existent forward files.

ErrorHeaderIinUnsafeDirPath
Allow the file named in thErrorHeader option to be in an unsafe directory.

FileDeliveryToHardLink
Allow delivery to files that are hard links.

FileDeliveryToSymLink
Allow delivery to files that are symbolic links.
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ForwardFileInGroupWritableDirPath
Allow .forwardfiles in group writable directories.

ForwardFilelnUnsafeDirPath
Allow .forwardfiles in unsafe directories.
ForwardFileInUnsafeDirPathSafe

Allow a.forwardfile that is in an unsafe directory to include references to program and
files.

GroupReadable#yfile
Accept a group-readablek file for STARTTLS.

GroupReadableSASLDBFile
Accept a group-readable Cyrus SASL password file.

GroupWritableAliasFile
Allow group-writable alias files.

GroupWritableDirPathSafe
Change the definition of “unsafe directory” to consider group-writable directories to be
safe. Wrld-writable directories arewalys unsafe.

GroupWritableForwardFile
Allow group writable.forwardfiles.

GroupWritableForwardFileSafe
Accept group-writableforwardfiles as safe for program and file defy.

GroupWritablelncludeFile
Allow group wriableiinclude: files.

GroupWritableIlncludeFileSafe
Accept group-writableinclude: files as safe for program and file detiy.

GroupWritableSASLDBFile
Accept a group-writable Cyrus SASL password file.

HelpFileiInUnsafeDirPath
Allow the file named in thelelpFile option to be in an unsafe directory.

IncludeFileInGroupWritableDirPath
Allow :include:files in group writable directories.

IncludeFilelInUnsafeDirPath
Allow :include:files in unsafe directories.

IncludeFilelnUnsafeDirPathSafe
Allow a :include: file that is in an unsafe directory to include references to program
and files.

InsufficientEntropy
Try to use SARTTLS even if the PRNG for OpenSSL is not properly seeded despite
the security problems.

LinkedAliasFileInWritableDir
Allow an dias file that is a link in a writable directory.

LinkedClassFileInWritableDir
Allow class files that are links in writable directories.

LinkedForwardFilelInWritableDir
Allow .forwardfiles that are links in writable directories.

LinkedIncludeFileInWritableDir
Allow :include:files that are links in writable directories.
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LinkedMapInWritableDir
Allow map files that are links in writable directorieBhis includes alias database files.

LinkedServiceSwitchFileInWritableDir
Allow the service switch file to be a linkan if the directory is writable.

MaplnUnsafeDirPath
Allow maps (e.g.hash btree and dbmfiles) in unsafe directories. This includes alias
database files.

NonRootSafeAddr
Do not mark file and program dedries as unsafe if sendmail is not running with root
privileges.

RunProgramInUnsafeDirPath
Run programs that are in writable directories without logging a warning.

RunWritableProgram
Run programs that are group- or world-writable without logging a warning.

TrustStickyBit
Allow group or world writable directories if the stigkbit is set on the directoryDo
not set this on systems which do not honor thestitkon directories.

WorldWritableAliasFile
Accept world-writable alias files.

WorldWritableForwardfile
Allow world writable.forwardfiles.

WorldWritablelncludefile
Allow world wriable:include: files.

WriteMapToHardLink
Allow writes to maps that are hard links.

WriteMapToSymLink
Allow writes to maps that are symbolic links.

WriteStatsToHardLink
Allow the status file to be a hard link.

WriteStatsToSymLink
Allow the status file to be a symbolic link.

4.10. ConnectionCaching

When processing the quewsgndmailwill try to keep the last f& open connections open to
avad startup and shutdown costs. This only applies to IPC and LPC connections.

When trying to open a connection the cache is first searched. If an open connection is found,
it is probed to see if it is still agt by sending aRSET command. Itis not an error if thisdils;
instead, the connection is closed and reopened.

Two parameters control the connection caclibe ConnectionCacheSizdk) option defines
the number of simultaneous open connections that will be permitted. If it is set to zero, connections
will be closed as quickly as possibl&he default is one. This should be set as appropriate for your
system size; it will limit the amount of system resourcessbatimailwill use during queue runs.
Never set this higher than 4.

The ConnectionCacheTimeout(K) option specifies the maximum time thayaached con-
nection will be permitted to idle. When the idle timeeeds this value the connection is closed.
This number should be small (under ten minutes) teepteyou from grabbing too mgmesources
from other hosts. The default isdiwinutes.
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4.11. NameServer A ccess

Control of host address lookups is set byhbstsservice entry in your service switch filH.
you are on a system that has built-in service switch support (e.g., Ultrix, Solaris, or DEC OSF/1)
then your system is probably configured properly alre&thierwise,sendmailwill consult the file
/etc/mail/service.switch which should be createdSendmailonly uses tw entries: hosts and
aliases dthough system routines may use other services (notablyatmvdservice for user name
lookups bygepwname.

However, some systems (such as SunOS 4.X) will do DNS lookugaakess of the setting
of the service switch entryin particular the system routingethostbynam) is used to look up
host names, and marvendor versions try some combination of DNS, NIS, and file lookup in
/etc/hosts without consulting a service switcBendmailmakes no attempt to work around this
problem, and the DNS lookup will be donerasy. If you do not hae a mmeserer configured at
all, such as at a UUCP-only sisendmailwill get a “connection refused” message when it tries to
connect to the name serv If the hostsswitch entry has the service “dns” listed somewhere in the
list, sendmailwill interpret this to mean a temporary failure and will queue the mail for later pro-
cessing; otherwise, it ignores the name server data.

The same technique is used to decide whether to do MX looklupeu want MX support,
you musthave “dns” listed as a service in thestsswitch entry.

The ResolverOptions(l) option allows you to tweak name server optioitie command
line takes a series of flags as documente@snlver3) (with the leading “RES_" deletedEach
can be preceded by an optional ‘+’ et.' For example, the line

O ResolverOptions=+AAONLY-DNSRCH

turns on the A®NLY (accept authoritate answers only) and turns fofhe DNSRCH (search the
domain path) options. Most resolver libraries default DNSRCH, DEFNAMES, and RECURSE
flags on and all othersfoflf NETINET®6 is enabled, most libraries default to USE_INET6 as well.
You can also include “HasWdcardMX” to specify that there is a wildcard MX record matching
your domain; this turns bMX matching when canonifying names, which can lead to inappropriate
canonifications. UséWorkAroundBrokenAAAA” when faced with a broken nameservthat
returns SERFAIL (a temporary &ilure) on T_AAAA (IPv6) lookups during hostname canonifica-
tion. Notice:it might be necessary to apply the same (or similar) optiosisttmit.cftoo.

Version lesel 1 configurations (see the section abo@onfiguration Version Leel’”) turn
DNSRCH and DEFNAMES éfwhen doing deliery lookups, but leae them on gerywhere else.
Version 8 ofsendmailignores them when doing canonification lookups (that is, when using 3[ ...
$]), and alvays does the searchf you dont want to do automatic name extension, daall $[ ...
$].

The search rules for $[ ... $] are savhat different than usual. If the name being looked up
has at least one dot, itnadys tries the unmodified name firdf.that fails, it tries the reduced search
path, and lastly tries the unmodified name (but only for names without a dot, since names with a dot
have dready been tried). This alles names such asitc.CS’ to match the site in Czechosfakia
rather than the site in your local Computer Science departniieatso prefers A and CAME
records @er MX records — that is, if it finds an MX record it neaknote of it, but keeps looking.
This way, if you hare a wildcard MX record matching your domain, it will not assume that all
names match.

To completely turn df all name server access on systems without service switch support
(such as SunOS 4.X) you will Y& to recompile with —-DNAMED_BIND=0 and remve -resolv
from the list of libraries to be searched when linking.
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4.12. Moving the Per-User Forward Files

Some sites mount each usenbome directory from a local disk on their workstation, so that
local access isabt. Havever, the result is that .forward file lookups from a central mail server are
slow. In some cases, mail carven be cklivered on machines inappropriately because of a file
server being den. Theperformance can be especially bad if you run the automounter.

The ForwardPath (J) option allows you to set a path of forward fildsor example, the con-
fig file line
O ForwardPath=/var/forward/$u:$z/.forward.$w

would first look for a file with the same name as the gdegin in har/forward; if that is not found
(or is inaccessible) the fileforward machinenaniei n the useis home directory is searched
truly perverse site could also search by sender by usji$g, & $f.

If you create a directory such asfforward, it should be mode 1777 (that is, the stibit
should be set). Users should create the files mode 0%d#® that you must use themwardFileln-
UnsafeDirRth and BrwardFilelInUnsafeDir&thSafe flags with thBontBlameSendmailoption to
allow forward files in a wrld writable directory This might also be used as a denial of service
attack (users could create forward files for other users); a better approach might be to create
Ivar/forward mode 0755 and create empty files for each osered by that usemode 0644.If
you do this, you domnhaveto set the DontBlameSendmail options indicatedrabo

4.13. Free Space

On systems that ke me of the system calls in thetatf€2) family (includingstatvfsand
ustad, you can specify a minimum number of free blocks on the queue filesystem usMmthe
FreeBlocks(b) option. If there are fewer than the indicated number of blocks free on the filesystem
on which the queue is mounted the SMTP server will reject mail with the 452 error Toide.
invites the SMTP client to try again later.

Beware of setting this option too high; it can cause rejection of email when that owdd w
be processed without difficulty.

4.14. MaximumMessage Size

To avoid overflowing your system with a large message, MexMessageSiz@ption can be
set to set an absolute limit on the size of ane message. This will be advertised in the ESMTP
dialogue and checked during message collection.

4.15. Privacy Flags

The PrivacyOptions (p) option allows you to set certaitptivacy” fl ags. Actually mary of
them dont give you ary extra privacy, rather just insisting that client SMTP servers use the HELO
command before using certain commands or adding extra headers to indicate possible spoof
attempts.

The option taks a series of flag hames; the finalqmy is the inclusve a of those flags.For
example:

O PrivacyOptions=needmailhelo, noexpn

insists that the HELO or EHLO command be used before a MAIL command is accepted and dis-
ables the EXPN command.

The flags are detailed in section 5.6.

4.16. Sendo Me Too

Beginning with version 8.10sendmailincludes by default the (edope) sender in anlist
expansions. Br example, if “matt” sends to a list that contains “matt” as one of the members he
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will get a copy of the message. If theleToo option is set ta=ALSE (in the configuration file or via
the command line), this behavior is changed, i.e., theel@re) sender is excluded in listpan-
sions.

5. THE WHOLE SCOOP ON THE CONFIGURATION FILE
This section describes the configuration file in detail.

There is one point that should be made clear immediately: the syntax of the configuration file is
designed to be reasonably easy to parse, since this is dageime sendmailstarts up, rather than
easy for a human to read or writ€he configuration file should be generated via the method described
in cf/README, it should not be edited directly unless someoneaisiliar with the internals of the
syntax described here and it is not possible to aeHhie desired result via the default method.

The configuration file is genized as a series of lines, each of which begins with a single charac-
ter defining the semantics for the rest of the line. Lines beginning with a space or a tab are continuation
lines (although the semantics are not well defined inynptaces). BlanKines and lines lggnning
with a sharp symbol (‘#) are comments.

5.1. Rand S — Rewriting Rules

The core of address parsing are the rewriting ruldgese are an ordered production system.
Sendmaikcans through the set of rewriting rules looking for a match on the left hand side (LHS) of
the rule. When a rule matches, the address is replaced by the right hand side (RHS) of the rule.

There are s@ral sets of reriting rules. Some of the rewriting sets are used internally and
must hae gecific semantics. Other rewriting sets do natehgoecifically assigned semantics, and
may be referenced by the mailer definitions or by other rewriting sets.

The syntax of these tncommands are:
Sn

Sets the current ruleset being collected.tdf you begin a ruleset more than once it appends to the
old definition.

RIhs rhs comments

The fields must be separated by at least one tab character; there may be embedded spaces in the
fields. Thehsis a pattern that is applied to the input. If it matches, the inputvidtten to therhs.
Thecommentsre ignored.

Macro expansions of the forfix are performed when the configuration file is reAditeral
$ can be included using$. Expansions of the forrB&x are performed at run time using a some-
what less general algorithnThis is intended only for referencing internally defined macros such as
$hthat are changed at runtime.

5.1.1. Theleft hand side

The left hand side of rewriting rules contains a patteidormal words are simply
matched directly Metasyntax is introduced using a dollar sign. The metasymbols are:

$* Match zero or more tokens
$+ Match one or more tokens
$- Match exactly one token
$=x Match aiy phrase in clasz
$x Match ay word not in clasx

If any of these match, tlyeare assigned to the symisii for replacement on the right hand side,
wheren is the inde in the LHS. For example, if the LHS:

$-:$+
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is applied to the input:
UCBARPA:eric
the rule will match, and the values passed to the RHS will be:

$1 UCBARPA
$2 eric

Additionally, the LHS can includ8@ to match zero tadns. Thids notbound to &n on
the RHS, and is normally only used when it stands alone in order to match the null input.

5.1.2. Theright hand side

When the left hand side of awsting rule matches, the input is deleted and replaced by
the right hand sideTokens are copied directly from the RHS unlessythegn with a dollar
sign. Metasymbolare:

$n Substitute indefinite tokemfrom LHS
$[name] Canonicalizename
$(map lkey $@argumentsh:default$)
Generalized &yed mapping function
$>n “Call” rulesetn
$#mailer Resole to mailer
$@host  Specifyhost
$:user Specifyuser

The $n syntax substitutes the corresponding value frodt, 8-, $*, $=, or $” match on
the LHS. It may be used anywhere.

A host name enclosed betwe®rand$] is looked up in the host database(s) and replaced
by the canonical nam& For example, “$[ftp$]” might become “ftp.CS.Berlky.EDU” and
“$[[128.32.130.2]%]" would become angogh.CS.BerkgjeEDU.” Sendmailrecognizes its
numeric IP address without calling the name server and replaces it with its canonical name.

The $( ... $) syntax is a more general form of lookup; it uses a named map instead of an
implicit map. If no lookup is found, the indicatel@faultis inserted; if no default is specified
and no lookup matches, thalwe is left unchangedThe argumentsare passed to the map for
possible use.

The$>n syntax causes the remainder of the line to be substituted as usual and then passed
as the argument to ruleget The final value of ruleseat then becomes the substitution for this
rule. The$> syntax expandsverything after the ruleset name to the end of the replacement
string and then passes that as the initial input to the rulBsstursie alls are allwed. For
example,
$>0 $>3 $1
expands $1, passes that to ruleset 3, and then passes the result of ruleset 3 to ruleset 0.

The $# syntax shoulanly be used in ruleset zero, a subroutine of ruleset zero, or rulesets
that return decisions (e.g., check_rcpt)causes wluation of the ruleset to terminate immedi-
ately and signals tsendmaithat the address has completely resdlvThecomplete syntax for
ruleset O is:

$#mailer $@host$:user
This specifies the {maileihost, user} 3-tuple necessary to direct the mailote: the third

“This is actually completely equalent to $(hoshostnams). Inparticular a$: default can be used.
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element (user) is often also callechddresspart. If the mailer is local the host part may be

omitted®. The mailer must be a single word, but thestandusermay be multi-part. If the
maileris the built-in IPC mailerthe hostmay be a colon-separated list of hosts that are searched
in order for the first working address (exactlhelikX records). Theuseris later rewritten by

the mailer-specific eglope rewriting set and assigned to fhemacro. Asa Pecial case, if the
mailer specified has the=@ flag specified and the first character of thevalue is “@", the

“@" is stripped of, and a flag is set in the address descriptor that causes sendmail to not do rule-
set 5 processing.

Normally, a mle that matches is retried, that is, the rule loops unililg.f ARHS may
also be preceded by$@ or a$: to change this bekior. A $@ prefix causes the ruleset to
return with the remainder of the RHS as tldue. A$: prefix causes the rule to terminate
immediately but the ruleset to continue; this can be usedvtadacontinued application of a
rule. Theprefix is stripped before continuing.

The$@ and$: prefixes may precede$ spec; for example:

R$+ $:$>7 $1
matches anything, passes that to ruleseenseand continues; thg: is necessary tovaid an
infinite loop.

Substitution occurs in the order described, that is, parameters from the LHS are substi-
tuted, hostnames are canonicalized, “subroutines” are called, and $#ad@, and $: are pro-
cessed.

5.1.3. Semantic®f rewriting rule sets

There are six rewriting sets thatvleagpecific semantics.Five o these are related as
depicted by figure 1.

Ruleset three should turn the address into “canonical fofthis form should hae te
basic syntax:

» 0 —» resolved address
- 1 S

addr—{ 3 D » 4 —»msg
- 2 R

Figure 1 — Rewriting set semantics
D — sender domain addition
S — mailer-specific sender rewriting
R — mailer-specific recipient rewriting

5You may want to use it for special “per userktensions. Br example, in the address “jgm+foo@CMU.EDU”; the “+foo”
part is not part of the user name, and is passed to the local mailer for local use.
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local-part@host-domain-spec
Ruleset three is applied lsgndmaibefore doing anything with graddress.

If no “@” sign is specified, then the host-domain-speybe appended (box “D” in Fig-
ure 1) from the sender address (if Ddlag is set in the mailer definition corresponding to the
sendingmailer).

Ruleset zero is applied after ruleset three to addresses that are going to actually specify
recipients. Itmust resole to a{mailer, host, addess}triple. Themailer must be defined in the
mailer definitions from the configuration fild.he hostis defined into thé&h macro for use in
the argv expansion of the specified mailbiotice: since the emlope sender address will be
used if a deliery status notification must be send, i.e., is may specify a recipient, it is also run
through ruleset zero. If ruleset zero returns a temporary éxythen delery is deferred.

This can be used to temporarily disabled®yi, e g., based on the time of the day or othayv
ing parameters. It should not be used to quarantine e-mails.

Rulesets one and tware applied to all sender and recipient addresses reshectihey
are applied before girspecification in the mailer definition. Thenust neer resolve.

Ruleset four is applied to all addresses in the mesdage.typically used to translate
internal to external form.

In addition, ruleset 5 is applied to all local addresses (specifitaige that resoé/to a
mailer with the ‘F=5’ flag set) that do notJeadiases. Thisallows a last minute hook for local
names.

5.1.4. Rulesehooks

A few etra rulesets are defined as “hooks” that can be defined to get special features.
They are all named rulesets. The “check *" forms aNeajieccept/reject status; falling fothe
end or returning normally is an accept, and resolvirggrror is a reject or quarantingQuar-
antining is chosen by specifyimgiarantine in the second part of the mailer triplet:

$terror $@ quarantine $: Reason for quarantine

Marny of these can also reselto he special mailer nanmg#discard this accepts the message
as though it were successfultithen discards it without deéry. Note, this mailer cannot be
chosen as a mailer in ruleset Bote also that all “check *” rulesets\ea deal with tempo-
rary failures, especially for map lookups, themes)i.e., thg should return a temporary error
code or at least tyeshould male a poper decision in those cases.

5.1.4.1. check elay

The check_relayruleset is called after a connection is accepted by the daemon. It is
not called when sendmail is started using-thgeoption. lItis passed

client.host.name $| client.host.address

where $| is a metacharacter separating the fparts. Thisruleset can reject connections
from various locations. Note that it only checks the connecting SMTP client IP address and
hostname. Itdoes not check for third party message relayihge check_rcptruleset dis-
cussed belw usually does third party message relay checking.

5.1.4.2. check_mail

The check_mailruleset is passed the user name parameter GNIT® MAIL com-
mand. Itcan accept or reject the address.
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5.1.4.3. check gpt

The check_rcptruleset is passed the user name parameter ciNiT®@ RCPTcom-
mand. Itcan accept or reject the address.

5.1.4.4. check data

The check_dataruleset is called after theMTP DATA command, its parameter is the
number of recipients. It can accept or reject the command.

5.1.4.5. check_compat
Thecheck_compatuleset is passed
sender-address $| recipient-address

where$| is a metacharacter separating the addresses. It can accept or reject mail transfer
between these twvaddresses much lkk the checkcompat()function. Note:while other
check * rulesets are iroked during the SMTP mail receiption stage (i.e., in the SMTP
server),check compais invoked during the mail deliery stage.

5.1.4.6. check _eoh
Thecheck_eohuleset is passed
number-of-headers $| size-of-headers

where$| is a metacharacter separating the numbers. These numbers can be used for size
comparisons with tharith map. Theruleset is triggered after all of the headergehiseen

read. Itcan be used to correlate informatiosttgered from those headers using rtiecro

storage map. One possible use is to check for a missing héadexample:

Kstorage macro
HMessage-Id: $>CheckMessageld

SCheckMessageld
# Record the presence of the header

R$* $: $(storage {MessageldCheck} $@ OK $) $1
R< $+ @ $+ > $@ OK

R$* $#error$: 553 Header Error
Scheck_eoh

# Check the macro

R$* $: < $&{MessageldCheck} >

# Clear the macro for the next message

R$* $: $(storage {MessageldCheck} $) $1
# Has a Message-Id: header

R< $+ > $@ OK

# Allow missing Message-Id: from local mail

R$* $: < &{client_name} >

R< > $@ OK

R< $=w > $@ OK

# Otherwise, reject the malil

R$* $#error$: 553 Header Error

Keep in mind the Message-Id: header is not a required header and is not a guaranteed spam
indicator This ruleset is an example and should probably not be used in production.
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5.1.4.7. check_eom

The check_eonruleset is called after the end of a message, its parameter is the mes-
sage size. It can accept or reject the message.

5.1.4.8. check et

The check_etrnruleset is passed the parameter of SMTP ETRNcommand. lican
accept or reject the command.

5.1.4.9. check_expn

The check_exprruleset is passed the user name parameter SNIT® EXPNcom-
mand. Itcan accept or reject the address.

5.1.4.10. check vrfy

The check_vrfyruleset is passed the user name parameter cNIT@® VRFY com-
mand. Itcan accept or reject the command.

5.1.4.11. trust_auth

Thetrust_authruleset is passed the AUTH= parameter ofSNGP MAIL command.
It is used to determine whether thislwe should be trusted. In order to radhis decision,
the ruleset may makuse of the arious${auth_*} macros. Ifthe ruleset does reselvo he
“error” mailer the AUTH= parameter is not trusted and hence not passed on tatthelaye

5.1.4.12. tls_client

Thetls_clientruleset is called when sendmail acts asespdfter a SARTTLS com-
mand has been issued, and froheck_mail. The parameter is the value $fverify} and
STARTTLS or MAIL, respectiely. If the ruleset does resehto he “error” mailer the
appropriate error code is returned to the client.

5.1.4.13. tls_serer

Thetls_serverruleset is called when sendmail acts as client afterARETLS com-
mand (should) hae been issued. The parameter is the valug{eérify}. If the ruleset does
resol\e to he “error” mailerthe connection is aborted (treated as nonveelble with a per
manent or temporary error).

5.1.4.14. tls_cpt

The tls_rcpt ruleset is called each time before a RCRI dmmand is sentThe
parameter is the current recipient. If the ruleset does e=tolae “error” mailer the RCPT
TO ocommand is suppressed (treated as norvatallle with a permanent or temporary
error). Thisruleset allows to require encryption arification of the recipiers’ MTA even
if the mail is someha redirected to another hosEor example, sending mail ttuke@end-
mail.org may get redirected to a host namdehth.starand hence the tls_server ruleset
won’t apply. By introducing per recipient restrictions such attacks (e.g., via DNS spoofing)
can be made impossible. SEHEREADMEhow this ruleset can be used.

5.1.4.15. sv_features

Thesrv_featuresuleset is called with the connecting clisrtbst name when a client
connects to sendmail. This ruleset should retk#rfollowed by a list of options (single
characters delimited by white space). If the return value starts with anything else it is
silently ignored. Generally upper case characters tufradeature while lower case charac-
ters turn it on. Option ‘S’ causes the server not to offehFFTTLS, which is useful to
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interact with MTAs/MUAs that hae kroken STARTTLS implementations by simply not
offering it. 'V’ turns off the request for a client certificate during the TLS handshak
Options A and ‘P’ suppress SMTPWTH and PIPELINING, respeetly. ‘c’ is the equi-
alent to AuthOptions=p, i.e., it doesrpermit mechanisms susceptible to simple passi
attack (e.g., PLAIN, LOGIN), unless a security layer isvactiOption ‘I' requires SMTP
AUTH for a connection. Options 'B’, 'D’, 'E’, and 'X’ suppress SMTP VERB, DSN,
ETRN, and EXPN, respeudly.

Do not offer AUTH

Offer AUTH (default)

Do not offer VERB

Offer VERB (default)

Do not require security layer for
plaintext AUTH (default)

Require security layer for plaintext AUTH
Do not offer DSN

Offer DSN (default)

Do not offer ETRN

Offer ETRN (default)

Do not require AUTH (default)
Require AUTH

Do not offer PIPELINING

Offer PIPELINING (default)

Do not offer STARTTLS

Offer STARTTLS (default)

Do not request a client certificate
Request a client certificate (default)
Do not offer EXPN

Offer EXPN (default)

Note: the entries marked aglefault)” may require that some configuration has been made,
e.g., SMTP AUTH is onlyailable if properly configured Moreover, mary options can be
changed on a global basis via other settings as explained in this document, e.g., via Daemon-
PortOptions.

OT WL >

X X< <OWNoT U - romago

The ruleset may return ‘$#temp’ to indicate that there is a temporary problem deter
mining the correct features, e.g., if a map isvaitable. Inthat case, the SMTP seirv
issues a temporary failure and does not accept email.

5.1.4.16. try tls

The try_tls ruleset is called when sendmail connects to anothek.MT the ruleset
does resole to he “error” mailer sendmail does not try SRTTLS even if it is offered.
This is useful to interact with MAS that hae lroken SARTTLS implementations by sim-
ply not using it.

5.1.4.17. authind

Theauthinforuleset is called when sendmail tries to authenticate to anoth&r MT
should returr# followed by a list of tokns that are used for SMTRUAH. If the return
value starts with aything else it is silently ignored. Each token is a tagged string of the
form:; "TDstring" (including the quotes), where
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T Tag which describes the item
D Delimiter: "’ simple text follows

'=’ string is base64 encoded
string \alue of the item

Valid values for the tag are:

U user (authorization) id

I authentication id

P password

R realm

M list of mechanisms delimited by spaces

If this ruleset is defined, the opti@efaultAuthinfo is ignored (gen if the ruleset does not
return a “useful’ result).

5.1.4.18. queuegup

The queuegroupruleset is used to map a recipient address to a queue group name.
The input for the ruleset is a recipient address as specified M RCPTcommand.
The ruleset should retur$¥ followed by the name of a queue group. If the retalues
starts with anything else it is silently ignored. See the section algueue Groups and
Queue Directoriesf or further information.

5.1.4.19. geet_pause

Thegreet_pauseuleset is used to specify the amount of time to pause before sending
the initial SMTP 220 greeting. If gntraffic is receved during that pause, an SMTP 554
rejection response is\gn instead of the 220 greeting and all SMTP commands are rejected
during that connectionThis helps protect sites from open proxies and SMTP slammers.
The ruleset should retu# followed by the number of milliseconds (thousandths of a sec-
ond) to pause. If the returralue starts with anything else or is not a numibés slently
ignored. Notethis ruleset is not woked (and hence the feature is disabled) when the smtps
(SMTP over SSL) is used, i.e., the modifier is set for the daemon vizaemonPortOp-
tions, because in this case the SSL handshakerformed before the greeting is sent.

5.1.5. IPCmailers

Some special processing occurs if the ruleset zero essedvan IPC mailer (that is, a
mailer that has “[IPC]" listed as the Path in tdeconfiguration line. The host name passed
after “$@” has MX expansion performed if not @efing via a named socket; this looks the
name up in DNS to find alternate detiy sites.

The host name can also be provided as a dotted quad or an IPv6 address in square brack-
ets; for example:

[128.32.149.78]
or
[IPv6:2002:c0a8:51d2::23f4]
This causes direct ceersion of the numeric value to an IP host address.

The host name passed in after the “$@” may also be a colon-separated list oERoOkts.
is separately MX ganded and the results are concatenated te i@@akentially) one long MX
list. Theintent here is to createdke” MX records that are not published in DNS forvpie
internal networks.

As a final special case, the host name can be passed in as a text string in square brackets:
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[ucbvax.berkelg.edu]

This form aoids the MX mapping.N.B.: This is intended only for situations whgpu have a
network fiewall or other host that will do special processing for all your mail, so that your MX
record points to a gateway machine; this rhate could then do direct delivery to nhies
within your local domain. Use of this feagutirectly violates RFC 1123 section 5.3.5: it should
not be used lightly.

5.2. D— Define Macro

Macros are named with a single character or withoedvin {braces}. The name&*’ and
“{x}' ' denote the same macro foveey single characterx’’. Single character names may be
selected from the entire ASCII set, but udefined macros should be selected from the set of upper
case letters onlyLower case letters and special symbols are used interhalhg names lggnning
with a lover case letter or a punctuation character are reserved for use by sendmaitdsfinestr
long macro names should begin with an upper case letter.

The syntax for macro definitions is:
Dxval

wherex is the name of the macro (which may be a single character orcainvbraces) andal is
the value it should & There should be no spacesagi that do not actually belong in the macro
value.

Macros are interpolated using the constfictwherex is the name of the macro to be inter
polated. Thignterpolation is done when the configuration file is readept inM lines. Thespe-
cial construc&x can be used iR lines to get deferred interpolation.

Conditionals can be specified using the syntax:
$?x textl $| text2 $.

This interpolategextl if the macro$x is set and non-null, angxt2 otherwise. The'else” ($))
clause may be omitted.

The following macros are defined and/or used internallgdnydmailfor interpolation into

argv’s for mailers or for other contts. Theones marked t are information passed into sendfinail
the ones marked 1 are information passed both in and out of sendmail, and thednmaamios are
passed out of sendmail but are not otherwise used interff&lbse macros are:

$a  Theorigination date in RFC 822 format. This is extracted from the Date: line.
$b  Thecurrent date in RFC 822 format.

$c  Thehop count. This is a count of the number of Reskilines plus the value of théh com-
mand line flag.

$d  Thecurrent date in UNIX (ctime) format.

$et (Obsoletepyse SmtpGreetingMessage option instead.) The SMTP entry message. This is
printed out when SMTP starts up. The first word must béjttieacro as specified by RFC
821. Detults to “$j Sendmail $v ready at $b”. Commonly redefined to include the configu-
ration version numbee.g., “$j Sendmail $v/$Z ready at $b”

$f  Theervelope sender (from) address.

$g Thesender address rekatio the recipient.For example, if$f is “foo”, $gwill be “host!foo”,
“foo@host.domain”, or whater is gopropriate for the receiving mailer.

1%As of version 8.6, all of these macrosdaeasonable dafilts. Preious versions required that shise cefined.
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$h  Therecipient host. This is set in ruleset 0 from the $@ field of a parsed address.
$i  Thequeue id, e.g., “f344MXxp018717".

$jF The“official” domain name for this site. This is fully qualified if the full qualification can be
found. Itmustbe redefined to be the fully qualified domain name if your system is not con-
figured so that information can find it automatically.

$k  TheUUCP node name (from the uname system call).

$IT  (Obsoleteuse UnixFromLine option instead.) The format of the UNIX from litunless
you hare changed the UNIX mailbox format, you should not change thauttefwhich is
“From $g $d".

$m Thedomain part of thgethostnameeturn \alue. Undemormal circumstance$yj is equv-
alent to$w.$m

$nt Thename of the daemon (for error messages). Defaults to “MAILER-DAEMON?”.

$ot (Obsoleteuse OperatorChars option insteadfe set of “operators” in addresses list of
characters which will be considered ¢ols and which will separate tokens when doing pars-
ing. For example, if “@” were in th&o macro, then the input “a@b” would be scanned as
three tokens: “a," @, and “b” Defaults to “.:@[]", which is the minimum set necessary to
do RFC 822 parsing; a richer set of operators is “.:%@!/[]", which adds support for,UUCP
the %-hack, and X.400 addresses.

$p  Sendmaif process id.

$qt Detult format of sender addresshe $q macro specifies oan aldress should appear in a
message when it is deflted. Defults to “<$g>". It is commonly redefined to be “$?x$x
<$g>$|$g$. or “$g$?x ($x)$.”, corresponding to the followingdformats:

Eric Allman <eric@CS.BerkeyeEDU>
eric@CS.BerkelgEDU (Eric Allman)
Sendmaiproperly quotes names thatveagpecial characters if the first form is used.

$r  Protocolused to recee the message. Set from th¢ command line flag or by the SMTP
server code.

$s  Sendes host name.Set from the-p command line flag or by the SMTP server code (in
which case it is set to the EHLO/HELO parameter).

$t A numeric representation of the current time in the format YYYYMMDDHHmMm (4 digit
year 1900-9999, 2 digit month 01-12, 2 digit day 01-31, 2 digit hours 00-23, 2 digit minutes
00-59).

$u  Therecipient user.

$v  Theversion number of theendmaibinary.

$wt Thehostname of this site. This is the root name of this host (but see fagloaveats).

$x  Thefull name of the sender.

$z  Thehome directory of the recipient.

$ Thevalidated sender address. See &i&dient_resolve}

${addr_type}
The type of the address which is currently beingriteen. Thismacro contains up to three
characters, the first is either ‘e’ or ‘h’ forwetope/header address, the second is a space, and
the third is either ‘s’ or ‘r’ for sender/recipient address.

${alg_bits}
The maximum kylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection. Thismay be less than thefe€tive keylength, which is stored ii{cipher_bits}, for
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“ export controlled’algorithms.

${auth_authen}
The clients authentication credentials as determined by authentication (only set if success-
ful). Theformat depends on the mechanism used, it might be just ‘user’, or ‘user@realm’, or
something similar (SMTP AUTH only).

${auth_author}
The authorization identifyi.e. the AJTH= parameter of th&MTP MAIL command if sup-
plied.

${auth_type}
The mechanism used for SMTP authentication (only set if successful).

${auth_ssf}
The keylength (in bits) of the symmetric encryption algorithm used for the security layer of a
SASL mechanism.

${bodytype}
The message body type (7BIT or 8BITMIME), as determined from thaogre.

${cert_issuer}
The DN (distinguished name) of the CA (certificate authority) that signed the presented cer
tificate (the cert issuer) (STARTTLS only).

${cert_md5}
The MD5 hash of the presented certificate (STARTTLS only).

${cert_subject}
The DN of the presented certificate (called the cert subject) (STARTTLS only).

${cipher}
The cipher suite used for the connection, e.g., EDH-DSS-DES-CBC3-SHA, EDH-RSA-DES-
CBC-SHA, DES-CBC-MD5, DES-CBC3-SHA (STARTTLS only).

${cipher_bits}
The efective keylength (in bits) of the symmetric encryption algorithm used for a TLS con-
nection.

${client_addr}
The IP address of the SMTP client. IPv6 addresses are tagged with "IPv6:" before the
address. Defineith the SMTP server only.

${client_connections}
The number of open connections in the SMTP server for the client IP address.

${client_flags}
The flags specified by the Modifier= part ©fientPortOptions where flags are separated
from each other by spaces and upper case flags are dodilatis, Modifier=hA will be
represented as "h AA" i&{client_flags} which is required for testing the flags in rulesets.

${client_name}
The host name of the SMTP client. This may be the ctidndi’cketed IP address in the form

not resolvable, or if it is resolvable but the IP address of the resolved hostnamé massn’
the original IP address. Defined in the SMTP server. 0B alsdb{client_resolve}

${client_port}
The port number of the SMTP client. Defined in the SMTP server only.

${client_ptr}
The result of the PTR lookup for the client IP address. Note: this is the same as
${client_name}if and only if${client_resolve}is OK. Defined in the SMTP server only.
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${client_rate}
The number of incoming connections for the client IP addreastioe time interval specified
by ConnectionRateWindowSize.

${client_resolve}
Holds the result of the res@all for ${client_name}. Possible values are:

OK resohed successfully

FAIL permanentookup failure

FORGED forvard lookup doeshmatch rererse lookup
TEMP temporaryookup failure

Defined in the SMTP server onlgendmailperforms a hostname lookup on the IP address of
the connecting clientNext the IP addresses of that hostname are looked up. If the client IP
address does not appear in that list, then the hostname is maybe. fdhisis reflected as

the value FORGED fads{client_resolve}and it also shows up #_as "(may be forged)".

${cn_issuer}
The CN (common name) of the CA that signed the presented certific®&BTSIS only).
Note: if the CN cannot be extracted properly it will be replaced by one of these strings based
on the encountered error:

BadCertificateContainsNUL  Cbbntains a NUL character
BadCertificatedolLong CNis too long
BadCertificateUnknon CNcould not be extracted

In the last case, some other (unspecific) error occurred.

${cn_subject}
The CN (common name) of the presented certificatARITLS only). See${cn_issuer}
for possible replacements.

${currHeader}
Header ®alue as quoted string (possibly truncateM®XNAME ). Thismacro is only gail-
able in header check rulesets.

${daemon_addr}
The IP address the daemon is listening on for connections.

${daemon_family}
The network family if the daemon is accepting network connectiBossible values include
“inet”, “inet6”, “iso”, “ns”, “x.25"
${daemon_flags}
The flags for the daemon as specified by the Modifier= p&raemonPortOptionswhereby
the flags are separated from each other by spaces, and upper case flags are doubled. That is,
Modifier=Ea will be represented as "EE a'$ftaemon_flags} which is required for testing
the flags in rulesets.

${daemon_info}
Some information about a daemon as at tetring. For example, “SMTP+queue-
ing@00:30:00".

${daemon_name}
The name of the daemon frobaemonPortOptions Name= suboptionlf this suboption is
not set, "Daemon#", where # is the daemon nunibesed.

${daemon_port}
The port the daemon is accepting connection dnlessDaemonPortOptionsis set, this
will most likely be “25”.

${deliveryMode}
The current deliery mode sendmail is using. It is initially set to thelue of the
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DeliveryMode option.

${envid}
The enelope id parameter (ENVID=) passed to sendmail as part of tretope.
${hdrlen}

The length of the headeale which is stored in ${currHeader} (before possible truncation).
If this value is greater than or equaM&XNAME the header has been truncated.

${hdr_name}
The name of the header field for which the current header check ruleset has beeMalled.
is useful for a default header check ruleset to get the name of the header; the macro is only
available in header check rulesets.
${if_addr}
The IP address of the intade of an incoming connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.
${if_addr_out}
The IP address of the intade of an outgoing connection unless it is in the loopback net.
IPv6 addresses are tagged with "IPv6:" before the address.
${if_family}
The IP family of the interface of an incoming connection unless it is in the loopback net.
${if_family_out}
The IP family of the interface of an outgoing connection unless it is in the loopback net.
${if_name}
The hostname associated with the interface of an incoming conne@tii;mmacro can be
used for SmtpGreetingMessage and HRexkfor virtual hosting.For example:

O SmtpGreetingMessage=$?{if_name}${if_name}$|$j$. MTA

${if_name_out}
The name of the interface of an outgoing connection.
${load_avg}
The current loadwerage.
${mail_addr}
The address part of the resolved triple of the address fr the SMTP MAIL command.
Defined in the SMTP server only.
${mail_host}
The host from the resadd triple of the addressugh for theSMTP MAIL command. Defined
in the SMTP server only.
${mail_mailer}
The mailer from the resolved triple of the addresgrgifor the SMTP MAIL command.
Defined in the SMTP server only.
${msg_id}
The value of the Message-Id: header.
${msg_size}
The value of the SIZE= parametée., usually the size of the message (in an ESMTP dia-

logue), before the message has been collected, thereafter the message size as computed by
sendmailand can be used in check_compat).

${nbadrcpts}
The number of bad recipients for a single message.
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${nrcpts}
The number of validated recipients for a single messhigee: since recipient validation hap-
pens aftecheck_rcpthas been called, the value in this ruleset is one less than what might be
expected.

${ntries}
The number of delery attempts.

${opMode}
The current operation mode (from thie flag).

${quarantine}
The quarantine reason for theseliope, if it is quarantined.

${queue_interval}
The queue run interval\gn by the—q flag. For example,—q30m would set${queue_inter-
val} to “00:30:00".

${rcpt_addr}
The address part of the resolved triple of the addre®s fir the SMTP RCPTcommand.
Defined in the SMTP server only after a RCPT command.

${rcpt_host}
The host from the resolved triple of the addresergior theSMTP RCPTcommand. Defined
in the SMTP server only after a RCPT command.

${rcpt_mailer}
The mailer from the resobd triple of the addresswgh for the SMTP RCPTcommand.
Defined in the SMTP server only after a RCPT command.

${server_addr}
The address of the server of the current outgoing SMTP conne€&ioi.MTP delivery the
macro is set to the name of the mailer.

${server_name}
The name of the server of the current outgoing SMTP or LMTP connection.

${time}
The output of théime(3) function, i.e., the number of seconds since 0 hours, 0 minutes, 0 sec-
onds, January 1, 1970, Coordinatedvdrsal Time (UTC).

${tls_version}
The TLS/SSL version used for the connection, e.g., TLSv1, SSLv3, SSLv2; defined after
STARTTLS has been used.

${total_rate}
The total number of incoming connectiongeothe time interval specified by Connection-
RateWindowSize.

${verify}
The result of the erification of the presented cert; only defined afteARSIITLS has been
used (or attempted). Possible values are:
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OK verification succeeded.

NO nocert presented.

NOT no cert requested.

FAIL cert presented but could not be verified,
e.g., the signing CA is missing.

NONE STARTTLS has not been performed.

TEMP temporaryerror occurred.

PROTOCOL someprotocol error occurred.
SOFTWARE STARTTLS handshad failed,
which is a fatal error for this session,
the e-mail will be queued.

There are three types of dates that can be uFked$a and$b macros are in RFC 822 for
mat; $ais the time asyaracted from the “Date:” line of the message (if there was one)$lamsl
the current date and time (used for postmark)o “Date:” line is found in the incoming message,
$ais set to the current time als@he $d macro is equiaent to the$b macro in UNIX (ctime) for
mat.

The macro$w, $j, and $m are set to the identity of this hostendmaitries to find the fully
gualified name of the host if at all possible; it does this by cajj@tgpstnamé?) to get the current
hostname and then passing thati¢thostbynam) which is supposed to return the canonieat v

sion of that host namé.Assuming this is successfdj is set to the fully qualified name afich is
set to the domain part of the nameefgthing after the first dot).The $w macro is set to the first
word (everything before the first dot) if you tx@ a kvd 5 or higher configuration file; otherwise, it
is set to the same value $s If the canonification is not successful, it is impemthat the config

file set$j to the fully qualified domain nartfée

The $f macro is the id of the sender as originally determined; when mailing to a specific host
the $g macro is set to the address of the semelative to the ecipient. For example, if | send to
“bollard@matisse.CS.Berkgl&DU” from the machine “angogh.CS.BerkejeEDU” the $f macro
will be “eric” and the$g macro will be “eric@vangogh.CS.BerkglEDU.”

The$x macro is set to the full name of the sendEtis can be determined inveeal ways. It
can be passed as flaggendmail It can be defined in thEAME environment \ariable. Thethird
choice is the value of the “Full-Name:” line in the header iiists, and the fourth choice is the
comment field of a “From:” line. If all of these fail, and if the message is being originated locally
the full name is looked up in thetc/passwidile.

When sending, th&h, $u, and $z macros get set to the host, ys#rd home directory (if
local) of the recipient. The first tware set from thé@ and$: part of the rewriting rules, respec-
tively.

The $p and $t macros are used to create unique strings (e.g., for the “Message-Id:” field).
The $i macro is set to the queue id on this host; if put into the timestamp line it cairdraaly
useful for tracking message¥he $v macro is set to be the version numbeseafidmail this is nor
mally put in timestamps and has beenvpnoextremely useful for debugging.

The $c field is set to the “hop couhti,.e., the number of times this message has been pro-
cessed. Thisan be determined by thdn flag on the command line or by counting the timestamps
in the message.

The $r and$sfields are set to the protocol used to communicate seittimailand the send-
ing hostname .They can be set together using the command line flag or separately using thé

For example, on some systergethostnamenight return “foo” which would be mapped to “foo.bar.com”dghostbyname
¥0lder versions of sendmail didigre-definesj at all, so up until 8.6, config filedwayshad to defingj.
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or —oM flags.

The$_is set to a alidated sender host name. If the sender is running an RFC 1413 compli-
ant IDENT serer and the receér has the IDENT protocol turned on, it will include the user name
on that host.

The ${client_name}, ${client_addr}, and ${client_port} macros are set to the name,
address, and port number of the SMTP client whovisking sendmailas a sersr. These can be
used in theheck_*rulesets (using th®& deferred ealuation form, of course!).

5.3. Cand F — Define Classes

Classes of phrases may be defined to match on the left hand siggitrigerules, where a
“phrase” is a sequence of characters that does not contain space chaFactetample a class of
all local names for this site might be created so that attempts to send to oneself can be eliminated.
These can either be defined directly in the configuration file or read in from anoth@ldidses are
named as a single letter or a word in {braces}. Class names beginning with lower case letters and
special characters are reserved for system Q#asses defined in config files may beeginames
from the set of upper case letters for short names or beginning with an upper case letter for long
names.

The syntax is:

Ccphrasel phrase2...

Fcfile

Fc |program
Fc[mapley@mapclass:mapspec

The first form defines the clas$o match ay of the named wrds. Ifphraselor phraseZs another
class, e.g.$=S, the contents of clasSare added to class It is permissible to split them among
multiple lines; for example, the twforms:

CHmonet ucbmonet
and

CHmonet
CHucbmonet

are equidlent. The"F” forms read the elements of the clafsom the namedile, program, or
map specification Each element should be listed on a separate linepecify an optional file, use
“ —0” between the class name and the file name, e.g.,

Fc —o /path/tof/file

If the file cant be wsed,sendmailwill not complain but silently ignore it. The map form should be
an optional mapdy, an at gn, and a map class folled by the specification for that magxam-
ples include:

F{VirtHosts}@Idap:—k (&(objectClass=virtHosts)(host=*)) —v host
F{MyClass}foo@hash:/etc/mail/classes

will fill the class$={VirtHosts} from an LDAP map lookup an§i={MyClass} from a hash data-
base map lookup of tHeo. There is also a built-in schema that can be accessed by only specifying:

F{ClassNamp@LDAP
This will tell sendmail to use the default schema:
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-k (&(objectClass=sendmailMRClass)
(sendmailM'RClassName€lassNamg
(I(sendmailMRACluster=${sendmailMACluster})

(sendmailMTAHost=$j)))

-v sendmailMRClassValue

Note that the lookup is only done when sendmail is initially started.

Elements of classes can be accessed in rules $simg $. The $~ (match entries not in
class) only matches a single word; multi-word entries in the class are ignored in this context.

Some classes ha internal meaning teendmail
$=e containghe Content-fansferEncodings that can be-87 bit encoded. It is predefined to
contain “7bit”, “8bit”, and “binary”.
$=k setto be the same &, that is, the UUCP node name.
$=m  setto the set of domains by which this host is known, initially st

=n canbe set to the set of MIME body types that cavenbe @ght to s@en hit encoded.lt
defaults to “multipart/signed”. Message types “message/*” and “multipart/*” averne
encoded directly Multipart messages arewalys handled recunsgly. The handling of
message/* messages are controlled by dass

$=q A set of Contentylpes that will neer be encoded as base64 (if theaveto be encoded,
they will be encoded as quoted-printable). It cawveh@imary types (e.g., “t&”) or full
types (such as “k/plain”). Theclass is initialized to he “text/plain” only.

=s containghe set of subtypes of message that can be treated velyur&y default it con-
tains only “rfc822". Other “message/*” types cannot be, 8 hit encoded. If a message
containing eight bit data is sent to aeehbit host, and that message cannot be encoded
into seven hits, it will be stripped to 7 bits.

$=t setto the set of trusted users by theonfiguration line. If you want to read trusted users
from a file, usé-t/file/name

$=w setto be the set of all names this host is known Byis can be used to match local host-
names.

$={persistentMacros}
set to the macros that should beeshacross queue runs. Care should be taken when
adding macro names to this class.

Sendmaikan be compiled to alloa scan{3) string on thd- line. Thislets you do simplistic
parsing of text files.For example, to read all the user names in your systgafpasswdile into a
class, use

FL/etc/passwd %[]
which readseery line up to the first colon.

5.4. M— Define Mailer
Programs and interfaces to mailers are defined in this line. The format is:
M name {field=value}*

where nameis the name of the mailer (used internally only) and the “field=name” pairs define
attributes of the mailerFields are:
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Pah Thepathname of the mailer

Flags Specidlags for this mailer

Sender Reriting set(s) for sender addresses
Recipient Revriting set(s) for recipient addresses
recipients Maximummumber of recipients per connection
Argv An argument vector to pass to this mailer

Eol Theend-of-line string for this mailer

Maxsize Themaximum message length to this mailer
maxmessages  Thmeaximum message dedries per connection
Linelimit Themaximum line length in the message body
Directory Theworking directory for the mailer

Userid Thedefault user and group id to run as

Nice Thenice(2) increment for the mailer

Charset Thelefault character set for 8-bit characters
Type Type information for DSN diagnostics

Wait Themaximum time to wait for the mailer
Queugroup Thedefault queue group for the mailer

/ The root directory for the mailer

Only the first character of the field name is checkes @se-sensiti).

The folloving flags may be set in the mailer descriptidmy other flags may be used freely

to conditionally assign headers to messages destined for particular mailers. Flags marked with T are
not interpreted by theendmailbinary; these are the ogamtionally used to correlate to the flags
portion of theH line. Flagsmarked with ¥ apply to the mailers for the sender address rather than
the usual recipient mailers.

a

A

Ct

Run Extended SMTP (ESMTP) protocol (defined in RFCs 1869, 1652, and 1BTi8)flag
defaults on if the SMTP greeting message includes the word “ESMTP”.

Look up the user (address) part of the resolved mailer triple, in the alias datslbaselly
this is only set for local mailers.

Force a blank line on the end of a message. This is intended to work around someestupid v
sions of /bin/mail that require a blank linajtldlo not provide it themsedg. Itwould not nor
mally be used on network mail.

Strip leading backslashes (\)faff the address; this is a subset of the functionality of freg.

Do not include comments in addresses. This should only be used if yeuhaork around a
remote mailer that gets confused by comments. This strips addresses of the form “Phrase
<address>" or “address (Comment)” down to just “address”.

If mail isreceivedfrom a mailer with this flag set, yaddresses in the header that do natha
an at sign (“@") after being rewritten by ruleset three willehthe “@domain” clause from
the sender er@lope address tacked on. This allows mail with headers of the form:

From: usera@hosta
To: userb@hostb, userc

to be rewritten as:

From: usera@hosta
To: userb@hostb, userc@hosta

automatically Howevae, it doesnt really work reliably.

Do not include angle brackets around route-address syntax addresses. This is useful on mailers
that are going to pass addresses to a shell that might interpret angktseackO redirection.
However, it does not protect against other shell metacharacters. Therefore, passing addresses
to a shell should not be considered secure.
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Thismailer wants a “Date:” header line.

This maliler is gpensve  connect to, so try tovaid connecting normally; annecessary con-
nection will occur during a queue run. See also optioldExpensive.

Escape lines beginning with “Frorhin the message with a >’ sign.

The mailer wants af fromflag, but only if this is a network forward operation (i.e., the mailer
will give a eror if the executing user does not & pecial permissions).

Thismailer wants a “From:” header line.

Normally, sendmailsends internally generated email (e.g., error messages) using the null
return address as required by RFC 11Pbwever, some mailers dom’accept a null return
address. lhecessaryou can set thg flag to preent sendmailfrom obeying the standards;
error messages will be sent as from the MAILER-DAEMON (actuéily value of thebn
macro).

Upper case should be preserved in host names (the $@ portion of the mailer tripledresolv
from ruleset 0) for this mailer.

Do User Database rewriting onvefope sender address.

This mailer will be speaking SMTP to anotlsendmail— as auch it can use special protocol
features. Thiflag should not be used except for debugging purposes becauseMERB RS
SMTP command.

Do User Database rewriting on recipients as well as senders.

Normally whensendmailconnects to a host via SMT®P checks to mad aure that this ist’
accidently the same host hame as might happsenidmailis misconfigured or if a long-haul
network interface is set in loopback mode&his flag disables the loopback check. It should
only be used under very unusual circumstances.

Currently unimplemented. Reserved for chunking.
This mailer is local (i.e., final dekry will be performed).

Limit the line lengths as specified in RFC 821. This deprecated option should be replaced by
theL= mail declaration.For historic reasons, the flag also sets théflag.

This mailer can send to multiple users on the same host in one trans&¢tien.a$u macro
occurs in theargv part of the mailer definition, that field will be repeated as necessary for all
qualifying users.Remwing this flag can defeat duplicate supression on a remote site as each
recipient is sent in a separate transaction.

Thismailer wants a “Message-Id:” header line.
Do not insert a UNIX-style “From” line on the front of the message.

Always run as the owner of the recipient mailbd¥ormally sendmailruns as the sender for
locally generated mail or as “daemon” (actuale user specified in theoption) when deli-

ering network mail. The normal behavior is required by most local mailers, which will not
allow the ewelope sender address to be set unless the mailer is running as daemon. This flag is
ignored if theSflag is set.

Use the route-addr stylewase-path in the SMTP “MAIL FRM:” command rather than just
the return address; although this is required in RFC 821 section 3y hosis do not process
reverse-paths properlyRevese-paths are officially discouraged by RFC 1123.

Thismailer wants a “Return-Path:” line.

When an address that resolves to this maileeiigied (SMTP VRFY command), generate 250
responses instead of 252 responses. This will imply that the address is local.

Same ad, but sends ar flag.



Sendmail Installation and Operation Guide SMM:08-57

C

Open SMTP connections from a “secure” port. Secure portstgeature, that is) except on
UNIX machines, so it is unclear that this addgthimg. sendmailmust be running as root to
be able to use this flag.

Srip quote characters (" and \f of the address before calling the mailer.

Don't reset the userid before calling the mailéhis would be used in a secureveaonment
wheresendmailran as root. This could be used imid forged addresses. If thé= field is
also specified, this flag causes the eféectser id to be set to that user.

Upper case should be preserved in user names for this.nm@&é@dards require presation

of case in the local part of addresses, except for those address for which your system accepts
responsibility RFC 2142 preides a long list of addresses which should be case insendtti

you use this flag, you may be violating RFC 21#te that postmaster isvedys treated as a

case insensite address rgardless of this flag.

This mailer wants UUCP-style “From” lines with the ugly “remote from <host>" on the end.

The user must va a \alid account on this machine, i.gggpwnammust succeed. If not, the
mail is bounced.See also thélailBoxDatabase option. Thisis required to get “.forard”
capability.

Ignore long term host status information (see Section "Persistent Host Status Information™).
Thismailer wants a “Full-Name:” header line.

This mailer vants to use the hidden dot algorithm as specified in RFC 821; basinglline
beaginning with a dot will hae an extra dot prepended (to be stripped at the other eflis
insures that lines in the message containing a dot will not terminate the message prematurely.

Run Local Mail Transfer Protocol (LMTP) betwesandmailand the local mailerThis is a
variant on SMTP defined in RFC 2033 that is specifically designed faedeto a local mail-
box.

Apply DialDelay (if set) to this mailer.

Don't look up MX records for hosts sent via SMTP/LMTBo not apply FallbackMXhost
either.

Don't send null characters ('\0’) to this mailer.

Don't use ESMTP een if offered; this is useful for brek systems that offer ESMTP bailf
on EHLO (without receering when HELO is tried next).

Extend the list of characters a@nted to =XX notation when cesrting to Quoted-Printable to
include those that donmap cleanly between ASCII and EBCDIC. Useful if yowd&dBM
mainframes on site.

If no diases are found for this address, pass the address through ruleset 5 for possible alternate
resolution. Thigs intended to forward the mail to an alternatevag}i spot.

Strip headers to sen bits.

Strip all output to seen hits. Thisis the default if thel flag is set. Note that clearing this
option is not sufficient to get full eight bit data passed thraggidmail If the7 option is set,
this is essentially alays set, since the eighth bit was stripped on inNdte that this option
will only impact messages that ditthave8 - 7 bit MIME conversions performed.

If set, it is acceptable to send eight bit data to this mailer; the usual attempt te 7dbit8
MIME corversions will be bypassed.

If set, dolimited 7 - 8 hit MIME conversions. Theseorversions are limited to text/plain data.

Check addresses to see ifyhHgegn “include:”; if they do, corvert them to the “*include*”
mailer.
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Check addresses to see ifytmegn with a ‘|'; if they do, corvert them to the “prog” mailer.
Check addresses to see ifyimgn with a ‘/’; if they do, covert them to the “*file*” mailer.

~ —

@ Look up addresses in the user database.

% Do not attempt deliery on initial recipient of a message or on queue runs unless the queued
message is selected using one of the -ql/-qR/-gS queue run modifiers or an ETRN request.

Configuration files prior to el 6 assume theA, ‘w’, ‘5", ", /', /', and ‘@’ options on the
mailer named “local”.

The mailer with the special name “error” can be used to generate a useTagdoptional)
host field is an exit status to be returned, and the user field is a message to be Thmdt sta-
tus may be numeric or one of the values USAGE, NOUSER, NOHOSAVAILABLE, SOFT
WARE, TEMPFAIL, PROTOCOL, or CONFIG to return the corresponding EXit €ode, or an
enhanced error code as described in RFC 1BABanced Mail System Status CodEsr example,
the entry:

$#error $@ NOHOST $: Host unknown in this domain

on the RHS of a rule will cause the specified error to be generated and the “Hostningxibsta-

tus to be returned if the LHS matches. This mailer is only functional in rulesets 0, 5, or one of the
check_* rulesets. The host field can also contain the speciah tpkarantine which instructs
sendmail to quarantine the current message.

The mailer with the special name “discard” causesnaail sent to it to be discarded but oth-
erwise treated as though it were successfullweeid. Thismailer cannot be used in ruleset 0,
only in the various address checking rulesets.

The mailer named “localfnustbe defined inwery configuration file. This is used to ded
local mail, and is treated specially inveal ways. Additionally three other mailers named “prog”,
“*file*”, and “*include*” may be defined to tune the dediry of messages to programs, files, and
;include: lists respectély. They default to:

Mprog, P=/bin/sh, F=IsoDq9, T=DNS/RFC822/X-Unix, A=sh —c $u
M*file*, P=[FILE], F=IsDFMPEouq9, T=DNS/RFC822/X-Unix, A=FILE $u
M*include*, P=/dev/null, F=su, A=INCLUDE $u

Builtin pathnames are [FILE] and [IPC], the former is used fowvdslito files, the latter for
delivery via interprocess communicatiofror mailers that use [IPC] as pathname the argumect v
tor (A=) must start with TCP or FILE for deéry via a TCP or a Unix domain sagtk If TCP is
used, the secondg@arment must be the name of the host to contact. Optionally a third argument can
be used to specify a port, the aelt is smtp (port 25). If FILE is used, the second argument must
be the name of the Unix domain socket.

If the argument vector does not contain $u teendmailwill speak SMTP (or LMTP if the
mailer flag z is specified) to the mailer.

If no Eol field is defined, then the default is "\r\n" for SMTP mailers and "\n" of others.

The Sender and Recipient rewriting sets may either be a simple ruleset id or mayide tw
separated by a slash; if so, the firstnigng set is applied to eelope addresses and the second is
applied to headers. Settingyavalue to zero disables corresponding mailer-specific rewriting.

The Directory is actually a colon-separated path of directories.té-dryexample, the defini-
tion “D=$z:/" first tries to gecute in the recipierg’home directory; if that is notailable, it tries to
execute in the root of the filesystem. This is intended to be used only on the “prog”, mader
some shells (such ash refuse to recute if thegy cannot read the current director§ince the queue
directory is not normally readable by unprivileged ussisscripts as recipients can fail.

The Userid specifies the deifit user and group id to run asjewiding the DefaultUser
option (q.v). If theSmailer flag is also specified, this user and group will be set asféiotivef Lid
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and gid for the processThis may be gien as user:groupto set both the user and group id; either
may be an integer or a symbolic name to be looked up ipat®vdandgroupfiles respectiely. If
only a symbolic user name is specified, the group id irpésswdfile for that user is used as the
group id.

The Charset field is used when eeming a message to MIME; this is the character set used
in the Content-Type: headelf this is not set, th®efaultCharset option is used, and if that is not
set, the value “unknown-8bit” is usedVARNING: this field applies to the sendertailer, not the
recipients mailer. For example, if the erlope sender address lists an address on the locabmetw
and the recipient is on an external network, the character set will be set from the Charset= field for
the local network mailenot that of the external network mailer.

The Type= field sets the type information used in MIME error messages as defined by RFC
1894. ltis actually three values separated by slashes: the MTA-type (that is, the descriptian of ho
hosts are named), the address type (the description of e-mail addresses), and the diagnostic type (the
description of error diagnostic codes). Each of these must loggstered value or begin with “X-".

The default is “dns/rfc822/smtp”.

The m= field specifies the maximum number of messages to attemptvi dalia sngle
SMTP or LMTP connection. The default is infinite.

The r= field specifies the maximum number of recipients to attempt terdiglia dngle
ervelope. ltdefaults to 100.

The /= field specifies a neroot directory for the mailerThe path is macro expanded and
then passed to the “chroot” system call. The root directory is changed before the Directory field is
consulted or the uid is changed.

The Wait= field specifies the maximum time taiwfor the mailer to return after sending all
data to it. This applies to mailers thatbdeen forked bygendmail

The Queuegroup= field specifies the default queue group in whiclveeeeadil should be
gueued. Thigan be werridden by other means as explained in section “Queue Groups and Queue
Directories”.

5.5. H— Define Header

The format of the header lines tre@ndmailinserts into the message are defined byHhe
line. Thesyntax of this line is one of the following:

Hhname htemplate
H[?mflag®]hname htemplate

H[?$macro}?]hname htemplate

Continuation lines in this spec are reflected directly into the outgoing mesEagétemplateis
macro-gpanded before insertion into the message. Ifntiflags(surrounded by question marks)

are specified, at least one of the specified flags must be stated in the mailer definition for this header
to be automatically output. If &{macro} (surrounded by question marks) is specified, the header
will be automatically output if the macro is set. The macro may be set usmgf éme normal
methods, including using theacro storage map in a ruleset. If one of these headers is in the input

it is reflected to the outputgardless of these flags or macrdsotice: If a${macro}is used to set a

header then it is useful to add that macro to cl&spersistentMacrosjwhich consists of the
macros that should beveal across queue runs.

Some headers ha pecial semantics that will be described later.

A secondary syntax allowsalidation of headers as there being read.To enable \alidation,
use:
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HHeader $>Ruleset
HHeader $>+Ruleset

The indicatedRulesets called for the specifiedeader and can returi$#error to reject or quaran-
tine the message @#discardto discard the message (as with the otferck * rulesets). The
ruleset receies the header field-body asgament, i.e., not the header field-name; see also
${hdr_name} and ${currHeader}. The header is treated as a structured field, thet iis,taren-
theses is deleted before processing, unless the secon8¥erisiused. Note: only one ruleset can
be associated with a headsendmailwill silently ignore multiple entries.

For example, the configuration lines:
HMessage-Id: $>CheckMessageld

SCheckMessageld
R<$+ @ $+> $@ K
R$* $#error$: lllegd Message-ld header

would refuse ayp message that had a Message-Id: headerybftne following forms:

Message-Id: <>
Message-Id: some text
Message-Id: <lgd tex@domain> extra crud

A default ruleset that is called for headers which tbavea gecific ruleset defined for them can
be specified by:

H*: $>Ruleset
or
H*: $>+Ruleset

5.6. O— Set Option

There are a number of global options that can be set from a configuratio®gtiens are
represented by full words; some are also representable as single characters for back compatibility
The syntax of this line is:

O optiorrvalue

This sets optiomptionto bevalue Note that therenustbe a space between the letter ‘O’ and the
name of the option. An older version is:

Oo value

where the optiomw is a single characteDepending on the optionaluemay be a string, an irger,
a boolean (with lgd values “t”, “T”", “f", or “F”; the default is TRUE), or a time interval.

All filenames used in options should be absolute paths, i.e., starting witRelatve file-
names most likely cause surprises during operation (unless otherwise noted).

The options supported (with the old, one character names in brackets) are:

AliasFilesspec, spec, ...
[A] Specify possible alias file(s)Eachspecshould be in the formatclass info”
whereclass is optional and defaults tGrhplicit’’. Note thatinfo is required for
all clas®s except “Idap”.For the “ldap” class, ifinfo is not specified, a deafilt
info value is used as follows:
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-k (&(objectClass=sendmailMTAAliasObject)
(sendmailMTAAliasName=aliases)
(I(sendmailMRACluster=${sendmailMACluster})

(sendmailMTAHost=$j))
(sendmailMTAKey=%0))
-v sendmailMTAAliasValue

Depending on he sendmailis compiled, valid classes are “implicit” (search
through a compiled-in list of alias file types, for back compatibility), “hash” (if
NEWDB is specified), “btree” (iNEWDB is specified), “dbm” (ifNDBM is speci-
fied), “stab” (internal symbol table — not normally used unless yga hacdther
database lookup), “sequence” (use a sequence of mapeusig declared),
“Idap” (if LDAPMAP is specified), or “nis” (ifNIS is specified). If a list obpes

are providedsendmaikearches them in order.

AliasWait=timeout

[a] If set, wait up tdimeout(units de&ult to minutes) for an “@:@" entry txist
in the alias database before starting up. If it does not appear imtwutinter-
val issue a warning.

AllowBogusHELO

AuthMaxBits=N

[no short name] If set, alo HELO SMTP commands that ddrihclude a host
name. Settinghis violates RFC 1123 section 5.2.5, but is necessary to interoper
ate with segeral SMTP clients. If there is aalue, it is still checked for ¢gtimagy.

[no short name] Limit the maximum encryption strength for the security layer in
SMTP AUTH (SASL). Dedult is essentially unlimited. This allows to turrf of
additional encryption in SASL if SYRTTLS is already encrypting the communi-
cation, because the existing encryption strength is taken into account when choos-
ing an algorithm for the security layeFor example, if SARTTLS is used and

the symmetric cipher is 3DES, then the tlegléngth (in bits) is 168. Hence set-

ting AuthMaxBits to 168 will disable apencryption in SASL.

AuthMechanisms [nghort name] List of authentication mechanisms fofTA (separated by spa-

AuthOptions

ces). Theadwertised list of authentication mechanisms will be the intersection of
this list and the list of\ailable mechanisms as determined by the Cyrus SASL
library. If STARTTLS is actve, EXTERNAL will be added to this list.In that
case, the value of {cert_subject} is used as authentication id.

[noshort name] List of options for SMTP AUTH consisting of single characters
with intervening white space or commas.
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A Use the AUTH= parameter for the MAIL FROM
command only when authentication succeeded.
This can be used as a workaround for broken
MTAs that do not implement RFC 2554 correctly.
a protection from actie (hon-dictionary) attacks
during authentication exchange.
c require mechanisms which pass client credentials,
and allav mechanisms which can pass credentials
to do so.
d don't permit mechanisms susceptible to pessi
dictionary attack.
f  require forward secrgdetween sessions
(breaking one wot'help break next).
m require mechanisms which provide mutual authentication
(only available if using Cyrus SASL v2 or later).
p don’t permit mechanisms susceptible to simple
passive atack (e.g., PLAIN, LOGIN), unless a
security layer is acote.
y  don’t permit mechanisms that alloanonymous login.
The first option applies to sendmail as a client, the others to a.sEranple:
O AuthOptions=p,y
would disallov ANONYMOUS as AUTH mechanism andowid allov PLAIN
and LOGIN only if a security layer (e.g., pided by SRRTTLS) is already
active. The options 'a’, ’c’, 'd’, 'f’, 'p’, and 'y’ refer to properties of the selected
SASL mechanisms. Explanations of these properties can be found in the Cyrus
SASL documentation.
AuthRealm [noshort name] The authentication realm that is passed to the Cyrus SASL
library. If no realm is specifiedsj is used.
BadRcptThrottlei
[no short name] If set and the specified number of recipients in a single SMTP
transaction hae keen rejected, sleep for one second after each subsequent RCPT
command in that transaction.
BlankSub= [B] Set the blank substitution characterado Unquoted spaces in addresses are
replaced by this characteDefaults to space (i.e., no change is made).
CACertRath [noshort name] Path to directory with certificates of CA#is directory direc-
tory must contain the hashes of each CA certificate as filenames (or as links to
them).
CACertFile [noshort name] File containing one or more CA certificates; see section about

CheckAliases

STARTTLS for more information.
[nValidate the RHS of aliases when